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1 Introduction

GFI WebMonitor is a comprehensive monitoring solution that enables you to monitor and filter
network users’ web traffic (browsing and file downloads) in real-time. It also enables you to
block web connections in progress as well as to scan traffic for viruses, trojans, spyware and
phishing material.

It is the ideal solution to transparently and seamlessly exercise a substantial degree of control
over your network users’ browsing and downloading habits. At the same time, it enables you to
ensure legal and best practice initiatives without alienating your network users.

1.1 Who is This Manual For?

This manual is for users who want to use GFl WebMonitor as a plug-in for Microsoft ISA Server or
Microsoft Forefront TMG.

Microsoft ISA Server
Microsoft Forefront TMG

+
GF’ WebMonftor | for ISATMG

Figure 1- Environment: GFl WebMonitor as a plug-in for Microsoft ISA Server or Microsoft Forefront TMG

For environments where there is no Microsoft ISA Server or Microsoft Forefront TMG server, an
independent version of GFI WebMonitor (GFI WebMonitor) is available. For more information,
refer to: http://www.gfi.com/internet-monitoring-software/webmonfeatures.htm.
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1.2 About This Manual

The aim of this manual is to help you install and run GFl WebMonitor on your network with
minimum configuration effort. It describes:

» The various network environments that GFI WebMonitor can support.

» How to install GFI WebMonitor to monitor your environment.

» How to get GFl WebMonitor running on default settings.

This manual is structured as follows:

CHAPTER DESCRIPTION

Chapter 1 Introduction
Introduces this manual and provides information on GFl WebMonitor editions.
Chapter 2 About GFI WebMonitor

Provides a high-level overview of how GFl WebMonitor works and the different
installation environments supported.

Chapter 3 Installing GF1 WebMonitor

Provides information on how to install GFl WebMonitor on Microsoft ISA Server and
Microsoft Forefront TMG.

Chapter 4 Launching GFI WebMonitor
Provides a high-level overview of the user console.
Chapter 5 Miscellaneous

Provides information on topics that do not strictly fall within other chapters.

Chapter 6 Troubleshooting
Provides all the necessary information on how to deal with any problems encountered
while using GFI WebMonitor. Also provides extensive support information.

Chapter 7 Glossary
Defines technical terms used within GFI WebMonitor.

1.2.1 Administration and Configuration Manual

Detailed administration and configuration guidelines are provided in the Administration and
Configuration Manual, which is installed with the product or separately downloadable from the
GFIl website:

http://www.gfi.com/products/gfi-webmonitor/manual

The Administration and Configuration Manual complements this Getting Started Guide and
provides more information on how to use and customize the features provided by GFI
WebMonitor.
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1.3 Terms Used in This Manual

The following terms are used in this manual:

[rerw | bescripTion

= Additional information and references essential for the operation of GFI WebMonitor.
:.'"g
Important notifications and cautions regarding potential issues that are commonly
encountered.
> Step by step navigational instructions to access a specific function.
Bold text Items to select such as nodes, menu options or command buttons.

<[Italics text>  Parameters and values that you must replace with the applicable value, such as custom
paths and filenames.

For any technical terms and their definitions as used in this manual, refer to the Glossary
chapter in this manual.

1.4 GFl WebMonitor Editions
GFI WebMonitor is available in three editions. Each edition caters for system administrators with
different requirements:

» WebFilter Edition: Filters web traffic and website use per user(s), group(s) and/or IP(s) and
manages Internet access during specific periods, based on web categories defined within its
built-in WebGrade database.

» WebSecurity Edition: Provides a high degree of web security for downloaded web traffic.
This is achieved through its built-in download control module and multiple anti-virus engines
and anti-spyware scanning modules.

» Unified Protection Edition: Provides all the features of the WebFilter Edition and the
WebSecurity Edition in a single package.

1.5 GFl WebMonitor Licensing

For more information on licensing and evaluation, refer to the GFI website at:
http://www.gfi.com/products/gfi-webmonitor/pricing/licensing
For information on how GFI WebMonitor counts users, refer to KBase article:

http://kbase.gfi.com/showarticle.asp?id=KBID003528.
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2 About GFlI WebMonitor

2.1 How Does GFlI WebMonitor Work?

@&-——03
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Figure 2 - How does GFI WebMonitor work?

Forwarding of incoming traffic generated by the user to GFI WebMonitor
depends on the network environment; that is, where GFl WebMonitor is
installed.

o Request initiation: Users request a webpage or a download from the Internet. The incoming
traffic generated by the user’s request is forwarded to GFl WebMonitor.

9 Blacklist/Whitelist filtering: The internal GFI WebMonitor blacklist/whitelist filtering
mechanism analyzes users’ IDs and IP addresses and requested URLs. GFI WebMonitor takes the
following actions regarding blacklist and whitelist web traffic:

»  Web traffic requested by blacklisted users whose IDs and/or IP addresses are blacklisted as
well as requests for URLs which are blacklisted, is rejected immediately.

»  Web traffic requested by users whose IDs and/or IP addresses are whitelisted as well as
requests for URLs which are whitelisted, is automatically granted access and forwarded to the
user.

»  Web traffic requested by users whose IDs and/or IP addresses are neither blacklisted or
whitelisted as well as requests for URLs which are neither blacklisted or whitelisted, is
forwarded to the WebFilter module for processing.

About GFI WebMonitor GFI WebMonitor 2011 |5



9 WebFilter module: Analyzes uncategorized web traffic received from the blacklist/whitelist
filtering mechanism against a list of categorized websites stored in the WebGrade database.

Web traffic is blocked, allowed or quarantined according to the configured policies. Quarantined
web traffic can be manually approved or rejected by the administrators according to the user’s
needs and requirements, at a later stage. Approved quarantined URLs are moved in a temporary
whitelist; a mechanism used to approve access to a site for a user or IP address for a temporary
period.

— | The WebFilter module is only available in the WebFilter Edition and the Unified
.—.1 Protection Edition of GFI WebMonitor. In the WebSecurity Edition, web traffic is
sent directly from the whitelist/blacklist filtering mechanism to the WebSecurity

module.

0 WebSecurity module: Analyzes web traffic through the download control module and scans
incoming material for viruses, spyware and other malware.

Infected material is allowed, blocked and quarantined or blocked and deleted according to the
configured policies. Web traffic is also scanned for phishing material against a list of phishing
sites stored in the updatable database of phishing sites. Thus, web traffic generated from a
known phishing element is rejected. Finally, the approved web material is forwarded to the
user.

=3 The WebSecurity module is only available in the WebSecurity Edition and Unified
—1  Protection Edition of GFI WebMonitor. In the WebFilter Edition, WebSecurity

processing is not performed, and web traffic is forwarded on to the user.

=5
Forwarding of approved web material by GFI WebMonitor to the user
depends on the network environment; that is, where GFl WebMonitor is
installed.

6 | GFl WebMonitor 2011 About GFI WebMonitor



2.2 GFl WebMonitor in a Microsoft ISA Server / Forefront TMG Environment

GFI WebMonitor can complement the functionality provided by Microsoft ISA Server or Microsoft
Forefront TMG. When installed in this environment, GFI WebMonitor enables the administrator to
monitor a user’s web traffic in real time.

Users request a webpage or a download over the Internet. The incoming traffic generated by the
user’s request is received by Microsoft Server, which in turn refers to GFl WebMonitor to use the
filtering mechanisms to analyze the request.

N

End User

. LS
Q

NS

End User GFI WebMonitor

Awrard-winning web filtering snd security for 158 Sarver

End User

Figure 3 - GFI WebMonitor installed on Microsoft ISA Server | Forefront TMG

To install GFI WebMonitor as a plug-in to Microsoft ISA Server / Forefront TMG, refer to the
Installing GFI WebMonitor chapter in this manual.

A
Y
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3 Installing GFI WebMonitor

3.1 Introduction

This chapter provides you with information related to the installation of GFI WebMonitor on

Microsoft ISA Server / Forefront TMG.

3.2 System Requirements

3.2.1 Software

TYPE SOFTWARE REQUIREMENTS

Supported Operating Systems »

Other required components »

3.2.2 Hardware

Microsoft Windows Server 2003 (x86)
Microsoft Windows Server 2008 (x86 or x64)
Microsoft Windows Server 2008 R2 (x64)

Microsoft ISA Server 2004 (SP3)
Microsoft ISA Server 2006

Microsoft Forefront TMG 2010 (Microsoft Windows Server
2008 R2)

Microsoft Internet Explorer 7 or later
Microsoft.NET Framework 2.0
TCP/IP port 1007

Microsoft SQL Server 2000 or later (for reporting
purposes)

(Recommended) Microsoft Firewall Client for ISA Server

(Recommended) Microsoft Firewall Client for Microsoft
Forefront TMG

Minimum hardware requirements depend on the GFl WebMonitor edition.

EDITION HARDWARE REQUIREMENTS

WebFilter Edition »

WebSecurity Edition »

Unified Protection Edition

Processor: 2.0 GHz
RAM: 1 GB (Recommended 4GB)
Hard disk: 2 GB of available disk space

Processor: 2.0 GHz

RAM: 1 GB (Recommended 4GB)

Hard disk: 10 GB of available disk space
Processor: 2.0 GHz

RAM: 2 GB (Recommended 4GB)

Hard disk: 12 GB of available disk space

— | Allocation of hard disk space depends on your environment. The size specified in
—.1 the requirements is the minimum required to install and use GFl WebMonitor.

The recommended size is from 150-250GB.

Installing GFI WebMonitor
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3.3 Installation

3.3.1 Upgrades

In order to upgrade GFI WebMonitor, obtain the latest version from
http://www.gfi.com/pages/webmon-selection-download.asp.

The upgrade process is similar to the installation instructions. For more
= information, refer to the Installation Procedure section in this chapter.

3.3.2 Installation Procedure
Run the installer as a user with administrative privileges on the target machine.
1. Double click the GFI WebMonitor executable file.

2. If the current version of Microsoft .NET Framework is not compatible with the required
version, a warning dialog will be displayed. Click OK. This will stop the installation process.
Install the required Microsoft .NET Framework version and start the installation of GFl
WebMonitor again.

3. Choose whether you want the installation wizard to search for a newer build of GFI
WebMonitor on the GFl website and click Next.

4. Read the licensing agreement. Select | accept the terms in the license agreement and click
Next.

i& GFl WebMonitor 2011 - InstaliShield Wizard X
WebMonitor Configuration - Access Permissions
Specify who will be able ko access the GFI WebMaonitor Weh inkerface, GFI

By default only an administrator logged in on this compuker will be authorized to access the GFI
WebManitar web interface, GFI \WebMaonitor can be confiqured ba allaw ather users/compukers
ko access its web based interface ower the network,

Enket the user name ar the campuker IP which will be granted access ta GFI WebMonitor:
127.0,0,1;192,168,3,81;192,165,200,7;192,165,3.51

MOTE: Specify usernamels) in the format DOMAIN|Username,
MOTE: The IP of this computer is already added to the access permission list,

MOTE: You can specify more than one userfcomputer, Separate entries with a semicolon () eqg.
127.0.0.1;COoMPANY user 1 COMPANY \User2; 172, 16,135, 16

[ < Back. ” Mexk = ] [ Cancel ]

Screenshot 1 - Installation: Access Permissions

5. Key in the user name or the IP address, which will be used to access the web interface of GFI
WebMonitor and click Next.

More than one user or machine can be specified. Separate entries with
= semicolons *;’

10 | GFI WebMonitor 2011 Installing GFI WebMonitor
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i'.z!:" GEI WebMonitor 2011 - InstallShield Wizard

Customer Information
Please enter your infaormation,

User Mame:

|B|:||:- Jones

Qrganization:

|m';.-'Cu:umpan';.-'

License kew:

|E~.faluati|:|n

[ < Back. ” Mexk = ] [ Cancel ]

Screenshot 2 - Installation: Customer Information

6. Key in the User Name and Organization. If you have a license key, update the License Key
details and click Next.

—_ | The license key can be keyed in after installation or expiration of the evaluation
—1 period of GFI WebMonitor. For more information, refer to the Entering Your
License Key After Installation section in the Miscellaneous chapter.

i'.z!;" GEI WebMonitor 2011 - InstallShield Wizard

Service Logon Information
The Following logon information is used by the WebMonitor Service

The GFI WebMaonitor service needs ko run with administr ative privileges for proper
functionality. Please enter the username and password of an account with administrative
privileges. Please make sure that the account is active and does not have the password set to
expire, For domains, user names must be in the format of DOMAINUsertame.,

ser Mame: |au:|mini5tratu:ur

Password: |**********

MOTE: The username and password provided musk have "Logon As Service” rights, IF it doesn't
it will be switched Or automatically for the specified account, These credentials will only be
used to create and run as new service in the services cantrol panel,

[ < Back. ” Mexk = ] [ Cancel ]

Screenshot 3 - Installation: Service Logon Information

7. Key in the logon credentials of an account with administrative privileges and click Next.
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— | The user account must have Log on as a service rights; otherwise, rights are
—_1 automatically assigned. For more information, refer to the Assigning Log On As A
Service Rights section in the Miscellaneous chapter.

i'.z!:" GEI WebMonitor 2011 - InstallShield Wizard

Mail Settings
Enket administrator email and SMTP mail server setkings

Please enter the details of the SMTP server and email address that are to be used by GFI
WiebMonitor 2011 For email reparting,

From: ltebMonitor@127.0.0.1

T |.ﬁ.dministratn:-r@12?.lil.l]. 1

SMTP Server: |12?.I:I.I:I.1 Pork: |25

[ Werify Mail Settings ]

[ < Back ” Mext = ] [ Cancel ]

Screenshot 4 - Installation: Mail Settings

8. Provide the SMTP mail server details and email address to which administrator notifications
will be sent. Optionally click Verify Mail Settings to send a test email. Click Next.

9. Click Next to install in default location or click Change to change installation path.
10. Click Install to start the installation, and wait for the installation to complete.

11. Click Finish to finalize setup.

3.3.3 Post-installation Test

To test the installation from the machine where GFl WebMonitor was installed:

» QOption 1: Launch GFI WebMonitor web console by clicking Start » Programs » GFI
WebMonitor » GFI WebMonitor.

» Option 2: Key in the URL http://monitor.isa in a web browser on the same machine.

To test GFI WebMonitor installation from machines of users and/or IP addresses that were
allowed access to the application:

» Key in the URL http://monitor.isa in a web browser from their machine.

3.3.4 Post-installation Actions

Configure the user machines to route all FTP downloads through the Microsoft ISA Server /
Forefront TMG proxy service. This can be achieved by:

» Disabling folder view in Microsoft Internet Explorer on each client machine

» Configuring Internet browsers to use specific proxy settings on each client machine either
automatically or manually.
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Configuring FTP access in Microsoft ISA Server / Forefront TMG. This can be achieved by:
» Option 1: Restricting or denying FTP access

» Option 2: Disabling the FTP Access Filter

Routing FTP Downloads Through Proxy

To ensure that all users browse and download from FTP servers through proxy, the administrator
should disable folder view and configure the proxy settings on the users’ machines.

Step 1: Disabling Folder View in Microsoft Internet Explorer
To disable folder view in Internet Explorer:
1. Launch Microsoft Internet Explorer on the client machine.

2. From the Tools menu, choose Internet Options and select the Advanced tab.

Internet Options

General || Security | Privacy | Content | Connections | Programs Advanced

Settings

[=] Browsing ”
[] automatically check For Internet Explorer updates
[] Close unused folders in History and Favorites®
Disable scripk debugaging (Inkernet Explorer)
Disable scripk debugaing (Other)
[] Display a notification about every scripk errar
[l Eniable FTP Folder wiew (outside of Internet Explorer)
Enable page transikions
[] Enable personalized Favorites menu
Enable third-party browser extensions®
Enable visual styles on buttons and contrals in webpages
[] Enable websites to use the search pane™®
[] Force offscreen compositing even under Terminal Server®
[v] mMatify when downloads complete

< >

*Takes effect after vou reskart Internet Explorer

W

Restore advanced settings ]

Reset Internet Explorer setkings
Deletes all kemporary files, disables browser
add-ons, and resets all the changed setkings.

You should only use this if your browser is in an unusable skate,

[ 8] 4 H Cancel ]

Screenshot 5 - Internet Options dialog box

3. Uncheck Enable FTP folder view checkbox from the Browsing node.

Installing GFI WebMonitor GFl WebMonitor 2011 |13



/= Index of / - Windows Internet Explorer |Z||E|[5__<|

@@ - |E,Ftp:,l'fftp.gﬁ.mm,l' V| +y || x | | Q-
& -
W [@Index of | l_l - B dety = |k Page v (F Tools - 2

s

Index of /

Hame Last modified Size Description

L.:B oy offi itermn 19-May-2009 13:39 =
@ my ofi tem 23 16-Nov-2001 08:00 507K
ﬁ my gfi tem 123 15-Sep-2005 23:53 1.1M

L
My 1t tem 12 18-May-2009 08:22 &.3M
EE ey ifi ftern 2 15-Lpr-2009 13:23 =

L
my ofi ftem 13 12-May-2005 16:24 789K

b
&0 Internet 100 v

Screenshot 6 - An FTP site viewed through Internet Explorer

— | When this checkbox is unchecked, browsing the contents of an FTP server looks

.—.1 like the preceding screenshot. Users will be able to browse and download from
FTP servers using an HTTP based folder view. In addition, GFl WebMonitor will
now be able to scan the FTP server contents and allow, quarantine or block the
contents as applicable.

Step 2: Configuring Browsers to Use a Proxy Server
Internet browsers can be configured either automatically or manually to use a proxy server.

Option 1: Configuring Proxy settings automatically in Microsoft ISA Server and Microsoft
Forefront TMG

Microsoft Firewall Client for ISA Server or Microsoft Firewall Client for Forefront TMG
automatically configures proxy settings.

To install the Microsoft Firewall Client for ISA Server:
1. Download Microsoft Firewall Client for ISA Server from Microsoft’s web site.

2. Double click the Microsoft Firewall Client for ISA Server executable file.

14 | GFl WebMonitor 2011 Installing GFI WebMonitor



fii Microsoft Firewall Client - Install Wizard

IS4 Server Computer Selection
Specify the IS4 Server computer ko which Fireweall Client will connect,

You can specify the IS4 Server computer that Firewall Client will connect ta, ar Firewall
Client can detect the appropriate IS4 Server compuker,

¥ Connect to this 1S4 Server compuker:
Type the IS4 Server host name or IP address:

winzk3Isery.masterdomain, com

Example: isa.microsaft,com or 157,54.0,1

" automatically detect the appropriate 1S4 Server computer

Maoke: These setkings maw be changed later using the Firewall Client management
application,

« Back I Mexk = I Cancel

Screenshot 7 - Microsoft Firewall Client for ISA Server: Installation wizard dialog

3. Select Connect to this ISA Server computer.
4. Key in the full machine name or IP address and continue to finalize the setup.

5. After installation, restart the client machine.

6. Right click the icon & in the windows notification area and choose Configure.

Installing GFI WebMonitor GFI WebMonitor 2011 | 15



E Microsoft Firewall Client for ISA Server |

Gereral Settings |WEI:| Ernwserl

¥ Enable Microzoft Firewall Client for 154 Server

— |54 Server Selection

Select how Firewall Client determines the |54 Server used for [nternet
ACCEsE:

" futomatically detected |54 Server:

|<r'u:| |54 Server detected: [Metech How

' Manually specified 154 5 erver:

Iwin2k3$ew.masterdnmain.mm Test Semer

— Default Settings

Apply theze Firewall Client zettings as the default zettings for zervices
and wzers on this computer.

Apply Default Settingz Mow

(] I Cancel Apply | Help |

Screenshot 8 - Microsoft Firewall Client for ISA Server: Settings tab

=3 Click Settings Tab to modify the server configurations.
=

To configure the web browser automatically:

1. Select Web Browser tab in the Microsoft Firewall Client for ISA Server dialog.

2. Check Enable Web browser automatic configuration checkbox.

3. Click Configure Now button.

4. Click OK.

To install the Microsoft Firewall Client for Microsoft Forefront TMG:

1. Locate the Microsoft Firewall Client for Forefront TMG from your server installation files.

2. Double click the Microsoft Firewall Client for Forefront TMG installation program and click
Next.

3. Select | accept the terms in the license agreement and click Next.

4. Select the installation path were to install Microsoft Client and click Next.
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fi& Forefront TMG Client - Install Wizard |

Forefront TMG Computer Selection

Specify the Forefront TG computer to which Forefront TRE Client
will conneck,

You can specify the Farefront TMG computer that Forefrant TMG Clignt will conneck ka, ar
Forefront TMG Client can detect the appropriate Forefront TG computer,

¥ Connect to this Forefront TMG computer:
Type the Forefront TMG host name or IP address:

winzk3Isery.masterdomain, com

Example: isa.microsaft,com or 157,54.0,1

" Aukomatically detect the appropriate Forefront TME computer

Moke: These settings may be changed later using the Forefront TME Client management
application,

« Back Mexk = Cancel

Screenshot 9 - Microsoft Firewall Client for Forefront TMG: Installation wizard dialog

5. Select Connect to this Forefront TMG computer.

6. Key in the full machine name or IP address and click Next.

7. Click Install and click Finish.

To configure the web browser automatically:

1. Select Web Browser tab in the Microsoft Firewall Client for Forefront TMG dialog.
2. Check Enable Web browser automatic configuration checkbox.

3. Click Configure Now button.

4. Click OK.

Option 2: Configuring Proxy settings manually

To configure proxy settings manually:

1. Launch Microsoft Internet Explorer

2. From the Tools menu, choose Internet Options and select the Connections tab.

3. Click LAN settings button.

Installing GFI WebMonitor GFl WebMonitor 2011 | 17



Local Area Network (LAN) Settings

Butomatic configuration

Autamatic configuration may override manual setkings. To ensure the
use af manual setkings, disable automatic configuration.

[ ] Automatically detect settings

|:| Ilse automatic configuration script

Proxy server

Ilse a proxy server For wour LA {These settings will not apply to
dial-up or YPM connections).

Address: | myproxy Port: | 8030

[ |Bvpass proxy server For local addresses

[ Ok ][ Cancel ]

Screenshot 10 - LAN Settings dialog

4. Check Use a proxy server for your LAN checkbox.

5. Key in the proxy server name or IP address and the port used (Default 8080) in the Address
and Port text boxes.

6. Click OK to close LAN Settings dialog.
7. Click OK to close Internet Options dialog.

Configuring FTP access

By default, Microsoft ISA Server / Forefront TMG deny all traffic between all clients and external
locations. After installation, GFI WebMonitor automatically adds 2 rules: one to allow access
between clients and GFI WebMonitor update server, and another to allow the administrator to
access GFl WebMonitor’s user interface.

To ensure that no (or only specific) users are allowed to use the FTP protocol the administrator
should create relevant rules in the Microsoft ISA Server / Forefront TMG.

Option 1: Restricting or denying FTP access in Microsoft ISA Server or Microsoft Forefront
TMG

To restrict FTP to specific users only, it is advisable to create two rules: one to allow usage of
common protocols to all users except FTP, and another to allow FTP to particular users only,
example the administrator.

18 | GFI WebMonitor 2011 Installing GFI WebMonitor
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Screenshot 11 - Microsoft ISA Server: Configured Firewall policies

The preceding screenshot shows both rules.

Firewall Policy Rule 2 allows common protocol traffic from all users to pass from the internal
network to the internet. Note that the Protocols list does not include the FTP protocol.

Firewall Policy Rule 1 allows FTP protocol usage only by the Administrator. To set this rule to
allow the administrator to access an FTP server:

On Microsoft ISA Server

1. On the Microsoft ISA Server machine, navigate to Start » Programs » Microsoft ISA Server
» ISA Server Management.

2. From the left panel expand Arrays » <machine name> » Firewall Policy.
3. Right-click Firewall Policy and select New »Access Rule.
4. Key in a name for this rule; for example ‘Allow FTP’ and click Next.

5. Select Allow and click Next.
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Mew Access Rule Wizard |

Protocols
Select the protocols this rule applies to.

Thiz rule applies to:

I Selected protocolz

PBrotocols:

LigrTP

[
&dd...
Edit... |

Pats... |

< Back Mest = | Cancel |

Screenshot 12 - Microsoft ISA Server: Protocols dialog

6. In the Protocols dialog, click Add.

7. In the Add Protocols dialog, expand All Protocols, select FTP, click Add and click Close.
8. In the Protocols dialog click Next.

9. In the Access Rule Sources dialog, click Add.

10. In the Add Network Entities dialog, expand Computer Sets, select Anywhere, click Add and
click Close.

11. In the Access Rule Sources dialog click Next.
12. In the Access Rule Destinations dialog, click Add.

13. In the Add Network Entities dialog, expand Computer Sets, select Anywhere, click Add and
click Close.

14. In the Access Rule Destinations dialog click Next.

15. In the User Sets dialog, select All Users and click Remove.
16. Click Add.

Add Users |

Lser sets:

Mew Edit... Delete

::] Administrator

::] All Authenticated Users

?g All Users

?g Syskem and Mebwork Service

tank & cministr ator

Add Close

Screenshot 13 - Microsoft ISA Server: Add Users dialog
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17. In the Add Users dialog, select Administrator, click Add and click Close.
18. Click Next and Finish.

19. Make sure to save settings before exiting.

On Microsoft Forefront TMG

1. On the Microsoft Forefront TMG machine, navigate to Start » Programs » Microsoft
Forefront TMG » Forefront TMG Management.

2. From the left panel expand Forefront TMG <machine name>.

3. Right-click Firewall Policy and select New » Access Rule.

4. Key in a name for this rule; for example ‘Allow FTP’ and click Next.
5. Select Allow and click Next.

Mew Access Rule Wizard |

Protocols
Select the protocols this rule applies to.

This rule applies to:

I Selected protocols
Protocals:
L FTP Add

Edit...

Hemoyve

Ports...

BEEEE .

< Back Mext > — |

Screenshot 14 - Microsoft Forefront TMG: Protocols dialog

6. In the Protocols dialog, click Add.
7. In the Add Protocols dialog, expand All Protocols, select FTP, click Add and click Close.

8. In the Protocols dialog click Next.
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Mew Access Rule Wizard |

Access Rule Sources
This rule will apphy to traffic orginating from the sources specified in this page.

This rule applies to traffic from these sources:

e Arywhere

Edit

i3

Remove

< Back Mext = Cancel

Screenshot 15 - Microsoft Forefront TMG: Access Rule Sources dialog

9. In the Access Rule Sources dialog, click Add.

10. In the Add Network Entities dialog, expand Computer Sets, select Anywhere, click Add and
click Close.

11. In the Access Rule Sources dialog click Next.
12. In the Access Rule Destinations dialog, click Add.

13. In the Add Network Entities dialog, expand Computer Sets, select Anywhere, click Add and
click Close.

14. In the Access Rule Destinations dialog click Next.

15. In the User Sets dialog, select All Users and click Remove.
16. Click Add.

Add Users |

Lser sets:

Mew Edit... Delete

?,5:] Adrniniskrator

?g All Authenticated Users

?g All Users

?Q Systemn and Mebwork, Service

tank & cministr ator

Add Close

Screenshot 16 - Microsoft ISA Server: Add Users dialog

17. In the Add Users dialog, select Administrator, click Add and click Close.
18. Click Next and Finish.
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19. Make sure to save settings before exiting.
Option 2: Disabling the FTP Access Filter

When the FTP Access Filter is disabled, users are not allowed to access an FTP server over the
network.

Disabling the FTP Access Filter in Microsoft ISA Server 2004
To disable the FTP Access Filter:

1. On the ISA Server machine, navigate to Start » Programs » Microsoft ISA Server » ISA
Server Management.

B Microsoft Internet Security and Acceleration Server 2004

J&ction Wigw “C:' #|||§|JI§||I§||@|

Tree I i\ﬂicnssuﬂ' . &
|=d Microsoft Internst Secu Acceleration SEIVEI'ZOGd- Add-ins
SRE L Standaed Edltion

----- 3_3 Manitoring

. ) i) Click here to learn about the Customer Experience Improvement Program.
----- j Firewall Policy

----- o+ Wirtual Private M
=45 Configuration /Agglication Filters ‘{Web Filters \

becths Metwirks Marne | Description | verdor | wersion |

1. DM3 Filter Filters DMS traffic Microsoft,., 4.0

+l FTP Access Filker rotocols (client and server) Microsoft,,, 4.0

Properties

L AH.323 Filker b protocol Microsoft... 4.0
1 MMS Filker Fosoft Media Streaming protocal Micrasoft,., 4.0
{3 PMM Filker Enables RealMetworks Streaming Media protocol — Microsoft,., 4.0
1 POP Intrusion Detection Filker  Checks for POP buffer overflow atkacks Microsoft.,, 4.0
_APPTP Filter Enables PPTP tunneling through 1S4 Server Microsoft,., 4.0
L ARPC Fileer Enables publishing of RPC servers Micrasoft... 4.0
{_JRTSP Filter Enables Real Time Streaming Protocal Microsoft,., 4.0
1. SMTF Filter Filkers SMTP traffic Microsoft.., 4.0
“C;j SICKS W4 Filker Enables SCCKS 4 communication Microsoft.., 4.0
_2Web Proxy Filker Enables HTTP proxy and cache Microsoft... 4.0

N — i

Disable

Screenshot 17 - Microsoft ISA Server 2004: Configured Application filters

2. From the left panel expand <machine name> » Configuration » Add-ins.
3. Right-click FTP Access Filter and select Disable.

4. Make sure to save settings before exiting.
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Disabling the FTP Access Filter in Microsoft ISA Server 2006
To disable the FTP Access Filter:

1. On the ISA Server machine, navigate to Start » Programs » Microsoft ISA Server » ISA
Server Management.

B Microsoft Internet Security and Acceleration Server 2006

Eile  Ackion Wiew Help

«=» | A@EemE|a]Fe

=3 Microsoft: Inkernet Security and Accele

: Microsoft E
=l ] Enterprise Internet S,ecunty& Configuration Storage Server: test.local Enterprise Add-
5 Enterprise Policies Acceleration Server 2006 ins

Entenprise Edition

- Enterprise Metworks
-+ Enterprise Add-ins

: ‘E i) Click here to learn about the Customer Experience Improvement Program.
-5 Arrays

/ Application Filters {Web Filters Y
Mame = | Description | Wendor | Version

1) DM Filker Filkets DS traffic Microsoft ... 4.0

M FTP Access Filker ahles FTP protocals (client and server) Microsoft ... 4.0

{JH.323 Filter Pl .323 protocol Microsoft ... 4.

1 MMS Filker Disable icrosoft Media Streaming protocol Microsoft ... 4.0

{_J PMM Filker Enables RealMetworks Streaming Media protocol Microsoft ... 4.0

I POP Inkrusion Detection Filker  Checks For POP buffer overflow attacks Microsoft .., 4.0 %

{J FPTP Filter Enables PPTF kunneling through IS4 Server Microsoft .., 4.0

{_J RPiC Filker Enables publishing of RPC servers Microsoft ... 4.0

{_JRTSP Filker Enables Real Time Streaming Protocal Microsoft ... 4.0

) SMTP Filker Filkers SMTP kraffic Microsoft .., 4.0

ué! SOCKS Y4 Filker Enables SOCKS 4 communication Microsoft .. 4.0 .

{'Web Proxy Filker Enables HTTP prosxy and cache Microsoft ... 4.0 -
4 | |l | _'I_I

|Disab|e |

Screenshot 18 - Microsoft ISA Server 2006: Configured Application filters

2. From the left panel expand Enterprise » Enterprise Add-ins.
3. Right-click FTP Access Filter and select Disable.

4. Make sure to save settings before exiting.
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Disable FTP Access Filter in Microsoft Forefront TMG
To disable the FTP Access Filter:

1. On Microsoft Forefront TMG machine, navigate to Start » Programs » Microsoft Forefront

TMG » Forefront TMG Management.

B rorefront TMG [_ O] =]
File  Action View Help
e J0al a7 R NER = HO)
(= Microsoft Forefront Threat Managemen' | <
= 5@ Forefront TMG (WIN-RIFLLIFNFL) [ ﬁas;—:'efront- System
Ef] bashboard ~ Threat Management Gateway 2010 Enterprise

=] Monitoring
#, Firewall Policy
Web Access Policy

15 E-Mail Palicy
s Intrusion Prevention System
) Remote Access Policy (VPN)
=k Metworking

Servers ¥ Application Filters‘('u‘..'eb Filters \
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I Description
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I Version
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il FTP Access Filter

Filters DMS traffic

Enables FTP prot...

Microsoft (R) Cor...

Microsoft (R) Car...

4.0

dL system {H.323 Filter Properties .. Microsaft (R) Cor...

\.j Logs & Reports : Disable :

¢ Update Center {ZIMMS Filter ft... Microsoft (R} Cor... 4.0

¥ Troubleshooting {2 PNM Filter Enables RealNet... Microsoft (R) Cor... 4.0

{J POP Intrusion Dete... Checks for POP b... Microsoft (R) Cor... 4.0
{_J PPTP Filter Enables PPTP tun... Microsoft (R} Cor... 4.0
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{_J RTSP Filter Enables Real Tim... Microsoft (R) Cor... 4.0
{1 SIP Access Filter Enables SIP proto... Microsoft (R) Cor... 4.0
{J SMTP Filter Filters SMTP traffic  Microsoft (R) Cor... 4.0
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Screenshot 19 - Microsoft Forefront TMG: Configured Application filters

2. From the left panel expand Forefront TMG <machine name> » System
3. From the right panel click Application Filters tab.

4. Right click FTP Access Filter and select Disable.

5. Click Apply.

6. Make sure to save settings before exiting.
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4 Launching GFI WebMonitor

4.1 Introduction

This chapter provides you with information related to the launching of GFl WebMonitor and an
overview of the application’s console.

4.2 Launching GFl WebMonitor

To launch GFI WebMonitor, navigate to Start » Programs » GFl WebMonitor » GFI
WebMonitor.

4.3 Navigating the Console

GFl WebMonitor’s console provides you with all the administrative functionality to monitor and
manage network internet traffic.

FIGFI WebMonitor [_[51x]
GFIWebMonitor
0o 2 Frop——
4 GFIWebMonitor )
I Last Blocked Requests I™ Top Categories By Bandwidth I™ Top Blocked Categories ™ Hts Over Time
5 Dazhboard I~ Last Bocked Securty Threats ™ Top Categories By Stes ¥ Today's Statistics I~ Bandwicth Usage Trends
[Z] Monitoring I™ Last Blocked Categories ¥ His and Bandwicth Chart
Qizell s WebSecurity: @ Evaluation  WebFitter:@ Evaluation (10 days left) I mtordresh every: [30 =] saconds &
2 Blacklist
%, WebFilter Edition Today's Statistics A X | Hits and Bandwidth Chart A X
@ WebSecurity Edition Today's Statistios
b Configuration Processed Requests 248 i
Total Bandwicth Consumedt 27278M8 3
ticensing Current Active Connections: 0 R <
o Version Information Current fems in Guarantine: 0 S E
+ Quaran tine AV Scanned Downloads: 0 £
Help Quarantined Blocked k]
AV & Anti-Phishing 9 ]
Download & 9 ]

Web Fiering ] ]

Screenshot 20 - GFI WebMonitor console view

o Navigation Bar - The navigation bar is located on the left-hand side of the console, and
contains a number of nodes used to view and configure settings. The available nodes are:

» Dashboard - Provides a graphical overview of statistical information.
» Monitoring - Provides several monitoring reports.
»  Whitelist/Blacklist - Permanent and/or temporary whitelisting and blacklisting functions.

» WebFilter Edition - Provides access management for specific website categories for users,
groups and IP addresses during specified periods.

» WebSecurity Edition - Provides access management and control restrictions to web
applications for users, groups and IP addresses.

» Configuration - Provides configuration settings and administrative features for GFI
WebMonitor.

» Licensing and Version Information - Provides access to the licensing setup and version
information.

» Quarantine - Provides configuration and management of quarantined items that were blocked
by GFI WebMonitor.
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» Help - Provides help on all aspects of GFI WebMonitor’s functionality.

e Viewing Pane - The viewing pane is located on the right-hand side of the console, and
allows the administrator to view and configure settings according to the node selected from the
Navigation Bar.
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5 Miscellaneous

5.1 Introduction

The miscellaneous chapter gathers all the other information that falls outside the initial
configuration of GFl WebMonitor.

5.2 Entering Your License Key After Installation

After installing GFI WebMonitor, you can enter your license key without re-installing or re-
configuring the application.

To enter your license key:

1. Navigate to the Licensing node.

2. In the License Key text box, key in the license key provided by GFI Software for one of the
three GFI WebMonitor editions.

3. Click Save Settings to finalize entering your license key.

— | Failing to click Save Settings means that you will lose settings as soon as you
— 1 leave the view to move to another section in GFl WebMonitor.
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5.3 Disabling Internet Connections Settings on Client Machines

To prevent users from modifying Internet settings and thus bypassing GFI WebMonitor, the
Internet Connections settings tab can be disabled on client machines.

5.3.1 Disabling Internet Connections Page Using GPO in Microsoft Windows Server
2003

To disable Connections settings on client machines through Microsoft Windows Server 2003 GPO:

1. Navigate to Start » Programs » Administrative Tools » Active Directory Users and
Computers on the DNS server.

2. Right-click the domain node and click Properties.

masterdomain.com Properties ﬂ |

Generall Managed By Group Palicy |

M anagement Conzole [GPMLC].

i
Current Group Palicy Object Links for masterdomain
S

Group Policy Object Links | Mo Overnde | Dizabled |
Default Cramain Palicy

Group Palicy Objects higher in the lizt have the highest priarity.
Thiz izt abtained from: win2k3zery. masterdomain. com

New | agd. | Edt | s

Options... | Delete... | Properties | [N |

[ BElock Policy inheritance

k. I Canicel | Smply |

Screenshot 21 - Active Directory GPO dialog

3. Select Group Policy tab in the Domain Properties dialog.

4. Select Default Domain Policy from the list and click Edit.
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i Group Policy Object Editor
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Screenshot 22 - GPO Editor window

5. Expand User Configuration » Administrative Templates » Windows Components »

Internet Explorer and click Internet Control

Panel.

6. Right-click Disable the Connections page from the right panel and click Properties.

Miscellaneous
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Disable the Connections page Properties H |

Setting | Explain I

@ Dizable the Connections page

£ Mot Configured

¥ Enabled

R —————

" Dizabled

Supported on: &t least Internet Explorer 5.0

Breviouz Setting | et Setting |
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Screenshot 23 - Disable the Connection page Properties dialog

7. In the Setting tab, select Enabled.

— | This policy prevents users from viewing and modifying connection and proxy
—.1 settings from their client machines.

8. Click Apply and OK.

9. Close all open windows.
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5.3.2 Disabling Internet Connections Page Using GPO in Microsoft Windows Server
2008

To disable Connections settings on clients’ machines through Microsoft Windows Server 2008
GPO:

1. In the command prompt key in mmc.exe and press Enter.
2. In the Console Root window, navigate to File » Add/Remove Shap-in... to open the Add or

Remove Snap-ins window.

Add or Remove Snap-ins |

¥ou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:
Snap-n | \Vendor :I | Console Root Edit Extensions. .. |
..J:‘],IDevice Manager Microsoft A Group Policy Management
=5 Disk Management Microsoft i e |
£, DNS Microsoft |
Event Viewer Microsoft | Mave Up |
£3Exchange Server 2007 Microsoft
| Folder Microsoft i Moe Dawn |

}LGroup Policy Management Microsofti Add > |

ﬁ_" Group Policy Management E... Microsoft
ﬁ_" Group Policy Object Editor Microsoft |
ﬁ_" Group Policy Starter GPO Ed... Microsofti
P‘j Internet Information Servic,..  Microsoft
,';"Internet Information Servic...

=y I[P Security Monitor Microsoft 1 T
Fl | » Advanced...

Description:
© 2007 Microsoft Corporation. All rights reserved. This product is licensed.

Allows management of Group Policy across sites, domains, and organizational units within one or more forests,

K I Cancel |

Screenshot 24 - Add/Remove Snap-ins window

3. Select Group Policy Management from the Available snap-ins list, and click Add.

4. Click OK.
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Screenshot 25 - Console Root domain window

5. Expand Group Policy Management » Forest » Domains and <domain>.

6. Right-click Default Domain Policy and click Edit to open the Group Policy Management
Editor.
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Screenshot 26 - Group Policy Management Editor window

7. Expand User Configuration » Policies » Administrative Templates » Windows
Components P Internet Explorer and click Internet Control Panel.

8. Right-click Disable the Connection page from the right panel and click Properties.
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Disable the Connections page Properties B |
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oK | Cancel | Apply

Screenshot 27 - Disable the Connection page Properties dialog

9. In the Setting tab, select Enabled.

— | This policy prevents users from viewing and modifying connection and proxy
—.1 settings from their client machines.

10. Click Apply and OK.

11. Close Group Policy Management Editor dialog and save the management console created.
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5.4 Assigning Log On As A Service Rights

5.4.1 Assigning Log On As A Service Rights on Microsoft Windows XP and Microsoft
Windows Vista Manually

To assign Log on as a service rights to a user account on Microsoft Windows XP (SP2) or Microsoft
Windows Vista machine manually:

1. Navigate to Start » Control Panel » Administrative Tools » Local Security Policy.
. Expand Security Settings » Local Policies » User Rights Assignment.

. Right-click Log on as a service from the right panel and click Properties.

. Select the Local Security Setting tab.

. Click Add User or Group button.

. Key in the account name and click OK.

. Click Apply and OK.

. Close Local Security Settings dialog.

O 00 N oo U1 A W BN

. Close all open windows.

5.4.2 Assigning Log On As A Service Rights on a Server Machine Manually

To assign Log on as service rights to a user account on Microsoft Windows Server 2003 or
Microsoft Windows Server 2008 machines manually:

1. Navigate to Start » Programs » Administrative Tools » Local Security Policy.

E Local Security Policy _ (O] =]

File  Action Yiew Help
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Screenshot 28 - Microsoft Windows Server: Local Security Policy window

2. Expand Security Settings » Local Policies » User Rights Assignment.

3. Right-click Log on as a service from the right panel and click Properties.
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4. Select the Local Security Setting tab.
5. Click Add User or Group button.

6. Key in the account name and click OK.
7. Click Apply and OK.

8. Close all open windows.

5.4.3 Assigning Log On As A Service Rights Using GPO in Microsoft Windows Server
2003

To assign Log on as service rights on clients’ machines through Microsoft Windows Server 2003
GPO:

1. Navigate to Start » Programs » Administrative Tools » Active Directory Users and
Computers on the DNS server.

2. Right-click the domain node and click Properties.

masterdomain.com Properties ﬂ |

Generall Managed By Group Palicy |

b anagement Conzole [GPHC).

i
Current Group Policy Object Links for masterdomain
S
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Thiz lizt obtained from: win2k3zery. masterdomain. com
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Screenshot 29 - Active Directory GPO dialog

3. Select Group Policy tab in the Domain Properties dialog.

4. Select Default Domain Policy from the list and click Edit

38 | GFI WebMonitor 2011 Miscellaneous



‘i Group Policy Object Editor M=l E
Eile Action Wiew Help
&= | BE XTR| 2
::j Defaulk Domain Policy [winZk3sery, masterdomain = | | Policy  # I Policy Setting :I
El@ Computer Configuration Deny log on through Terminal Services Mok Defimed
[:' Software Settings Enal:ule computer and user accounts ko be ke, Mok Defined
E[:l Windows Settings Ferce shutdawn Fram a remoke swskerm Mok Diefined
Seripts (Startup)Shutdovin) Generate security audits Mok Defined
=3 Security Settings %) Impersanate a client after authentication Mat Defined
" Account Policies Increase scheduling priarit Mok Defined
[=]- =& Local Policies ; ? |:| ':" )
il = Audit Policy Laau:l anid ualaad device drivers (a3 Del‘!ned
. . Ll:nck pages in memary Mok Defined
el User Rights Assignment .
_ 22 Security Cptions Lag on as a bateh job Mok Defined
5 vent Log ] 0n as a setvice MASTERDOMAIN Admin
{3 Restricted Groups Manage auditing and security lag Mot Defined
{3 System Services Ml:ndif\,-' firmware environment values Mok Defined
{3 Reqgistry F‘erFarm volume mainkenance kasks Mot Defined
{3 File Systen PreFiIe single process Mok Defined
"r ‘Wireless Metwork (IEEE 802,113 F F‘reFiIe syskem performance Mot Defined
|:| Public Kev Palicies Remeve computer From docking skation Mok Defined
[#l-[_] Software Restriction Policies B¥]Replace a process level token Mot Defined
g IP Security Policies on Activs Dirs Restare files and directories Motk Defined
l-(] Administrative Templates 8] 5hut dawin the system Mat Defined
EI@ User Configuration Synchrenize directory service data Mok Defined
£l Software Settings Take ownership of files or ather objects Mok Defimed

[:| Windows Settings

al |

|

o

Screenshot 30 - GPO Editor window

5. Expand Computer Configuration » Windows Settings » Security Settings » Local Policies
and click User Rights Assignment.

6. Right-click Log on as a service from the right panel and click Properties.

7. Select the Security Policy Setting tab.

8. Check Define these policy settings checkbox

9. Click Add User or Group button.

10. Key in the account name and click OK.

11. Click Apply and OK.

12. Close all open windows.
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5.4.4 Assigning Log On As A Service Rights Using GPO in Microsoft Windows Server
2008

To assign Log on as service rights on clients’ machines through Microsoft Windows Server 2008
GPO:

1. In the command prompt key in mmc.exe and press Enter.

2. In the Console Root window, navigate to File » Add/Remove Shap-in... to open the Add or
Remove Snap-ins window.

Add or Remove Snap-ins Ed |

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n | Vendor ﬂ | Console Root Edit Extensions... |
!EIJDevice Manager Microsoft | A Group Policy Management
1= Disk Management Microsoft rols |
£ DNS Microsoft
Bvent Viewer Microsoft i Mowe Up |
£ Exchange Server 2007 Microsofti
| Folder Microsofti Mlawe Do |

_%ﬂGmup Paolicy Management Microsofti Add > |

d_; Group Policy Management E... Microsofti
ﬁ_" Group Policy Object Editor Microsoft!
\=[ Group Policy Starter GPO Ed... Microsoft:
FJ Internet Information Servic... Microsofti
,'E‘I'Internet Information Servic...

oy [P Security Monitor Microsoft 1.7
4 | 3 Advanced...

Description:
© 2007 Microsoft Corporation. All rights reserved. This product is licensed.

Allows management of Group Policy across sites, domains, and organizational units within one or more forests,

oK I Cancel |

Screenshot 31 - Add/Remove Snap-ins window

3. Select Group Policy Management from the Available snap-ins list, and click Add.

4. Click OK.
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= Consolel - [Console Root\Group Policy Management\Forest: techcom.com\Domains\techcom.com ]

File Action View Favorites Window

Help

JNETES

T EIENEREDL =

| Console Root
= _'=E£ Group Policy Management

= _ﬁ Forest: techcom.com

E [F4 Domains
= Efj techcom. com

i/ Default Domain Policy
3| Domain Controllers
3| Microsoft Exchange Secu
= Group Policy Objects
& WMI Filters
5] Starter GPOs
[ Sites

5£% Group Policy Modeling

|4 Group Policy Results

FHEHEEBH

< | 2

techcom_com

Linked Group Policy Objects |Group Policy Inhertance I Delegation I

Link Order =

| &ro | Enforced | Link Enabled | GPO

1

1

&2/ Default Domain Policy No Yes Enab

Screenshot 32 - Console Root domain window

5. Expand Group Policy Management » Forest » Domains and <domain>.

6. Right-click Default Domain Policy and click Edit to open the Group Policy Management

Editor.

Miscellaneous

GFl WebMonitor 2011 |41



B Group Policy Management Editor M= E3|
File Action View Help
e | HE|XE = HE
=] Defauit Domin Policy [TECHCOMO2.TECHCOM.COM] Policy 4| | policy = | Palicy Setting 4|
=l A Computer Configuration | . |Deny log on as a service Not Defined
B P'J_lides || Deny log on locally Not Defined
1 ngba-are Setﬁngs || Deny log on through Terminal Services Not Defined
= V'hndou.\-s Settings |- ;|Enable computer and user accounts to be tr...  Not Defined
E Smpt? (Stari?_lpfshubzlown) |.;|Force shutdown from a remote system Not Defined
E lsfa':-lw SE:thgll_s_ || Generate security audits Mot Defined
+] =1
- [g Loccc:Iu:oIiuil:es || Impersonate a dient after authentication Mot Defined
= Palicy L .| Increase a procegs worku.ﬂg set Mot Defined
A User Rights Assignment L. | Increase scheduling priority Mot Defined
) security Options || Load and unload device drivers Mot Defined
] Event Log || Lock pages in memory Mot Defined
o Restricted Groups Log on as a batch job
d System Services Log on as a service
4 Registry L | Manage suditing and security log
o File System || Modify an object label Mot Defined
2o Wired Network (IEEE 802.3) Policies o |Madify firmware environment values Mot Defined
| Windows Firewall with Advanced Security [..:]Perform volume maintenance tasks Not Defined
_j Metwork List Manager Polides : Profile single process Mot Defined
=) \nf|rgless NEt‘j\:lg.rk (IEEE 802. 11) Policies [ ]Profile system performance Mot Defined
| Publickey PD"':'.ES. - | ;|Remove computer from docking station Not Defined
- SD&WE'LE Restriction PDI_IDES |.;|Replace a process level token Mot Defined
g :JPE;MF _AEE‘E?S_ Protec':otlj Directo || Restore files and directories Mot Defined
+ =1
o Policy-b:sc:;ItQYoSD IFies on Actve Directary |-i2|5hut down the system Mot Defined
| Administrative Templates: Policy definitions (ADM: — Synchronize dfrecb:ry service data. Not Defined
| Preferences LT Take ownership of files or other objects Mot Defined =
... - " s
q | Seet [ B

Screenshot 33 - Group Policy Management Editor window

7. Expand Computer Configuration » Policies » Windows Settings » Security Settings »
Local Policies and click User Rights Assignment.

8. Right-click Log on as a service from the right panel and click Properties.
9. Select the Security Policy Setting tab.

10. Check Define these policy settings checkbox

11. Click Add User or Group button.

12. Key in the account name and click OK.

13. Click Apply and OK.

14. Close all open windows.
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6 Troubleshooting

6.1 Introduction

The troubleshooting chapter explains how you should go about resolving any software issues that
you might encounter. The main sources of information available to users are:

v

> The manual - most issues can be solved by reading this manual

v

> GFI Knowledge Base articles

» Web forum

v

> Contacting GFI Technical Support

6.2 Knowledge Base

GFI maintains a comprehensive Knowledge Base repository, which includes answers to the most
common problems. In case that the information in this manual does not solve your installation
problems, next refer to the Knowledge Base. The Knowledge Base always has the most up-to-
date listing of technical support questions and patches. Access the Knowledge Base by visiting:
http://kbase.gfi.com/.

6.3 Web Forum

User to user technical support is available via the web forum. The forum can be found at:
http://forums.gfi.com/.

6.4 Request Technical Support

If you have referred to this manual and our Knowledge Base articles, and you still cannot solve
issues with the software, contact the GFI Technical Support team by filling in an online support
request form or by phone.

» Online: Fill out the support request form on:
http://support.gfi.com/supportrequestform.asp. Follow the instructions on this page closely
to submit your support request.

» Phone: To obtain the correct technical support phone number for your region visit
http://www.gfi.com/company/contact.htm.

_—tL Before you contact our Technical Support team, have your Customer ID available.

.—.1 Your Customer ID is the online account number that is assigned to you when you
first register your license keys in our Customer Area at
https://customers.gfi.com/login.aspx.

We will answer your query within 24 hours or less, depending on your time zone.

6.5 Build Notifications

We recommend that you subscribe to our build notifications list. This way, you will be
immediately notified about new product builds. To subscribe to our build notifications,

visit: http://www.gfi.com/pages/productmailing.htm
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7 Glossary

TERM

Access Control
Active Directory

AD
Administrator
Anti-virus

Bandwidth
Blacklist

Cache

CER
CER file format

Certificate Revocation List
Chained Proxy
Console

CRL
Dashboard

Expired Certificate

File Transfer Protocol
FTP

Google Chrome

GPO

Group Policy Objects

Hidden Downloads

HTTP
HTTPS

HyperText Transfer Protocol

HyperText Transfer Protocol
over Secure Socket Layer (SSL)

Internet Browser

Internet Gateway

DEFINITION

A feature that allows or denies users access to resources, for example,
Internet access.

A technology that provides a variety of network services, including
LDAP-like directory services.

See Active Directory
The person responsible for installing and configuring GFI WebMonitor.
Software that detects viruses on a computer.

The maximum amount of data transferred over a medium. Typically
measured in bits per second.

A list that contains information about what should be blocked by GFI
WebMonitor.

A location where GFI WebMonitor temporarily keeps downloaded files.
This will speed up subsequent requests for the same file as GFI
WebMonitor would serve the file directly from the cache instead of
downloading it again.

See CER file format

A certificate file format that contains the certificate data but not the
private key.

A list issued by a Certification Authority listing HTTPS websites’
certificates that were revoked.

When client machines connect to more than one proxy server before
accessing the requested destination.

An interface that provides administration tools that enable the
monitoring and management of Internet traffic.

See Certificate Revocation List

Enables the user to obtain graphical and statistical information related
to GFI WebMonitor operations.

An expired certificate has an end date that is earlier than the date
when the certificate is validated by GFI WebMonitor.

A protocol used to transfer files between computers.
See File Transfer Protocol.
A web browser developed and distributed by Google.
See Group Policy Objects.

An Active Directory centralized management and configuration system
that controls what users can and cannot do on a computer network.

Unwanted downloads from hidden applications (for example, trojans)
or forgotten downloads initiated by users.

See Hypertext Transfer Protocol.
See Hypertext Transfer Protocol over Secure Socket Layer (SSL).

A protocol used to transfer hypertext data between servers and
Internet browsers.

A protocol used to securely transfer encrypted hypertext data
between servers and Internet browsers. The URL of a secure
connection (SSL connection) starts with https: instead of http:.

An application installed on a client machine that is used to access the
Internet.

A computer that has both an internal and an external network card.
Internet sharing is enabled, and client machines on the internal
network use this computer to access the Internet.
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GFI WebMonitor 2011 |45



TERM
LAN
LDAP

Lightweight Directory Access
Protocol

Local Area Network

Malware

Microsoft Forefront Threat
Management Gateway

Microsoft Forefront TMG
Microsoft Internet Explorer

Microsoft Internet Security and
Acceleration Server

Microsoft ISA Server
Microsoft SQL Server
Microsoft Windows Live
Messenger

Mozilla Firefox

MSN

Non-validated Certificate

NT LAN Manager
NTLM

Personal Information Exchange
file format

PFX
Phishing
Port Blocking

Proxy Server

Quarantine

Revoked Certificate

Spyware

Traffic Forwarding

Uniform Resource Locator

URL

DEFINITION

See Local Area Network.
See Lightweight Directory Access Protocol.

A set of open protocols for accessing directory information such as
email addresses and public keys.

An internal network that connects machines in a small area.

Short for malicious software.

Unwanted software designed to infect a computer such as a virus or a
trojan.

A Microsoft product that provides firewall and web proxy services. It
also enables administrators to manage Internet access through
policies. It is the successor of the Microsoft ISA Server and is part of
the Microsoft Forefront line of business security software.

See Microsoft Forefront Threat Management Gateway
A web browser developed and distributed by Microsoft Corporation.

A Microsoft product that provides firewall and web proxy services. It
also enables administrators to manage Internet access through
policies.

See Microsoft Internet Security and Acceleration Server.

A Microsoft database management system used by GFI WebMonitor to
store and retrieve data.

An instant messaging application developed by Microsoft used by users
to communicate on the Internet.

Mozilla Firefox is an open source Internet browser.
See Microsoft Windows Live Messenger

An non-validated certificate has a start date that falls after the date
when the certificate is validated by GFI WebMonitor.

A Microsoft network authentication protocol.
See NT LAN Manager.

A certificate file format that contains the certificate data and its
public and private keys.

See Personal Information Exchange file format.

The act of collecting personal data such as credit card and bank
account numbers by sending fake emails which then direct users to
sites asking for such information.

The act of blocking or allowing traffic over specific ports through a
router.

A server or software application that receives requests from client
machines and responds according to filtering policies configured in GFI
WebMonitor.

A temporary storage for unknown data that awaits approval from an
administrator.

A revoked certificate is a valid certificate that has been withdrawn
before its expiry date (for example, superseded by a newer certificate
or lost/exposed private key).

Unwanted software that publishes private information to an external
source.

The act of forwarding internal/external network traffic to a specific
server through a router.

The address of a web page on the world wide web. It contains
information about the location and the protocol.

See Uniform Resource Locator.
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TERM DEFINITION

User Agent

Virus
WAN

Web Proxy AutoDiscovery
protocol

Web traffic
WebFilter Edition

WebGrade Database
WebSecurity Edition

Whitelist

Wide Area Network
WPAD

A client application that connects to the Internet and performs
automatic actions.

Unwanted software that infects a computer.
See Wide Area Network.

An Internet protocol used by browsers to automatically retrieve proxy
settings from a WPAD data file.

The data sent and received by clients over the network to websites.

A configurable database that allows site access according to specified
site categories per user/group/IP address and time.

A database in GFI WebMonitor, used to categorize sites.

WebSecurity contains multiple anti-virus engines to scan web traffic
accessed and downloaded by the clients.

A list that contains information about what should be allowed by GFI
WebMonitor.

An external network that connects machines in large areas.

See Web Proxy AutoDiscovery protocol.
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15300 Weston Parkway, Suite 104, Cary, NC 27513, USA
Telephone: +1 (888) 243-4329

Fax: +1 (919) 379-3402

Email: ussales@gfi.com

UK AND REPUBLIC OF IRELAND

Magna House, 18-32 London Road, Staines, Middlesex, TW18 4BP, UK
Telephone: +44 (0) 870 770 5370

Fax: +44 (0) 870 770 5377

Email: sales@gfi.co.uk
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GFIl House, San Andrea Street, San Gwann, SGN 1612, Malta
Telephone: +356 2205 2000

Fax: +356 2138 2419

Email: sales@gfi.com

AUSTRALIA AND NEW ZEALAND

83 King William Road, Unley 5061, South Australia
Telephone: +61 8 8273 3000

Fax: +61 8 8273 3099

Email: sales@gfiap.com

®

Disclaimer

© 2011. GFI Software. All rights reserved. All product and company names herein may be trademarks of their respective owners.
The information and content in this document is provided for informational purposes only and is provided “as is” with no warranty of
any kind, either express or implied, including but not limited to the implied warranties of merchantability, fitness for a particular
purpose, and non-infringement. GFI Software is not liable for any damages, including any consequential damages, of any kind that
may result from the use of this document. The information is obtained from publicly available sources. Though reasonable effort has
been made to ensure the accuracy of the data provided, GFl makes no claim, promise or guarantee about the completeness,
accuracy, recency or adequacy of information and is not responsible for misprints, out-of-date information, or errors. GFI makes no
warranty, express or implied, and assumes no legal liability or responsibility for the accuracy or completeness of any information
contained in this document.

If you believe there are any factual errors in this document, please contact us and we will review your concerns as soon as practical.
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