GFIl WebMonitor 2009 ReportPack

Manual

By GFI Software Ltd.



GFi

http://www.gfi.com
E-mail: info@gfi.com

Information in this document is subject to change without notice.
Companies, names, and data used in examples herein are fictitious
unless otherwise noted. No part of this document may be reproduced
or transmitted in any form or by any means, electronic or mechanical,
for any purpose, without the express written permission of GFl
SOFTWARE Ltd.

GFI WebMonitor is copyright of GFI SOFTWARE Ltd. © 1999-2010
GFI Software Ltd. All rights reserved.

GFI WebMonitor ReportPack - Last updated 28 May 2010
Version number: WEBMON-RP-EN-1.01.000



Contents

1. Introduction 1
1.1 ADOUL GFl REPOIMCENTET ...ttt e e e e e s ee e e e as 1
1.2 About the GFI WebMonitor REPOIPACK ..........ccooiiuiriiiiiieeeiiiieeeeee e 2
1.3 Components of the GFI WebMonitor ReportPack ..........cccoocviiiiiiiiiiiiiiiine, 2
1.4 KEY FRAIUIES oottt e e e e ettt e e e e e e st e e e e e e s 4
2. Installation 7
2.1 SYSIEM FEQUIFEMIENTS ....uuieiiiiiiiiiii s 7
2.2 INStallation PrOCEAUIE ........uuuiiiiii s 7
2.3 Launching the GFI WebMonitor reports for GFI ReportCenter............cccceevvvveeen. 9
2.4 SeleCting @ PrOOUCT ........eiiiiiiiiie ittt annee s 9
3. Default reports 11
0 A 101 o o [F o3 1 o] o A TP P TP PPPTT R TPPP 11
3.2 Generating a default rePort ....... ... 11
3.3 Analyzing the generated repPOrt.........cccccciuuuii s 12
3.4  Adding reports to the list of favorite reports ...........occcvvieeiiieiiiiie e, 13
4. Custom reports 15
o R 1 1 {0 o 18 [ox 1 o] o FU OO PP PP TP PPUPPPPPPPOt 15
4.2  Creating @ NEW CUSTOM FEPOIT ....oueiiiiieiie e ettt ettt e e e e e e e e e e s aees 15
5. Scheduling reports 19
L0 A 1o o o 11T 1T o TSP 19
5.2 SCheduling @ FEPOI ...ttt e 19
5.3 Configuring advanced SEttiNGS........cccuuuiiiiiiiie e 23
5.4  Viewing the list of scheduled repOortS ........ccccooiiiiiiiiiiii 26
5.5 Viewing the scheduled reports actiVity .........ccccceoiiiiiiiiiiiiiiicc 27
5.6 Enable/disable a scheduled report.........cccooiiiiiiii e 28
5.7 Editing a scheduled report ............eu 28
5.8 Deleting a scheduled report .......... .. s 29
6. Configuring default options 31
L0 A 101 o o 11T 1T o TSP 31
6.2  Configuring databasSe SOUICE ..........uuuuuuuumiiiiii s 31
6.3 Viewing the current database source Settings ..........cccccveeeiriiiiiiieeeee e, 33
6.4 Configuring default scheduling Settings ..., 33
6.5  IMpOort/EXport CONfIQUIAtION ..........eeiiiiiiiiiiiieie e 33
7. General options 35
7285 T IR oY o 13 1 T RS 35
7.2 Viewing the current licensing detailS.........cccuvevveer i 35
7.3 Viewing product ReportPack(s) version details .............cccccooiiiiiiiiinniiiee, 35
7.4  Checking the web for newer builds ...........c.ueeiiiiiiii e, 35

GFI ReportCenter Contents e i



8. Appendix: GFl WebMonitor Default Reports 37

8.1
8.2
8.3
8.4

9. Troubleshooting

Index

9.1
9.2
9.3
9.4
9.5

Bandwidth rEPOMS ......coiiiiieiiiiie e 37
HITS TEPOITS ..t e e 40
TRFEAL FEPOITS ..ttt ettt e e e e e e 43
Web Usage Trend REPOIS .....ccoiiuiiiieiiiiiieiiieee sttt 46

49
[ 1ol Vo1 o] DO PSP P PRSPPI 49
KNOWIEAQGE BASE ....evviiiieeiie ittt e e e et e e e e e e st rneeeeaeeean 49
WWVED FOTUM ...ttt e e s e e e e e 49
Request teChnical SUPPOIt.........cooiiiiiiiiiiie e 49
BUild NOLIfICALIONS .....eeeiiiiiiei e 50

51

Contents e ii

GFI ReportCenter



1. Introduction

1.1 About GFI ReportCenter
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Figure 1 - Centralized reporting framework

GFI ReportCenter is a centralized reporting framework that enables
you to generate reports using data collected by different GFI products.
GFI releases specialized reports for each of its products, referred to
as ReportPacks; for example, the GFI WebMonitor ReportPack.
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Figure 2 — Several ReportPacks plugged into the GFI ReportCenter framework

A ReportPack plugs into the GFI ReportCenter framework; providing
you with the facility to generate, analyze, export and print the
information generated through these reports.

1.2 About the GFI WebMonitor ReportPack

The GFI WebMonitor ReportPack is a full-fledged reporting
companion to GFI WebMonitor. It enables you to generate reports
based on the information recorded by GFI WebMonitor during its
operation.

Through bandwidth use reports, hits reports and threat reports the GFlI
WebMonitor ReportPack provides you with the easy-to-view
information required, to fully understand the ever-changing web use
scenario of your corporate network.

1.3 Components of the GFl WebMonitor ReportPack

When you install the GFI WebMonitor ReportPack, the following
components are installed:

o GFI ReportCenter framework
o GFI WebMonitor default reports
e Report scheduling service

GFI ReportCenter framework

The GFI ReportCenter framework is the management console through
which you can generate the specialized product reports. The GFI
ReportCenter framework offers a common application interface
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through which you can navigate, generate, customize and schedule

reports.
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Screenshot 1 — The GFI ReportCenter management console

The GFI ReportCenter management console is organized as follows:

Navigation Pane - Use this pane to access the
buttons/configuration options provided with GFI ReportCenter.

navigation

Product Selection drop-down list — Use this drop-down list to select the
GFI product for which to generate reports. The Product Selection drop-down
list displays all the products for which you have installed a ReportPack.

Favorite Reports — Use this navigation button to access your
favorite/most used reports. For more information on how to add reports to
this list refer to the Adding reports to the list of favorite reports section in
this manual.

Default Reports — Use this navigation button to access the default list of
reports which can be generated for the selected product. For more
information on default reports refer to Default reports section in this
manual.

Custom Reports — Use this navigation button to access the list of
customized reports which can be generated for the selected product. For
more information on how to create custom reports refer to Custom reports
section in this manual.

Scheduled Reports — Use this navigation button to access the list of
scheduled reports for automatic generation and distribution. For more
information on how to create scheduled reports refer to the Scheduling
reports chapter in this manual.

Options — Use this navigation button to access the general configuration
settings for the GFI product selected in the Product Selection drop down
list.

Help — Use this navigation button to show this Quick Reference Guide in
the Report Pane of the GFI ReportCenter management console.

Report Pane - Use this multi-functional pane to:

e View and analyze generated reports.

e Maintain the scheduled reports list.

e Explore samples and descriptions of default reports.

6 6 060 6 6 6 o o0

Export — Use this button to export generated reports to various formats
including HTML, Adobe Acrobat (PDF), Excel (XLS), Word (DOC), and
Rich Text Format (RTF).

GFI ReportCenter
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Send email — Use this button to instantly distribute the last generated
report via email.

®

GFI WebMonitor default reports

The GFI WebMonitor default reports are a collection of specialized
pre-configured reports which plug into the GFI ReportCenter
framework. These reports present the web usage activity recorded by
GFI WebMonitor and allow for the generation of reports. Default
reports can also serve as the base template for the creation of
customized reports which fit specific network-reporting requirements.

Report scheduling service

The report scheduling service controls the scheduling and automatic
distribution of reports by email. Reports generated by this service can
also be saved to a specific hard disk location in a variety of formats
which include DOC, PDF, RTF and HTML.

1.4 Key features

Centralized reporting

GFl ReportCenter is a one-stop, centralized reporting framework
which enables the generation and customization of reports for a wide
array of GFI Products.

Wizard assisted configuration

Wizards are provided to assist you in the configuration, scheduling
and customization of reports.

Report scheduling

With GFI ReportCenter you can schedule reports to be generated on a
pre-defined schedule as well as at specified intervals. For example,
you can schedule lengthy reports to be generated after office hours.
This allows you to maximize the availability of your system resources
during working hours and avoid any possible disruptions to workflow.

Distribution of reports via email

GFI ReportCenter allows you to automatically distribute generated
reports via email. In scheduled reports, this can be achieved
automatically after the successful generation of a scheduled report.

Export reports to various formats

By default, GFI ReportCenter allows you to export reports to various
formats. Supported formats include HTML, PDF, XLS, DOC and RTF.
When scheduling reports, you can optionally configure the preferred
report output format. Different scheduled reports can also be
configured to output generated reports to different file formats.

4 e Introduction GFI ReportCenter



Default reports

The GFI WebMonitor ReportPack ships with a default set of reports.
These reports can be generated without any further configuration
effort immediately after the installation. The default reports in this
ReportPack are organized into three different report-type categories:
Bandwidth, Hits and Threat reports.

Favorites

GFI ReportCenter allows you to create bookmarks to your most
frequently used reports — both default and custom.

Printing

By default, all reports generated by GFI ReportCenter are printer
friendly and can be printed through the windows printing services
provided by the system where GFI ReportCenter is installed.

GFI ReportCenter Introduction e 5






2. Installation

2.1 System requirements

Install the GFI WebMonitor ReportPack on a computer that meets the
following requirements:

¢ Windows 2000 (SP4) / XP (SP2) / 2003 operating system.
e Internet Explorer 5.1 or higher.
e _.NET Framework version 1.1.

NOTE: The GFI WebMonitor ReportPack only allows you to generate
reports for data contained in the SQL Server database backend of GFI
WebMonitor.

2.2 Installation procedure

The GFI WebMonitor ReportPack includes an installation wizard which
will assist you through the installation process. During the installation
process this wizard will:

e Verify that you are running the latest version of the GFI
ReportCenter framework; if you are installing the framework for the
first time or the currently installed framework version is outdated,
the installation wizard will automatically download the latest one
for you.

e Automatically install all the required components distributed
including the GFI ReportCenter framework, the GFI WebMonitor
default reports and the Report Scheduling service.

To start the installation:

1. Double-click on the GFI WebMonitor ReportPack installation file. As
soon as the welcome dialog is displayed, click Next to start the
installation.

2. If the current version of your GFI ReportCenter framework is not
compatible with the GFI WebMonitor ReportPack, you will be
prompted to download and install an updated version. To
automatically achieve this, leave the dialog options as default and
click on the Next button.

GFI ReportCenter Installation e 7



i GFI WebMonitor 2009 Report Pack - InstallShield Wizard

Check for latest build availability
Check For a newer version of GFI \WebMonitor 2009 Repart Pack.

This inskallation can check whether there is a newer buid for GFI WebMonitor 2009 Report
Pack downloadable from the GFI web site. This procedure will require an internet connection in
arder ko connect to the GFI web site,

(" Check For a newer build of GFI WebMonitar 2009 Report Pack on the GFI web site.

(%) Do niot check For & newer build,

< Back Mext = Cancel

Screenshot 2 - Check for latest build availability

3. Choose whether you want the installation wizard to search for a
newer build of the GFI WebMonitor ReportPack on the GFI website.
Then click on the Next button to proceed with the installation.

4. In the license dialog, read the licensing agreement carefully. Select
the | accept the Licensing agreement option and click on Next to
continue.

i& GFI WebMonitor 2009 ReportPack - InstallShield Wizard x
Customer Information
Please enter vour information. GFI

User Mame:

|Ju:uhn Doe

Qrganization:

|M‘;.fCu:uimpan§.-'

Serial Murmber:

|Evaluatiu:un

< Back ” Mext = ] [ Cancel

Screenshot 3 - Licensing details dialog
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5. Specify the full user name, the company name and the license key.
If you will be evaluating the product for 10 days, leave the evaluation
key as default (i.e. “Evaluation”). Click on Next to continue.

i& GFI WebMonitor 2009 ReportPack - InstallShield Wizard

Database Selection
[rata source setkings For GFI WebMonitor 2009 Report Pack

GFI WebMaonitor 2009 Report Pack generates reports based on the data collected by GFI
webMonitor 2009, Specify the database source that will be used by the GFT WebMonitor 2009
Report Pack,

Database Server:

|c||:|server Browse. ..

Database Mame: |WE|:|MDI'|itCII’

Conneckt using:

Login IC:

Password:

[ < Back. ” Mexk = ] [ Cancel

Screenshot 4 — SQL Server selection dialog

6. Specify the details of the SQL Server which is hosting your GFlI
WebMonitor database backend, and the database name.

7. Specify the product installation path or click Next to leave as
default. The installation will need approximately 10 MB of free disk
space.

8. The installation wizard is now ready to copy the required files and
finalize the installation. To proceed click on the Next button.

2.3 Launching the GFI WebMonitor reports for GFI ReportCenter

Following the installation, launch the GFI WebMonitor Reports for GFI
ReportCenter from Start » Programs » GFI ReportCenter » GFI
WebMonitor ReportPack.

2.4 Selecting a product

When more than one GFI product ReportPack is installed, use the
Product Selection drop down list to select the GFI product
ReportPack to be used.

Product Selection

GF1 webbonitor 2009 ReportPack

GF| Wwebbanitar 2009 BepartPack.
ALL PRODUCTS

oo oo

Screenshot 5 — Product Selection drop down list
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For example, to run the reports provided in the GFI WebMonitor
ReportPack:

1. Launch GFI ReportCenter from Start » Program Files » GFl
ReportCenter.

2. Select GFI WebMonitor ReportPack from the ‘Product Selection’
drop down list.

NOTE: Select the ‘ALL PRODUCTS’ option to display and navigate all
the ReportPacks that are currently installed in GFI ReportCenter.

10 e Installation GFI ReportCenter



3. Default reports

3.1 Introduction

After installing the GFI WebMonitor ReportPack, a number of
specialized pre-configured reports can immediately be generated on
the data stored in the database backend of GFI WebMonitor. These
default reports are organized into the following categories:

Bandwidth Reports: Use the reports in this category to generate
reports that show bandwidth use by users, websites, website
categories and website category trends.

¢ Hits Reports: Use the reports in this category to generate reports
that show the amount of hits by users, websites, website
categories and website category trends.

e Threat Reports: Use the reports in this category to generate
reports that show virus download statistical information sorted by
antivirus and mime type. Through this report category you can also
get trend reports and the top threats that have been blocked over
any given period of time.

GFI WebMonitor default reports are accessed by clicking on the
Default Reports navigation button provided in the management
console.

TIP: Click on the report nodes to view a description and a sample
output of what the selected report will contain.

3.2 Generating a default report

To generate a default report:

1. Click on the Default Reports navigation button to bring up the list
of default reports available.

Default Reports

= GF1 Wwebkdonitor 2003 ReportPack
= B andwidth Reparts

Bandwidth Lsage by

B andwidth Uzage by

Bandwidth Usage by~ ForLast? days

£ Bandwidth Usage by~ For Last 30 days

Hitz Reportz Zuskom Repart

Threat Reports Scheduled Report

“Web Uzage Trend Repor Add To Favaorites List

Far Yeskterday

Screenshot 6 — Selecting the data set period

2. Right-click on the report that you wish to generate and select the
time period for which to generate the report.
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NOTE: Default reports can be based on the device activity data
collected yesterday, during the last 7 days or over the last 30 days.
Further to this, you can also base your reports on data collected
during a particular day, month or date/time period by selecting the
custom report option. For more information please refer to Custom
reports chapter within this manual.

3.3 Analyzing the generated report

I GFl ReportCenter 3.6
Fie Tools Help

Para

Product Selection

P A X G T 3G

GFI'Wabboritor 2008 RapartP ack v| | GFI
; F—————
Default Reports ; e o " " e
= GFl WebMonkor 2009 RepertPack ~ Samseud on G
- Bandwidth Reports i
= Bandwidth Usage by Users Bandwidth Usage by Websites

[l B arcwidith Llzage by Wakbsites
= Bandwidth Usage by Classiicatio
£ Bandwidth Usage by Classificatio
+ Hits Reports
£ Thieat Reports

w

[T

1) Help £ >

Current Page Mo, @ 1 Tatal Page Ma. : 2 Zaom Fackar : Page width

Screenshot 7 — Generated reports are displayed in the right pane of the management console

Generated reports are shown in the right pane of the GFlI
ReportCenter. Use the toolbar at the top of the report pane to access
common report related functions:

Report browsing options

M4 »¥ Browse the generated report page by page.

]

s Go directly to a specific page.
X Closes current view.
= Print report.

] Breakdown the report into a group tree (e.g. by date/time).

5%

Zoom in/Zoom out.

# Search the report for particular text or characters.

Report storage and distribution options

i Export the generated report to a specific file format.

r Distribute the generated report via email.

12 e Default reports
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NOTE: For information on how to configure report storage and
distribution options refer to Configuring advanced settings section in
this manual.

3.4 Adding reports to the list of favorite reports

Default Reports

= GF1 webbdonitor 20039 R eportPack
+-+51 Bandwidth Beports
+-+5 1 Hitz Beports
+- 51 Threat Reports
=51 weh Uszage Trend Reports
| Bandwidth Uzage by Uzers Over Time
| Hitz by Users Over Time
Browsing Time by Uzers

For Last 7 daws

For Last 30 daws
Cuskom Repart
Scheduled Report
&dd To Favorites Lisk

Screenshot 8 — Adding reports to the favorite list

You can group and access frequently used reports through the
Favorite Reports navigation button. To add a default report to the list
of favorite reports, right-click on the default report that you wish to add
to favorites and select Add to favorites list.

GFI ReportCenter Default reports e 13






4. Custom reports

4.1 Introduction

GFI ReportCenter allows you to create custom reports which are
tailored to your reporting requirements. This is achieved by building up
custom data filters which will analyze the data source and filter out the
information that matches the specified criteria.

NOTE: Not all reports have the same range of options that can be

configured. All reports can be configured by date range, while some
have other options.

4.2 Creating a new custom report

To create a custom report:
1. Click on the Default Reports navigation button.

2. Right-click on the default report that will be used as a custom report
template and select Custom Report. This will bring up the ‘Custom
Report Wizard’. Click on Next to provide custom report details.

Custom Report Wizard

Mame and Description Lo,
Specify the name and description for this custom report ‘ﬁu

The name and description of a custom report will be used to uniguely identify the report through
the set of custom reports. The custom report name must be unique.

Report name:

Mew Bandwidth Usage by Classifications Trend Custom Report

Feport description:

This custom report is based on ‘Bandwidth usage by Classification Trend”
repart. | shows the amount of bandwidth consumed by all users on all categories
on a daily basis.

[ < Back ” Mext = ][ Cancel ]

Screenshot 9 - Keying in a custom report name and description

3. Key in a custom report name and description and click Next to
continue setup.

GFI ReportCenter Custom reports e 15



Custom Report Wizard
Date Filters ﬁ i

Specify the data range that should be applied to the report

(%) Fixed Date Range

Start D ate | Sunday . September 20, 2003 |
EndDate | Tuesday | 20,2009 v |
{3 Wariable Range
Range Size
< Back ] [ Mest = l [ Cancel

Screenshot 10 — Selecting the date range options

4. Select the date range on which to base the custom report and click
Next to continue setup.

Custom Report Wizard
Choosing Users ﬁ i

Specify which userz are to be included in the report

All uzers Selected uzers
192168510 mazterdomaintagearge
192.168.5.2 masterdamainspparker
13216851 mazterdomaint.ckent
127.0.01 mazterdomain'jzmith

masterdomainbjones
rmasterdarnaintbarmith

< Back H Mext = ][ Cancel

Screenshot 11 — Specifying users to include in report

5. If applicable, choose the users that will be included for reporting
purposes. Click on Next to continue.

16 e Custom reports GFI ReportCenter



Custom Report Wizard

Choosing Categories ﬁ i
Specify which categaries are to be included in the report
All categories Selected categories
web search ~ sports
travel B politics
online auctions nudity
safe search engine gambling
job/employment search 0ames
hobbies.interest entertainment
health . | email host
goverment - ondine chat
finance digital music
high bandwidth anoMmymizer
download sharewares W Spyware/Adware
[ < Back ” Mext = ][ Cancel ]

Screenshot 12 - Select categories

6. If applicable, select the categories which will be included in the
report, click Next to continue setup and Finish to finalize your
customized report settings.

GFI ReportCenter Custom reports e 17






5. Scheduling reports

5.1 Introduction

GFI ReportCenter enables you to generate reports on a pre-defined
schedule as well as at specified intervals. In this way you can
automate the generation of reports which need to be created and
delivered on a regular basis.

Further to this, GFI ReportCenter can also be configured to
automatically distribute scheduled reports via email. For every
scheduled report, you can configure custom emailing parameters
including the list of report recipients and the file format (e.g. PDF) in
which the report will be attached to the email.

Use the report scheduling feature to automate your report generation
requirements. For example, you can schedule lengthy reports after
office working hours and automatically email them to the intended
recipients. In this way, you maximize the availability of your system
resources during working hours and avoid any possible disruptions to
workflow.

Both default and custom reports can be scheduled for automatic
generation.

5.2 Scheduling areport

To schedule a report:
1. Click on the Default/Custom Reports option pane.

2. Right-click on the report to be scheduled and select Scheduled
report. This will bring up the ‘Scheduled Report Wizard’. Click on
Next to continue.

GFI ReportCenter Scheduling reports e 19



Schedule Report Wizard

Mame and Description Lo,
Specify the name and description for this custom report ‘ﬁu

The name and description of a custom report will be used to uniguely identify the report through
the set of custom reports. The custom report name must be unique.

Report name:
Schedule for report "Bandwidth Usage by Users' |

Feport description:

‘Bandwidth usage by Users’ report shows the amount of bandwidth consumed by
each user sorted by bandwidth consumption.

< Back H Mext = l[ Cancel

Screenshot 13 - Keying in a scheduled report name

3. Key in a scheduled report name and click on Next to continue

setup.
Schedule Report Wizard
Time Schedule ——
Specify the time schedule to be uzed to automatically generate the report ﬁ“

Scheduled reportz can be generated either once uzing a specific date and time or elze
re-generated wzing a time frame, starting from a specific time.

{¥) Generate thiz report [once] on the following daytime:

Date/Time:  |10/20/2008  ~ | 45301PM 4

() Generate this report eveny:

]
| ||

< Back H Mext = ][ Cancel

Screenshot 14 — Report Scheduling Wizard: Date/time/frequency setup

4. Specify the report scheduling parameters (date/time/frequency).
Click on Next to continue.
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Schedule Report Wizard

Advanced Settings e,
Customize report distribution and storage options.

You can send the generated report by email to a target recipient list or save the generated report
in a folder on your file system. Click on the Settings button of the relevant section in the dialog to
further configure report sending/saving options.

[+ Export to file

J;:‘}_’-_] Click on the Settings button to customize the report storage options and specify the file
format and destination folder where this report will be stored.

v Send by mail

% Click onthe Settings button to customize and corfigure the email settings which will be
used faor report distrbution.

< Back H Mext = l[ Cancel

Screenshot 15 — Report Scheduling Wizard: Advanced Settings dialog

5. To export the generated report to file, select the Export to file
checkbox. To customize the report export configuration settings click
on the Settings button underneath this option.

NOTE: For information on how to configure export-to-file settings refer
to the Configuring report export to file options section in this chapter.

6. To automatically distribute generated reports via email, select the
Send by mail checkbox. To customize the email settings used for
report distribution click on the Settings button underneath this option.

NOTE: For information on how to configure email settings refer to the
Configuring report emailing options in this chapter.
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Schedule Report Wizand
Date Filters ﬁ i

Specify the data range that should be applied to the report

(%) Fixed Date Range

Start Date | Sunday | September 20, 2009 v |

End Date | Tuesday . October 20,2009 V|

{3 Wariable Range

Range Size

< Back H Mest = l[ Cancel

Screenshot 16 - Report Scheduling Wizard: Date Range options

7. Specify the date range for which the report will be generated. Click
on Next to continue.

Custom Report Wizard
Choosing Users ﬁ i

Specify which userz are to be included in the report

All uzers Selected uzers
192168510 mazterdomaintagearge
192.168.5.2 masterdamainspparker
13216851 mazterdomaint.ckent
127.0.01 mazterdomain'jzmith

masterdomainbjones
rmasterdarnaintbarmith

< Back H Mext = ][ Cancel

Screenshot 17 — Specifying users to include in report

8. If applicable, choose the users that will be included for reporting
purposes. Click on Next to continue.

22 ¢ Scheduling reports GFI ReportCenter



Custom Report Wizard

Choosing Categories ﬁ i
Specify which categaries are to be included in the report
All categories Selected categories
web search ~ sports
travel politics
online auctions nudity
safe search engine gambling
job/employment search 0ames
hobbies.interest entertainment
health . | email host
goverment - ondine chat
finance digital music
high bandwidth anoMmymizer
download sharewares W Spyware/Adware
< Back ] [ Mext = ] [ Cancel

Screenshot 18 - Select categories

9. If applicable, select the categories which will be included in the
report, click Next to continue setup and click on Finish to finalize your
settings.

5.3 Configuring advanced settings

GFI WebMonitor ReportPack allows you to export scheduled reports
to a specific file format as well as to automatically distribute these
reports via email. This is achieved using either a set of parameters
(e.g. recipient’s email addresses) which are specified on the fly during
scheduled report configuration or using the default set of report export
and distribution parameters configured during the ReportPack
installation.

NOTE: The Report Scheduling Wizard is by default configured to use
the default set of report export and distribution parameters.

Report export formats

Scheduled reports can be exported in a variety of formats. Supported
file formats include:

Format Description

Use this format to allow distribution of a report on
different systems such as Macintosh and Linux
while preserving the layout.

1 Adobe Acrobat (.PDF)

Use this format if you want to further process the
report and perform more advance calculations
using another (external) program such as
Microsoft Excel.

2 MS Excel (.XLS)

Use this format if you want to access this report

3 MS Word (.DOC) using Microsoft Word.

GFI ReportCenter
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Rich text format
(.RTF)

Use this format to save the report in a format that
is small in size and which allows accessibility
through different word processors in different
operating systems.

5 | HTML (HTM)

Use this format to save the report in a platform
independent format which can be viewed through
a web browser. For example, you can include
reports exported in html format directly on your
website or intranet.

5.3.1 Configuring report export to file options
To configure the report export to file settings of a scheduled report do

as follows:

[+ Export to file

J# Click on the Settings button to customize the report storage options and specify the file
format and destination folder where this repaort will be stored.

Screenshot 19 - Advanced Settings dialog: Export to file settings button

1. From the ‘Advanced Settings’ dialog, click on the Settings button
underneath the ‘Export to file’ option.

Report Storage Options

Folder Options
gl report
Report Destination:

Report format :
Adobe Acrobat (*pdf)

You can ovemide the default folder options for this scheduled

C:\Program Files"Common FilesGFI\RepotCerter' Framewor E]

l

oK H Cancel ]

Screenshot 20 - Advanced Settings: Export to file options

2. Specify the complete path where the exported report will be saved.
3. Specify the file format in which the exported report will be saved.

4. Click OK to finalize your configuration settings.
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5.3.2 Configuring report emailing options

To configure the report emailing options of a scheduled report do as
follows:

[v Send by mail

% Click on the Settings button to customize and configure the email settings which will be
used faor repant distribution.

Screenshot 21 - Advanced Settings dialog: Send by email settings button

1. From the Advanced Settings dialog, click on the Settings button
underneath the ‘Send by email’ option.

Email Alerts Options ﬁ|

J Y'ou can overnde the default email options for this scheduled
repork

T adriristrator@rnasterdomain, com

CC:

Frorm; GFIR eportCenter@masterdomain. corm

Server. | 192168.5.100 Part: |25

[ ]5MTP Server requires login
Lzer name:

Paszward:

Repart farmat;
Adobe Acrobat [F.pdf] "

[ Q. H Cancel ]

Screenshot 22 - Report distribution options

2. Select the option Override the default email options for this
report:

3. Specify the following parameters:

e To/CC : Specify the email address(es) where the generated report
will be sent.

e From: Specify the email account that will be used to send the
report.

e Server: Specify the name/IP of your SMTP (outbound) email
server. If the specified server requires authentication, select the
option SMTP Server requires login and specify the logon
credentials in the ‘User name’ and ‘Password’ fields.
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e Report format: Reports are sent via email as attachments. Select
the file format in which to send out your report.

4. Click OK to finalize your configuration settings.

5.4 Viewing the list of scheduled reports

B GFI ReportCenter 3.6

| scheduled reports list

Product Selection
I Sehedule Name Repot Name

5 Bandwadth Usage by Dlassficabons Trend B anchenidth Usage by Classiications Trend
5 Bandwidih Uzage by Websilez B andwidth Uzage by Wehsibes

GFI /b oriter 2008 RepoiPack

| Scheduled Reports

= GFl'wWebMonkor 2009 RepotPack
[ Schedued Repots List
™ Schedued Reports Actvity

. ¢ Favorite Reports

. W Default Reports
£ Custom Reports

| 5 scheduled Reports

| £ Options

1) Help

Screenshot 23 - List of Scheduled reports

Click on the Scheduled Reports navigation button to show the list of
scheduled reports which are currently configured for automatic
generation. This information is displayed in the right pane of the
management console and includes the following details:

e Schedule Name: The custom name that was specified during the
creation of the new scheduled report.

o Report Name: The names of the default or custom report(s) that
will be generate.

e Last Generation: Indicates the date/time when the report was last
generated.

o Next Generation: Indicate the date/time when the report is to be
next generated.

e Description: The description that you have entered for each
schedule.

o ReportPack: Indicates the ReportPack from which the report was
generated
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5.5 Viewing the scheduled reports activity

B GFI ReportCenter 3.6

File  Jook Help
«  t[:]p
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i 10F20/2008 50545 PM GF) WebMonitor 2009 RepartPack Infoemation
e, PN0/20/2008 50845 PW GFl WebMonitor 20089 FleporitPack Information
Scheduled Reports 2
= = . DIV 0524 M GF) WebMenilor 2009 RepanPack Irkeemnalian
= @] GFI'webMoniter 2003 RepotPack D1020/2008 50523 FM Gl Webblonitor 2009 RepartPack Information
i

[ Schedued Repots List

2003 Pt Fl i i A d
™ ehedded Reports Acthvly 10V 20/2008 50523 P GFl WebMonitor 2009 RepariPack Information

. ¢ Favorite Reports
W Default Reports
9 Custom Reports
_4 Scheduled Reports
|- £ Options

1) Help

Screenshot 24 - Schedule activity monitor

GFI ReportCenter also includes a schedule activity monitor through
which you can view events related to all scheduled reports that have
been executed.

To open the schedule activity monitor, click on the Scheduled
Reports navigation button and select the Scheduled Reports
Activity node. This will bring up the activity information in the right
pane of the GFI ReportCenter management console .

The activity monitor displays the following events:

4 _ Information: The scheduled report was successfully executed
and sent by email and/or saved to disk.

€ - Error: The scheduled report was not executed due to a particular
condition/event. Typical conditions include:

e Errors when attempting to save the generated report to a specific
folder (for example, out of disk space).

e Errors when attempting to send the generated report via email (for
example, the SMTP server configured in the GFI ReportCenter
settings is not reachable).

The activity monitor records and enumerates the following information:
o Date: The date and time when the scheduled report was executed.

e Product name: The name of the GFI product to which the report
belongs.

e Type: The event classification - error, information, or warning.

e Description: Information related to the state of a scheduled report
that has been executed. The format and contents of the activity
description vary, depending on the event type.
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NOTE: The description is often the most useful piece of information,
indicating what happened during the execution of a scheduled report
or the significance of the event.

5.6 Enable/disable a scheduled report

Scheduled reports can be enabled or disabled as required. Use the
Scheduled Reports navigation button to view the list of scheduled
reports as well as to identify their current status. The status of
scheduled reports is shown through the icon included on the left hand
side of each schedule:

8. Indicates that the scheduled report is disabled.

™! _ Indicates that the scheduled report is enabled/pending.

To enable or disable a scheduled report, right-click on the respective
report and select Enable/Disable accordingly.

5.7 Editing a scheduled report
To make changes to the configuration settings of a scheduled report:
1. Click on the Scheduled Reports navigation button.

2. Right-click on the scheduled report that you wish to re-configure
and select Properties. This will bring up the ‘Scheduled Reports
Wizard'.

Schedule Report Wizard

Welcome to the Web Monitor
Scheduling reports wizard

You can ovemde the default email options for this scheduled
report

=] Schedule for report "Bandwidth Usage by Classffications”
‘Bandwidth usage by Classification” report shows the amount of

bandwidth consumed on specffic cateqories sorted by bandwidth
consumption.

You can ovemde the default email options for this
scheduled report

Mext = l[ Cancel

Screenshot 25 - Scheduled Reports wizard

3. Click on Next and perform the required changes. For information on
how to configure the parameters of a scheduled report refer to
Scheduling a report section in this chapter.
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5.8 Deleting a scheduled report
To delete a scheduled report:
1. Click on the Scheduled Reports navigation button.

2. Right-click on the scheduled report that you wish to permanently
remove from the list and select Delete.
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6. Configuring default options

6.1 Introduction

The GFI WebMonitor ReportPack allows you to configure a default set
of parameters which can be used when generating reports. These
parameters are first set during installation. However, you can still
reconfigure any of these parameters via the Options navigation
button provided in the GFI ReportCenter management console.

8 GF ReportCenter 3.6
File  Took Help

Product Selection

| GFl

GFI WwebkMorer 2009 RepoiP ack W GFl WebMonitor 0ptions

Options The GFI Wabonitor Options section is used o configure the default
- GFl ‘wWebMonke: 2009 RepotPack, options and settings used for generating GF1 WebManitor repons. The
| Dalzbace Sourcs saMlings includs the following

(5 Import/Export Configuration
(@ Verson Infoamaton

_,r-J Licensng

Database Source: This option containg infarmation aboul the
dalabase from which GFIWebMonitor reparts will he generaled
The database configured should be the one currendly configured 1o
slore reporing data in the GFIWebMonitor configuration

lmportExport Configun ation: The imporfexpor configuralion can
be uzedfo perform hackups of scheduled reports, custarm repords
| | favarile reports and other oplions related fo the GF1WebMonitor
Favorite R t:
| L ok i ReportPack These backups can then be impored inlo another
w Default Reports RepofCenter inslance

© wusom Reports | Version nformation: This oplion checks ifthere is a newer build
% Scheduled Reports available for the GFI WebMonilor ReporPack

| Options Licensing. Used lo specify the GFIWebMonilor ReporlPack
I :J Help | license keywhich is required for generaling repors

2003, &l rights reserved, GF Soffware Lid

Screenshot 26 - Options navigation button

Through the Options navigation button you can configure the
following parameters:

o Database source: Use this node to specify the database backend
from where the ReportPack will extract the required reporting data.

e Import/Export Configuration: Use this node to perform backups
of scheduled reports, custom reports, favorite reports and other
options.

6.2 Configuring database source

To configure your database source:
1. Click on the Options navigation button.

2. Right-click on the Database Source node and select Set Database
Source... This will bring up the database source configuration dialog.
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%)

Database Source

Database Source |

Database settings

Database Type:

M5 SQL Server v

Please specify the name or |P of the machine containing the SGL
Server / M5DE database to use:

Server: |m w |

Usze SQL Server Authentication

|Jser: |sa |

Password: |

DB name: |wel:umu:un V|

OK || cancel || Apply

Screenshot 27 - Database source configuration dialog

3. Select the database type (e.g. MS SQL Server) from the provided
list of supported databases.

NOTE: GFI WebMonitor database backend supports only MSDE/MS
SQL Express /IMS SQL Server.

4. Specify the name or IP address of your MSDE/MS SQL Server
database backend.

5. To use the credentials of an SQL Server account, select the Use
SQL Server authentication checkbox and specify the user name and
password in the provided fields.

NOTE: GFI WebMonitor supports only SQL Server authentication to
authenticate to the SQL Server.

6. Click on OK to finalize your configuration settings.
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6.3 Viewing the current database source settings

B GFI ReportCenter 3.6

Product Selection GF
Database Source Selection
GFl WWebbMorser 2009 RepolPack w
I Uptions GH WebMonitor 2009 ReporntPack
— - - Copyright (¢) 2000-2008 GF| Sofware Ld.
= GFlWebMonko 2009 RepotPack
i w Oatabase Type: M5 SO0L Server

3 Impart/Export Canfiguration e

[ Versan Infoamaton

/r;J Liersng NOTE : To change the datsbase backend between different database types, right click on
: Dalzbase Scurce and select “Sat Detabase Source., "

. ¢ Favorite Reports

. w Default Reports

' 9 Custom Reports

| 5 scheduled Reports

0 Options Q

2003, Al rights reserved, GF] Software Lid

Screenshot 28 - Database source configuration settings

After configuration, you can view the current database source settings
by clicking on the Database Source node.

6.4 Configuring default scheduling settings

To configure the default settings to be used by scheduled reports:

GF1 ReportCenter 3.6

Tonolz | Help

| Default Scheduling Options

‘wON FeportPack

Screenshot 29 - Default Scheduling Options node

1. From the pull-down menu, click on the Tools » Default Scheduling
Options.

2. Configure the required parameter as described in the Configuring
advanced settings chapter.

6.5 Import/Export Configuration
To import or export your configuration:
1. Click on the Options navigation button.

2. Right-click on the Import/Export Configuration node and select
Import/Export Configuration.
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ImportfExport Configuration

X

|rpart/E spart

| i | Import/Export ReportCenter and ReportPack. configurations.

The import/export configuration functionalities can be uzed to perform
backups of scheduled reportz, custom reportz, favonite reportz and other
optionz. The exported configurations can alzo be imported into a
geparate FeportCenter instance, provided that the same ReportPack
exizt on both ingtances.

Specify the action to perform:
(%) Import configuration options

i) Export configuration options

Specify which configuration options to import export;

RepartCenter aptians:
ReportPack custom, scheduled and favorite reports + ophions

Specify the path and filename of the file to impartdexport;

L]

[ ak. H Cancel ]

Screenshot 30 - Import/Export configuration dialog

3. Click on a radio button to select the action to perform and specify a
path and filename for the file to export to or to import from.

4. Click Ok to import or export configuration.

34 e Configuring default options GFI ReportCenter



7. General options

7.1 Licensing

For information on licensing of GFI WebMonitor, refer to:
http://www.gfi.com/products/gfi-webmonitor/pricing/licensing

7.2 Viewing the current licensing details

View your current licensing details by clicking on the Licensing node
in the Options navigation button. The licensing details are displayed
in the right pane of the GFI ReportCenter management console.

7.3 Viewing product ReportPack(s) version details
To view the version information of a currently installed product
ReportPack:
1. Select the product report from the Product Selection drop down
list.
2. Click on the Options navigation button.
3. Click on the Version Information node. The version details are

displayed in the right pane of the GFlI ReportCenter management
console.

7.4 Checking the web for newer builds

Periodically GFI releases product and ReportPack updates which can
be automatically downloaded from the GFI website. To check if a
newer built is available for download:
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Screenshot 31 - Version Properties: Check for newer builds dialog

1. Select the respective product (for example, GFI WebMonitor
ReportPack) from the Product Selection drop down list.

2. Click on the Options navigation button.

3. Right-click on the Version Information node and select Check for
newer builds...

NOTE: You can configure GFI WebMonitor ReportPack to check for
newer builds on startup.
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8. Appendix: GFl WebMonitor Default
Reports

8.1 Bandwidth reports

8.1.1 Bandwidth usage by users

The Bandwidth usage by users reports shows the amount of
bandwidth consumed by each user, sorted by bandwidth consumption.

Bandwidth usage by Users
Users
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Screenshot 32 - Sample showing Bandwidth usage by users report

o A bar graph showing the amount of bandwidth consumed (in Megabytes)
by each user for any given period of time.
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e A list showing all the users in the scope of the report and the amount of
megabytes used over a period of time.

8.1.2 Bandwidth usage by websites

The bandwidth usage by websites report shows the amount of
bandwidth consumed on specific websites, sorted by bandwidth
consumption.
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Screenshot 33 - Sample showing Bandwidth usage by websites report

o A bar graph showing the amount of bandwidth consumed (in Megabytes)
by each website for any given period of time.

e A list showing all the websites in the scope of the report and the amount
of megabytes consumed over a period of time.

8.1.3 Bandwidth usage by classifications

The bandwidth usage by websites report shows the amount of
bandwidth consumed on specific categories, sorted by bandwidth
consumption.
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Screenshot 34 - Sample showing Bandwidth usage by classification report

o A bar graph showing the amount of bandwidth consumed (in Megabytes)
per website classification for any given period of time.

e A list showing all the website classifications in the scope of the report
and the amount of megabytes consumed over a period of time.

8.1.4 Bandwidth usage by classifications trend

The bandwidth usage by websites report shows the amount of
bandwidth consumed by all users on all categories on a daily basis.
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Screenshot 35 - Sample showing Bandwidth usage by classification trend report

o A line graph showing the amount of bandwidth consumed (in Megabytes)
per user, per day.

8.2 Hits reports

8.2.1 Hits usage by users

The Bandwidth usage by users report shows the amount of hits by
each user sorted by the amount of hits.
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Screenshot 36 - Sample showing hits usage by user report

e A list showing all the users together with the relative number of hits for
any given period of time.

8.2.2 Hits usage by websites

The hits usage by websites report shows the amount of hits on each
URL for any given period of time.

URLs
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Screenshot 37 - Sample showing the Hits usage by websites report
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o ‘ A bar graph showing the amount of hits registered per URL over any

given period of time.

8.2.3 Hits usage by classifications

The hits usage by classification report shows the amount of hits on
specific categories sorted by the amount of hits for any given period of

time.
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Screenshot 38 - Sample showing hits per classification report

o ‘ A bar graph showing the amount of hits registered per URL category

over any given period of time.

e ‘ A list showing the amount of hits registered per URL category over any

given period of time.

8.2.4 Hits usage by classifications trend

The hits usage by classification trends report shows the amount of hits
by all users, on all categories on a daily basis
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Screenshot 39 - Sample showing the Hits usage by classifications trend report

o ‘ A line graph showing the amount of hits registered per URL category per
day.

8.3 Threat reports

8.3.1 Blocked virus downloads trend

The Blocked virus downloads trend report shows the number of
viruses blocked over a period of time.
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Screenshot 40 - Sample showing the blocked virus downloads trend report
o A line graph showing the amount of viruses blocked over any given
period of time.

8.3.2 Blocked virus downloads

The Blocked virus downloads trend report shows the number of
viruses blocked per user over a period of time.
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Screenshot 41 - Sample showing the blocked virus downloads report

e A list showing the number of downloaded viruses blocked per user over
any given period of time.
8.3.3 Blocked virus downloads by antivirus

The Blocked virus downloads trend report shows the number of
viruses blocked by each anti-virus engine for any given period of time.

Blocked Viruses per AntiVirus Engine

0>

AnliVirus Engine

(4 4K 8K 126 16 206 24K

NHumber of Blocked Viruses

Screenshot 42 - Sample showing the blocked virus downloads by antivirus report

8.3.4 Blocked virus downloads by threat

The Blocked virus downloads trend report shows the top threats that
have been blocked over any given period of time.
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Screenshot 43 - Sample showing the blocked downloads by threat report

e A list showing a count of the top threats of which were blocked over any
given period of time.

8.3.5 Blocked virus downloads by mime type

The Blocked virus downloads by mime type report shows the top
mime types that have been blocked over any given period of time.

Blocked Mime Tvpes
Mime Type

Number of Files Blocked

Mime Type Count

o—

Screenshot 44 - Sample of blocked virus downloads by mime type report

applicationfoctet-stream 23,169

e A list showing a count of the top mime types of which were blocked over

any given period of time.
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8.3.6 Blocked phising sites

The Blocked phising sites report shows the number of phishing sites

that have been blocked over any given period of time.
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Screenshot 45 - Sample showing the blocked phishing sites report

o A line graph showing number of phishing sites blocked over any given
period of time

8.4 Web Usage Trend Reports

8.4.1 Bandwidth Usage by Users Over Time

The Bandwidth Usage by Users Over Time report, shows the total
bandwidth used by all users as well as the bandwidth consumed by

each individual user over a period of time.
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Screenshot 46 - Sample showing the bandwidth usage by users over time
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o ‘ A line graph showing the total bandwidth for all users per day.

e ‘ A line graph showing the total bandwidth for each user per day.

8.4.2 Hits by Users Over Time

The Hits by Users over Time report shows the total hits generated by
all users as well as the total hits for each individual user over a period
of time.
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Screenshot 47 - Sample showing total hits for all users

o ‘ A line graph showing the total hits for all users per day.

e ‘ A line graph showing the total hits for each user per day.

8.4.3 Browsing Time by Users

The Browsing Time By Users report shows how much time each user
spent browsing the web as well as the cumulative browsing time for all
users.

GFI ReportCenter

Appendix: GFlI WebMonitor Default Reports e 47
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Screenshot 48 - Sample showing total browsing time for all users

o ‘ A line graph showing the total browsing time for all users per day.

e ‘ A line graph showing the total browsing time for each user per day.

8.4.4 Browsed Sites by Users

Browsed Sites by Users report lists the sites and site category, hits,
browsing time and bandwidth used for each user.

09 User: 192.168.1.106

Site Category Hits Browse Time Bandwidth
in minutes in KB
oe wpad.gfimalta.com corporale marketing 314 1] 19.93
winw. sqlservercentral com Sciance and Technology 17 1] T6.55
morpheus Unknown T 1] 64 64
wwnw, red-gate com corporate marketing [ 0 26.97
addons.mozlla. org Science and Technology 4 0 426
marnahpower com Unknown 3 0 1345
farums_gfi.com corporale marketing 2 280 35.35
aus?2 mozilla org Science and Technology 2 1] 212
17T2.16.130.16 Unknown 2 i 0.23
357 280 273.50

Total hits for all users: 357

Total browsing time for all users: 4 hours 40 minutes

Total bandwidth used by all users: 0.27 MB

Screenshot 49 - Sample showing browsed sites by users
o ‘ User name or machine IP address.

]

browsing time and total bandwidth.

List of websites visited by the user, including the category, number of hits,
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9. Troubleshooting

9.1 Introduction

The troubleshooting chapter explains how you should go about
resolving any software issues that you might encounter. The main
sources of information available to users are:

¢ The manual — most issues can be solved by reading this manual.
o GFI Knowledge Base articles

o Web forum

e Contacting GFI Technical Support

9.2 Knowledge Base

GFI maintains a Knowledge Base, which includes answers to the most
common problems. If you have a problem, please consult the
Knowledge Base first. The Knowledge Base always has the most up-
to-date listing of technical support questions and patches. To access
the Knowledge Base, visit http://kbase.qgfi.com/.

9.3 Web Forum

User to user technical support is available via the web forum. The
forum can be found at: http://forums.gfi.com/.

9.4 Request technical support

If you have referred to this manual and our Knowledge Base articles,
and you still cannot solve issues with the software, contact the GFlI
Technical Support team by filling in an online support request form or

by phone.
e Online: Fill' out the support request form on:
http://support.gfi.com/supportrequestform.asp. Follow the

instructions on this page closely to submit your support request.

e Phone: To obtain the correct technical support phone number for
your region please visit: http://www.gfi.com/company/contact.htm.

NOTE: Before you contact our Technical Support team, please have
your Customer ID available. Your Customer ID is the online account
number that is assigned to you when you first register your license
keys in our Customer Area at: http://customers.gfi.com.

We will answer your query within 24 hours or less, depending on your
time zone.
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9.5 Build notifications

We strongly suggest that you subscribe to our build notifications list.
This way, you will be immediately notified about new product builds.
To subscribe to our build notifications, visit:
http://www.gfi.com/pages/productmailing.htm.
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