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1 Introduction

1.1  Introduction to GFI Network Server Monitor (GFI NSM)

GFI Network Server Monitor is a network and server monitoring tool that allows administrators to
monitor the network for failures or irregularities automatically. With GFI Network Server
Monitor, you can identify problems and fix unexpected conditions before your users (or
managers) report them to you!

GFI Network Server Monitor maximizes network availability by monitoring all aspects of your
servers (including UNIX/LINUX servers), workstations and devices (routers, etc.). When it detects
a failure, GFl Network Server Monitor can alert you by email, pager or SMS, as well as take
corrective action by, for example, rebooting the computer, restarting a service or running a
script or external file. GFlI Network Server Monitor can also choose the type of alert to be used,
depending on the time that an important event (e.g., check failure) occurs, and also in relation
to the working hours you specify during the setup of the intended recipients.

In GFI Network Server Monitor, monitoring checks are created using wizards. A wizard called the
Quick Start Wizard, which can create a batch of checks, has also been included. This wizard
enables you to quickly create a number of checks at one go - depending on computer OS, role,
etc - making it possible for GFI Network Server Monitor to be up and running in the least time
possible.

In GFI Network Server Monitor all monitoring checks are organised in folders. You can configure
each monitoring check individually or you can choose to configure all the checks in a folder
simultaneously through property inheritance. Property Inheritance allows you to set up
important check parameters (such as target computer) within the folder properties and have
these parameters passed on to the checks contained in that folder.

GFI Network Server Monitor also supports nested folders. This allows for greater flexibility when
creating monitoring checks structures that reflect the network layout you are monitoring (by
zone, companies being served as well as check function).

1.2 Key features

Enterprise class architecture

GFl Network Server Monitor consists of the monitoring service called the GFI Network Server
Monitor 7 Engine, the configuration and management Ul program called GFIl Network Server
Monitor Configuration and a result monitoring service called GFI Network Server Monitor
Attendant. No agent software needs to be installed on the computers that you wish to monitor.
The Network Monitor Engine is multi-threading and can run 24 checks at a time. This software
architecture allows for high reliability and scalability to monitor both large and small networks.

Setup monitor checks using wizards

Check setup wizards help the user to quickly set up an efficient monitoring system using the
built-in checks available in just few steps. It is also possible to create a batch of checks
simultaneously using the Quick Start Wizard. By default, the Quick Start Wizard can
automatically generate monitoring checks for target computers running Windows or specific
Linux OSs including SUSE, Mandrake, Redhat and Fedora.

Property inheritance

By default, GFI Network Server Monitor organizes all checks in folders. Through property
inheritance, it is possible to specify central properties common to all checks to be contained in a
folder (e.g., target computer) and have those properties propagate down to the checks
contained in that folder.

Alerts administrators via email , pager or SMS

When it detects a failure, GFI Network Server Monitor can send alerts via SMS/pager, email or a
network message. SMS messages are sent through either an SMS service provider (SMSC), directly
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through a connected GSM phone/modem or using an Email to SMS service, such as Clickatell. GFI
Network Server Monitor can also choose the type of alert to be sent depending on the time that
an important event (e.g. check failure) occurs and in relation to the working hours specified for
the intended recipients.

In-built Exchange 2000/2003 monitoring

Out of the box, GFI Network Server Monitor checks the status of your Exchange Server by
monitoring critical Exchange services and performance counters (Information Store, mailboxes,
SMTP service, etc.).

Monitor your database servers (SQL/ODBC)

GFI Network Server Monitor can check for the availability of database applications. Out of the
box, it can monitor Microsoft SQL server via ADO. Other databases such as Access, FoxPro,
Paradox, SyBase, Informix, IBM DB2 and many more, can be monitored via ODBC.

Monitor remote Event L ogs

GFI Network Server Monitor can scan Windows Event logs on local- or remote computers and look
for specific Event Sources, Categories, and Event IDs as well as for patterns in the Description of
the Event. In addition it can look for multiple events occurring in a specific time interval, for
example antivirus alerts posted in the last 30 minutes.

Support for nested folders

Nested folders (folders contained within other folders) are available in the Enterprise/Consultant
editions of GFI Network Server Monitor.

Through nested folders, you can organize monitoring checks into a hierarchical structure that
reflects specialized monitoring network needs (e.g., grouping of monitoring checks by zone,
companies being served, or check type grouping).

Support for SQL Server database backend

Out of the box, the Consultants/Enterprise editions of GFI Network Server Monitor can store
monitoring data in MS Access as well as in an SQL Server/MSDE database backend. This new SQL
Server support allows you to efficiently monitor and collect network status data from
environments which generate large volumes of monitoring data. These include large networks as
well as mission-critical systems. You can configure which database backend to use both during
installation and after (i.e., from the configuration module).

Built -in checks for computers running Windows OS

» Generic VB Script dEnables you to customize/build monitoring checks using your own
VBscript functions.

» OS Object performance counter d Determines the performance of applications by
checking the properties of OS objects on target computers.

» Command Line executable output d Executes command line applications and checks text
output for specific response.

» Process Properties function dChecks the properties of processes running on target
computers (e.g. Memory/CPU/Handles).

» Event Log function o Verifies if the specified (Windows) events, occurred on target
computer(s).

» File existence function dChecks for the existence of a particular file; e.g. results of
scheduled batch jobs.

» Disk space function d Checks for available/used disk space.

» Services function dChecks if the specified Services are running on local or remote
computer.

» CPU usage function dMonitors and restricts processor usage.
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» Directory size function dMonitors and restricts the size of a specified directory.
» File size function dMonitors and restricts the size of specified files.
» LDAP Query dChecks the status of LDAP services on target computers.

» Physical Disk Condition function &hecks the physical health of disk drives on
windows based target computers.

» Disk drive function - Monitors the physical status of specified disk drives.

» Printer availability function dChecks for the status of printers connected to target
computers.

» Process running function d Checks that processes are running on specified target
computers.

» Users and Groups Membership function d Monitors user groups against the presence
of unauthorized users.

Built -in checks for Windows applications
> Generic ISA Server check dMonitors the status of ISA Server services.

~

~

> Generic Exchange Server check dMonitors the status of Exchange services and important
performance counters.

» Generic MS SQL/ADO check dMonitors the status of MS SQL databases using ADO.

Built -in checks for databases
» ODBC function d Checks the availability of a database using ODBC.

Built -in checks for network/Internet protocols and services
» HTTP function dChecks the availability of HTTP and Https sites.
» FTP function 8 Checks the availability of an FTP server/site.

» IMAP function dChecks the availability of IMAP mail servers by remotely connecting to the
IMAP port. It can also (optionally) check mailbox authentication as well as count the
number of emails in a specific mail folder.

» NNTP news server function - Checks the availability of NNTP news services.

» POP3 server function - Checks POP3 servers by establishing a connection, doing a
handshake and optionally authenticate and check the inbox mail count.

» SMTP server function - Monitors mail servers by establishing a connection and doing a
handshake in order to check if the SMTP protocol is working correctly. The SMTP check
also allows mailbox authentication as well as sending of test emails.

» Terminal services: Port check - Checks if the terminal port is open on local and remote
servers.

» NTP timeserver function dMonitors the status of timeservers.

» DNS server function - Checks various types of DNS server records by retrieving record
values and comparing them against specified values.

» ICMP ping function - Checks a remote host for availability.
» Generic TCP/IP port function 8Checks if a port availability and response.

» Email route function dChecks that the email services are working properly by sending a
test email through an SMTP server and verifying that it has been delivered to the
destination mailbox.

Built -in checks for SNMP (Simple Network Management Protocol)

» SNMP function d Monitors specified variables on remote computers or devices via the
SNMP GET message.
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Built -in checks for Linux/Unix OS

» Generic Secure Shell (SSH) check 8 Allows you to create custom monitor functions which
can be remotely executed on Unix/Linux based computers through the Secure Shell (SSH)
service running on that computer.

» File existence function d Checks for the existence of a particular file on Linux/Unix based
computers; e.g. results of scheduled batch jobs.

» CPU usage function dChecks and restricts processor usage on Linux/Unix based target
computers.

» Directory size function dChecks and restricts the size of a specified directory on
Linux/Unix based target computers.

» File size function dChecks and restricts the size of a specified file on Linux/Unix based
target computers.

» Printer availability function d Checks the status of network printers connected to
Linux/Unix based target computers.

» Process running function d Checks if a specified process is running on Linux/Unix based
target computers.

» Users and Groups Membership function d Monitors user groups on Linux/Unix based target
computers against unauthorized users.

» Disk Partition Check dChecks the state of mounted drives on Linux/Unix based target
computers.

» Disk space function 8 Checks and restricts the available hard disk space on Linux/Unix
based target computers.

» Daemons function d Checks the state of a particular daemon on target computers running
a Linux/Unix OS.

Take corrective action automatically

When an important event (e.g., check failure) occurs, GFI Network Server Monitor can attempt
to correct a problem by restarting a failed service, reboot a target computer/server or launch an
executable, batch or VBScript file.

Monitor processes, services & CPU usage

GFI Network Server Monitor enables you to check for critical processes and services running on
local and remote computers. You can also monitor the CPU usage of a computer to ensure that
applications are running properly.

Build custom network monitor checks using scripts

Although GFI Network Server Monitor includes an extensive set of default monitoring functions,
you can build your own custom checks using a scripting language such as VBscript or shell scripts
for Unix environments. SSH (Secure Shell) is used for remote connections to Unix based
computers. In VBscript, you can make use of WMI and ADSI. WMI is an interface to a broad range
of hardware/software/0S-related properties of a computer, allowing you to perform almost any
check. Using ADSI you can interface to Active Directory. GFl Network Server Monitor includes a
library of sample scripts, and others are continuously being added to the GFI website.

Monitor users, groups & other Active Directory information

Use GFI Network Server Monitor to monitor directory information. For example, monitor group
membership of the domain admins group. You can also check user accounts (locked out,
disabled, etc.), computer accounts, groups, group membership, organizational units, and so on.
A subset of NTDS (NT4-based SAM account database) can be queried too.

Additional Network Support Tools

Additional Network support tools have been included in GFl Network Server Monitor to help you
troubleshoot your network. These tools include:-
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» Enumerate Computers function dSearches your network for a list of domains, workgroups
and constituent computers.

» Enumerate Processes function & Searches for processes running on local or remote
computers.

» DNS Lookup function d Resolves Domain Names to their corresponding IP address.
» Whois function d Looks for information related to a specified domain, or IP address.

» Traceroute function dShows the network path that GFl Network Server Monitor used to
reach a target computer.

»  SNMP Audit dPerforms an SNMP Audit in order to define weak strings.
» SNMP Walk dAllows you to receive SNMP information from an SNMP Server.
Reporting

GFI Network Server Monitor allows you to create reports that detail the availability of your
network resources. Such reports can be created in HTML as well as in XML/CSV if they need to be
imported by other favorite applications.

Other features

»  Allows you to specify maintenance periods to avoid alerts being sent during scheduled
maintenance.

» Allows you to store check logs to text file.

» Allows you to setup dependencies to avoid receiving multiple alerts when the servers or
services on which other computers depend, are down or unavailable.

1.3  GFI Network Server Monitor components

GFI Network Server Monitor is a client/server application, based on a central monitoring service
able to run on Windows NT or higher. This application monitors servers and workstations in your
LAN, WAN or even outside your enterprise without the need of any other additional software.
This software architecture allows for high reliability and scalability to monitor both large and
small networks.

GFI Network Server Monitor consists of 3 main modules which are:-
» NSMUI.exe dNetwork Server Monitor configuration and user interface.

» NSMENGINE.exe dNetwork Server Monitor engine/service (multi-threading engine able to
run 24 checks at a time).

» NSMATTENDANT.exe dService which controls web result monitoring, web server access,
etc.

1.3.1 Network Server Monitor Engine

The GFI Network Server Monitor Engine is a windows service that polls the servers in your
LAN/WAN for availability at specific time intervals. This is a multithreading service, allowing 24
simultaneous checks to take place at the same time.

— | GFI Network Server Monitor only makes use of the protocols and application layers
— 1 available in the Operating System for running its checks, thus no agent software
installation is required on the servers to be monitored.

1.3.2 Network Server Monitor configuration

The GFI Network Server Monitor configuration program is the user interface to the GFI Network
Server Monitor engine. Use this module to configure all settings required for GFlI Network Server
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Monitor. To launch this module go on Start > GFI Network Server Monitor program group > GFl
Network Server Monitor configuration.

GFI Metwork Server Monitor 7.0
File
&

Toolz:  Help

IS[=] E3

| Tools Explorer

7|

GFl Metwork. Server Monitar

-3 Moritoring Checks Configuration
----- B Monitoring Checks Status

Ef;ﬁ Pragram Configuration

[]---5% Users and Groups

5%. Alerting Options

5%. General Options

[—]—-Jﬂ Tools

-2 Enumerate Computers
-2 Enumerate Processes
-2 DS Lookup

e whoiz

95 Tracenute

e SNMP Awdit

e SNMP walk

= General

-ﬂ'_}fj] “Yersian Infarmation
gj Licenszing

‘,_é How to purchase

;é Support Center

- Knowledge Base

4@ GFl LAMguard M.S.5.
4@ GFl LAMguard P.5.C.
48 GFl LAMguard 5.E.LM.
48 GFl Metwark Server Monitar

5% [ atabase Maintenance Options

B<GFi

SECURITY & MESSAGING SOFTWARE

GFIl Network Server Monitor

Monitoring Checks Configuration

Configure the checks to be made to ensure continuous uptime of the machines on ywour network,

Monitoring Checks Status

“iewy the monitoring checks overall status.

Program Configuration

Contains tools which allow you to configure the NS users and groups, as well as choose how
users are notified about important events.

Tools

Contains tools which will eaze general administration of the GFI Metweark Server Maonitar.

General

Contains warious utilities and tools which will enable you to keep your GFI Metvwork Server
Monitar builds up to date and running. Youw can access latest news sources and support at GFI
as well as license your installstion.

Screenshot 1 - The GFI Network Server Monitor configuration

The main GFI Network Server Monitor configuration display is divided into two windows.

» Tools Explorer window (left view) dContains nodes, check folders and tools required for
the configuration and running of GFl Network Server Monitor.

» Event Window (right view) dMultipurpose window in which the contents and options
related to the nodes selected in the Tools explorer (left) window are displayed (e.g.,

Clicki

ng

on 6 Moarntiutsodr innogd eC hi enc kt hSet

monitoring checks in this window).

Tool

S

Expl or el

The GFI Network Server Monitor configuration module can be installed on any local or remote
workstation/server running Windows 2000 or higher. GFI Network Server Monitor configuration

connects to the GFI Network Server Monitor engine for retrieval of monitoring data.

1.3.3 Network Server Monitor Attendant

The GFI Network Server Monitor attendant module is the service responsible for web result
updates and the NSM web server.

14

— 1 Server Monitor.

License scheme

The evaluation period allows you to explore and use all features present in GFl Network

You can purchase a license key online from GFI and use this key without the need to re-install
GFI Network Server Monitor. More information on how to order a license key is available at

http://www.gfi.com/p

6| Introduction

ricing/pricelist.aspx?product=NSM
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2 Installing GFI Network Server Monitor

2.1  System requirements

2.1.1 Supported operating systems(x86 or x64)
» Windows 2008 (R1 and R2) dStandard, Enterprise
» Windows 2003 dStandard, Enterprise
»  Windows 2000 & Professional, Server, Advanced Server
» Windows 7 - Standard, Professional, Enterprise
» Windows Vista dEnterprise, Business, Ultimate
» Windows XP &Professional
» SBS 2008
» SBS 2003

2.1.2 Other components
» Internet Explorer 5.5 (SP2) or later
» .NET framework 1.1
» MDAC 2.6

2.1.3 Target computer components
»  WMI dincluded in Windows 2000 or higher. WMI must be enabled.

»  Windows Scripting Host 5.5 or higher drequired only if there are configured checks that
are using VB Script. Windows Scripting Host is included in Internet Explorer 5.5 (SP2) or
higher.

2.1.4 Hardware
» CPU - 2GHZ
» RAM (minimum/recommended) 6512 MB / 1 GB
» Hard Disk space 8100 Mb

2.2 Installation procedure

The installation wizard installs the actual monitor service, the configuration module and all the
required application files automatically. To start an installation:

1. Exit all Windows Programs and log on as Administrator.

2. Launch the GFI Network Server Monitor installation wizard by double-clicking on
O6Net wor kServer Monit og 7weelxcedme Acki slooogn iass dihspl ayed,
start the installation.
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i GFI Network Server Monitor 7.0 Setup I =]

GFI Hetwork Server Monitor version 5.5 detected 4:

Pleaze choose if wou want to remove M5 5.5 1

Setup has detected that GFl Metwork Server Monitor version 5.5 1z installed. Do pou warnt
to remove GF Metwork, Server Monitor verzion 5.5 priar to installing GF1 Metwark Server
b onitor version 77

ez, | want to remove GF Mebwork, Server b onitor sverzion 5.5 prior to installing
wersion .

* Mo, | do not want ta remove verzion 5.5 prior to inztalling vergion 7.

< Back Cancel

Screenshot 2 - Previous Version Detected

3. The Installation Wizard starts by checking if you have previous versions of GFl Network Server
Monitor installed on your computer. Specify if you want to keep any previous installation
detected or instruct the wizard to uninstall it for you.

& GFI Network Server Monitor 7 Setup I =]
Check for latest build availability -
Check far a newer verzion of GFl Metwark, Sereer Monitor 7. ]]4_1

T hiz installation can check whether there iz a newer build for GF| LaMNguard .58, 7.
downloadable fram the GFl web zite. This procedure will require an intermet connection in
order to connect to the GFI web zite.

" ez, please check for a newer version of GFI M.5.M. 7 an the GFl web site.

¥ Mo thank yow, do not check for a newer version and continue with the curent installation,

< Back Cancel

Screenshot 3 - Check for latest build
4. Choose whether you want the installation wizard to look for a newer version of GFl Network

Server Monitor on the GFI website or click ONexto
|l icense dial og, read t he | i clenfdcaomepta gtrheee meinc e ncsair neg
and click on O6Nextd to continue.
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& GFI Network Server Monitor 7 Setup I =]

Import configuration setup

-3
[rmport configuration settings fram an older installation, ]]4_1

Presviouz installation of GFI M.5.M. detected. Do pou want to import your previous
configuration files or re-configure the application?

{+ |mpart setiings used in older build
" Make a clean install

< Back Cancel

Screenshot 4 d Import settings from an older installation

— | The following stage is required only if GFI Network Server Monitor 6 or higher have
.—.1 been previously installed on your computer.

5. Choose whether you want to import configuration settings from an existing installation or else
continue with a new (clean) installation. Click

Manual Installing GFI Network Server Monitor | 9



& GFI Network Server Monitor 7 Setup I =]

Licensze Key -
Enter the fallowing information to personalize vour installation ]]zb

Fleaze enter yaur name, company and licenze key. [f you do not have a license key vou can
uze GFI M.5.M. 7 az an evaluation wersion.

Full M ame: | Jazon Micallef
Company: |EFI Software Ltd.
Licenze ey |Evaluatinn

Cancel |

Screenshot 5 - User and License key details

= The following stage is only required during a new (clean) installation.

=7

6. Specify the full user name, the company name and the license key. If you are evaluating the
product, leave the evaluationk ey as default (i .e. OEvalwuationd).

jj‘ After you have purchased the product, there is no need to uninstall and reconfigure GFI
.—.1 Network Server Monitor because you can enter the new license key directly from the
GFI Network Server Monitor configuration program. For more information, please refer
to the 6Entering your Licenmthiskhapyer,.aft er
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& GFI Network Server Monitor 7 Setup I =]

Uszer Account Information -{

Fleaze enter requested data N

The GFI M.5.M. 7 engine zervice runs the monitoning checks against the tarnget computers. By
default checks which require logging in to the target computer will uze the secunty contest of
the account under which the engine service is unning. It iz recommended to run the
attendant enging service under a domain administrator account,

Setup GFI M.5.M. ¥ engine service o run under:
" The local gystem account
¥ A domain administrative account

Account |GFIMALT A\ asan

HHMREMMHHY

Pazsword:

HEHRXEHRRHHH

Canfirm Pazsword:

HOTE: Specify the user name in the format ‘DOMAIMAMISERMARME

< Back MNewt > | Cancel

Screenshot 6- Service Account details
7. Specify a service account for GFI Network Server Monitor.

?L The GFI Network Server Monitor service must run with administrator credentials. It is
.—.1 recommended to provide a Domain Admin or Enterprise Admin account, because GFI
Network Server Monitor will most likely need administrative rights to access the servers
on your domain. However, it is not mandatory to provide a Domain/Enterprise Admin
account for every monitoring check, since separate credentials can be provided or

inherited.
& GFI Network Server Monitor 7 Setup I =]
Mail Settings -
Enter admiristrator email and SMTP mail zerver zettings ]]zb

Fleaze enter the details af the SMTF zerver and email adrezs that are to be uzed by GFI
MHetwork, Server Maonitor ¥ for email notification.

Eramm:

Tor |administratnr@lncalhust

SMTP server. [127.0.0.1 ot |25

* SMTF server does not require authentication.

" SMTP server requires authentication.

SMTP User: |

SkTF Pazswaord: | Werify Mail Settings |

< Back MNewt > | Cancel |

Screenshot 7 - Mail Server details
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7..

== The following stage is only required during a new (clean) installation.

8. Specify the SMTP/mail server details (Hostname/IP and Port) as well as the email address
where generic alertswi | | be sent. Click on 6Nextd to

—.1 during configuration.

—4 Mail Settings

& GFI Network Server Monitor 7 Setup [_ ]
Installation Type -3
Chooze the ingtallation type that best zuits pour needs. ]]4_1

Chooze a databaze in which GFI Hetwork Server Manitar 7 will gtore the status of the checks
inta. The status of the checks can be stared in:

¥ Microzoft Access (M5 Access does NOT need to be installed).
" Microsoft SOL Server 7 ar higher/MS0E.

Maote: For larger netwaorks it iz recommended that you uze Microzoft SOL zerver [ or
higher] or MSDE. MSDE iz provided for free on the Microsoft Office 20005=<F/2003 CD.
For more infarmation please see the manual.

Cancel |

Screenshot 8 - Select a database backend

— | You can define separate email alert addresses for each check from the check properties

9. Specify which database backend must be used to store the results of its monitoring
operations. You can choose between Microsoft Access, Microsoft SQL Server 2000 or MSDE. Click

on O6Nextdo .to continue

recommended.

= larger volumes of data efficiently and without limitations.

— | MS Access database backend usage is recommended for small networks. For medium
.—1 and larger networks, usage of Microsoft SQL Server 2000 as a database backend is

— | MSDE can handle up to 2GB of data while Microsoft SQL server is capable of handling

10. If Microsoft SQL Server is selected as a database backend, specify the IP or hostname on
which the SQL server is installed as well as logon credentials. You can use both SQL Server users

as well as Windows NT authentication to access the database. C| i ¢ k
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— | When using Windows NT authentication, ensure that the GFl Network Server Monitor
—_1 services are running under user accounts which can access the SQL Server databases.

11. Specify the installation path for GFI Network Server Monitorandcl i ck on & Next 6. Th
installation will need approximately 30 MB of free disk space.

12. Click on O6Finishd to finalize the installatio

2.3  Entering you r license key after installation

If you have purchased GFI Network Server Monitor, launch GFI Network Server Configuration,
right click on O0Licensingd in the 06General d node
keyinthedi al ogue on display and c¢click on ©6O0OK?3.

— | By default, GFI Network Server Monitor has an unrestricted fully functional evaluation
\—.1 period of 10 days. If the data you provided in the download form is correct, you will
receive by email a license key which enables you to evaluate GFI Network Server
Monitor for 30 days.

You must have a GFl Network Server Monitor license for every server that you wish to
monitor.

L)

;L Entering the license key should not be confused with the process of registering your
.—.1 company details on our website. This is important since it allows us to give you support
and notify you of important product news. Register on:
http://www.gfi.com/pages/regfrm.htm

2.4  Changing NSM Engine Service logon credentials after installation

The GFI Network Server Monitor Engine Service account details are set up during the installation
phase. There is no way to change the service credentials from the GFI Network Server Monitor
configuration application. The only way to change such details is as follows:

1. Start >Settings >Control Panel > Administrative Tools >Services.

2. Do u bl eGFtNeiworikServen Mohitor 7.0 engine 6 .

3. Click on the 6Log Ond tab and make the require
4. Clickond6 OK6 to exit.
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3 Configuring GFI Network Server Monitor

3.1 Getting started with GFI Network Server Monitor

— | All configuration settings for GFI Network Server Monitor are carried out from GFI
—1 Network Server Monitor configuration. Launch this configuration program from Start >
GFI Network Server Monitor program group > GFl Network Server Monitor configuration.

Introduction to monitor checks

Monitoring checks are tests which verify the condition of specified computers and services on
your network. These tests check:

» Hardware status: i.e. verify that target computers and related hardware components are
available and running (e.g. Printer availability and Physical disks availability check.)

» Applications and Services: i.e. verify that specific services and applications are running
on target computers (e.g. Generic Exchange Server Check and DNS Server checks).

In GFI Network Server Monitor, you can create single checks as well as batches of checks using
the available wizards.

3.2  Quick Start Wizard

The Quick Start Wizard helps you quickly create and setup a batch of monitoring checks suitable
for your network. This wizard is automatically launched the first time that GFI Network Server
Monitor is started, in order to help you get your network monitoring system up and running in
the least possible time.

GFI Network Server Monitor 7.0 [_ (O] x]
File  Toolz: Help
= | #h
Toolz Explarer MWame 7 I Type | State | Target Com)
. GFI Metwoark, Server Monitor [JABC K <Folder: Specified in
B puafiouuation FAARC A <Felder> Specified in
B Monitoring Checks S Falder... <Folder> Specified in
=18 Program Configuiatio  C o yi bl Hnaek <Folder> Specified in
E|--- Uszerz and Group ———— -
Quick Start Wizard...
o -8 Users Refresh
c@ Groups
g Alerting Options
i General Options
------ Database Options
-5 Tooks
M- General 4| | j
|4 Folder(z). 0 Maonitoring Checklz] | |Number of IP=/Computers being monitored : 5100000 v

Screenshot 9 d Launching the Quick Start Wizard from the Tools Explorer window

Once ready, you can still make use of this wizard by launching it from File > New > Quick Start
Wizardor Ri ght Click on tomref ddomatioomdgnd&teciks Che T
window and go to New > 06Quick Start Wi zar do.

Running the Quick Start Wizard
1. Launch the 6Quiamki 81 arctk Winz&MNe& xt 6.
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Quick Start Wizard...

Step 1/9: Specily the 05 of the server(s] to monitor.
Specify the operating system of the zerver(z] which will be monitored.

S

5 Wwindows 2P

& windows 2003 Server
& Suze Linus
W Fiechat Linus

kandrake Linwe
Id Fedora Linus

¢ Back | MHest » I

Carnicel |

Screenshot 10 d Specify the OS of the target computer

2. Select the operating system installed on your target computer(s).

Quick Start Wizard...

Step 2/9: Specily the zervices the server(s] provide.
Specify the services mnning on the target server(s).

=

Fiaole | Dezcription

= Lf;'iMiu:ru:usu:uft “Windows Domain Foles

,_g., DMS Server
ED DHCP Server
G WINS Server
[Z] Application Server
f_:} Terminal Services
£ Print Server
- PJWEb Server
- iihjIIS “Web Server
O i:"JSMTF' Server
O #9web Server
O ©4FTP Server
= [ =] &pplication Firevsall
M1 154 Seneer 2004

[

¢ Back | MHest » I

Caricel |

Screenshot 11 d Specify the services provided by the target computer

3. Based on the operating system selection, GFI Network Server Monitor brings up a set of
applicable roles for that operating system. Select any additional roles that the target
computer(s) have within your network. Click on Next to continue.

Manual
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Quick Start Wizard...

monitored.

Step 3/9: Specily additional applications installed which need to be Lo
Specify third party applications which are running on the target zerver(s).

| Diezcription

I
o
m

= [E] EEiGFI Software Ltd.
| GFI LM guard 5.E L0,
GFI LaN guard M.5.5.
GFI LéNguard P.5.C.
[ [0 GFI L guard M.5.M.
(@] GFI web Manitr
[ [ GFI Faxmaker
O[] GFI MailE ssentials
O G Mailsecurity
GFI b aildsrchiver
= ™ Symantec

O & Horton Antivinus 2005
=4O [ﬂ M arman
=0

oS O P B [ OO B+ O

O [ﬂ M arman s Contral w5
PE Kazpersky Lab
O P& kazpersky snti-Vinus for Windows File ..

¢ Back | Hewt > I Cancel

Screenshot 12 d Specify additional applications that require monitoring
4. Select any additional important service applications installed on the target computer(s).

Quick Start Wizard...

Step 4/5: Specily the zerver[z] names ﬁ “

Specify for which computers the monitoring checks will be created:
TEST Server_3 Add

ThJazon Bemove
TEST Server 1
TEST Server 2

Select...

il

Impart....

1 The checks wil be created in this folder: [ <F oot Falder: |
Click. here to zelect a different falder recipient.

< Back MHewt » Carnicel

Screenshot 13 - Select target computers
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5. Specify the target computer(s) on your network which fit the options you selected (operating
system / roles / applications). Click on next to continue.

TIP: Use the 'Select’ button to choose from a list of computers detected to be running on your
network.

TIP:Use the oI mportd b u tatgetcompuber larnedsyifromn b ext file @lain o f
text file containing one computer name per line).

6 . Click on O6Finisho.

A default set of folders (one per target computer) containing the checks for that target
computer will be created.

3.3  Creating monitor ch ecks

To generate a new check, use the Create New Monitoring Check Wizard. This wizard asks you
for:

» The type of check to create

» The properties relevant for that type of check

» The target(s) to run the monitoring check against.

Example: Creating an ICMP Ping check

1.Right-cl i ck on the 6Monitoring Checks Configuration
wi ndow) and go on New > Monitoring Checké

Mew Check

Create new monitoring check.
Select which tupe of monitoring check you want to create.

Select which twpe of monitaring check do vou want to make:

Check Tvpe | D escription | -
= [ Metwark/rtemet protocol: and servi..
E:I HTTR/MTTP= Check the awvailability of HTTP and HT TP=...
i:l FTF Check the availability of FTF zites.
r.é:l IMAP Mailzerver Check the availlability of an IMAP server by, —
i:l HMHTF Mewszerver Check MMTP news servers by establizhing ...
E:I POP3 Mailzerver Check that the POP3 Server is running on t...
i:l SMTF Mailzerver Checks that the SMTP zerver running on k...
IE:I MTF Timezerser Check the availability of MTP time servers.
r.é:l DS Server Check DNS Server entries on a target com...
ICKMF Ping Check availability of a target computer(z].
r.é:l Genenc TCRAP Check local or remote zervers by challeng...
r.é:l Email Route Enzures that the email iz working properly b. .
= [I5NMP
r.é:l Generc SHMP The SMHMF GET meszage allows an inform....
I:Ir‘ﬂllnfnws.ljﬁ j

¢ Back | MHest » I Cancel |

Screenshot 14 - Select Type of Monitoring Check required

2. Select the type of monitoring check to create (e.g., if you want to check the availability of a
target computer, select 61 CMP Pingd). Click on 6N
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Mew Check

ICMP Ping o
Check, awvailability of a target computer(z]. @J

Ping the target machine and process the resultz returned.

Make zure you Iw vI ping the target computer|z).

Thiz check will fail if the following parameters are nok met;

Send |4 echo requestz. Ensure that at least |4 replies are received.
Timeaut [rmzec)] far each reply: ISEIEIEI

@ The 'Timeout' figld can be uged to monitar the responze time of a computer.

Click here to load a sample.

¢ Back | MHest » I Cancel

Screenshot 15 - ICMP/Ping check properties dialog

3. Configure the parameters to be used by the selected check. Click on 'Next' to continue. The
ICMP/Ping check requires the following parameters:

» Make sure youé. . pi ngdg Spetifiewhetrenrtieg eing witl sucteed or &ait if
a ping reply is received.

» Number of Echo requests to send i Specify the number of consecutive pings to be sent
(e.9. 4)

»  Minimum number of expected replies i Specify the minimum number of replies that must
be received in order for the check to succeed. (e.g., 4)

» Timeout (m.sec) for each reply i Specify the expected response time (in milliseconds). This
is the time that the check will wait for a response to an echo request (i.e., the time between
successive echo requests).

— | On a congested network, echo response packets may take longer than 3 seconds to be
—, delivered. To avoid false alarms, adjust the timeout value according to the traffic present
on your network.
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Mew Check

Select computers. .. Lo,
Specify for which computers this monitoring check will be created.

Specify for which computers thiz monitoning check will be created:

ISASERVER

THJASOMN

Hemove

Select...

Impaort...

i

¥ | Create the checks in a dedicated folder for every computer [Fecommended]

[ ] The checks will be created in this folder: [ <Foot Folders |
Click here to zelect a different folder recipient.

¢ Back MHest » Cancel
Screenshot 16 8 The Select Computer(s) dialog
4. Select the target computer(s) to ping.
TIP1: Youcanalsoenumer ate target computers by <clicking o
from where you can choose the required target computer(s).
TIP2:You can import the Ilist of target computers fr

make sure that the text file is in plain text.
5. Optionally, you can specify a short description for the new check(s) to be created.
6. Click on OFinishé to generate the | CMP ping ch

Different types of checks: Different properties

GFI Network Server Monitor ships with a selection of monitoring checks. Different monitoring
checks require different parameters to operate. The New Check Wizard asks you to specify the
parameters required by the selected check during its creation.
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Logon credentials

Some type of checks (e.g., IMAP, POP3) may require alternative logon credentials to the ones
used to log on to the target computer. When applicable you will be asked to confirm or specify
alternative logon credentials to be used for that check.

Mew Check

Logon Credentials... Lo,
Fleaze enter the logon credentials that will be used by thiz check,

[T Inhert authentication and access credentials fram parent folder [Fecommended)

The monitaring check will connect to the target machine(s) using:

£~ the security cortext of the account under which the NSk engine service iz unning
+ altemative credentials:

User name: IJaSDnM

Password: Ixxxxxxxxxxxxxxxxm1

" certificate authentication [LinusUniz logons]:

[Izer name: I

Certificate Hle; I _l

Hate: To monitor *Windows computers you need to specify alternative credentialz or uze the security
cohtest under which the N5M engine service is runhing.

T o manitor non-windows computers such as Linus machines you need to specify alternative
credentialz or a certificate authentication file.

¢ Back | MHest » I Cancel

Screenshot 17 - Logon Credentials dialog

As an example, the IMAP Mailserver check uses logon credentials to connect to the mailserver
and check its availability. In addition, this check also requires alternative credentials to
physically log on to target a mailbox (i.e., perform a mailbox authentication check) in order to
count the number of emails in a specific folder within this mailbox.

By default, logon credentials parameters are inherited from the parent folder. To specify
alternative credentials (e.g., for mail box access
password fromparent f ol der d option and configure according

Non computer specific checks

Some type of checks (e.g., http/https) are not computer-specific. While the web server may be
running on a computer in your domain, when querying a website, you will not specify the target
computer but the domain to query. When this is the case, you will be asked to select a folder
under which to put the newly created checks.
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Mew Check

Select T arget Folder Lo,
Select the folder in which the monitoring check will be created @J

Ligt of available folders:

=l I:l <Foot folder:
|:| ABC Lid
-] DEF Ltd

------ (1 ABC Id

Create new folder |

J HOTE: The check you selected to be created is not computer bazed [Does not require
_,.J} a target computer bo be specified].

¢ Back | MHest » I Cancel |

Screenshot 18 d The Select Target folder dialog

— | Refer to 'Configuring Monitor Functions' chapter for more information on the type of
.—.1 checks supported by GFI Network Server Monitor.

3.4  Configure monitor check properties

About monitor check properties

Monitoring checks require parameters which define
Frequencyd defines the time interval bet ween cons
parameters also pre-define the actions that GFI Network Server Monitor must trigger when a

check succeeds or fails (e.g. Alert parameters designate the type of alert to be sent, including

its recipient(s)). Parameters can be directly configured from the check properties or inherited

from the properties of the folder where the checks are stored. For further information on how to
inherit properties, please refer to the o6l nherit
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3.4.1 Configure general parameters

Properties - TMJASON - ICMP Ping can ping |

General |Eheu:k F'arametersl Logaon credentialsl .ﬁ.ctinnsl Dependenciesl Maintenancel

Check details

’:L/ Check Mame: ITMJ.-'i'-.SEIN - ICMP Ping can ping
Check Description; IEheck availahbility of a target cormputer(z).
T arget
_I. [ Inherit target computer from parent folder
:" The monitaring check will apply to the following computer;

HostnamedAR: | TMJASOM

Scan Freguency
[ Inhert scanning frequency from parent folder

Bur the monitoring check once ewveny:

|2 Iminutes j [rnirirnurm & zeconds]

Error Threzhald

[~ Inherit ermar threshold from parent folder

Consider thiz monitoning check. as a fall after:

IE EIrars

k. I Cancel | Apply

Screenshot 19 - Check properties dialog
To specify the general parameters of a monitor check (e.g., Check Name and Target Computer):

1.Right <c¢lick on the check to be configured and se
properties dialog will open in the 6General d tab.

2. Specify the following parameters:

» CheckdetailsdThe monitoring check name (e. g@nd 6Fi |l ese
relative function description (e.g. Ping the Fileserver to check if it is available).

» Target dThe name or IP address of the target computer on which this check will run (e.g.
FILESERVER or 192.168.1.10).

» Scan Frequency d The time interval between consecutive executions of this monitoring
check (e.g. Specify a scan frequency of 10 minutes, if you want to run this check every 10
minutes).

» Error Threshold 8 The number of consecutive times that this check must fail before an
action is triggered (e.g. Specify an Error Threshold of 3, to allow a check to fail 3
consecutive times, before the check is classified as failed and alerts, etc. are triggered).

;L Check failures occurring within the specified error threshold limit are known as errors.

.—21  GFIl Network Server Monitor only defines a check as failed when the number of errors
exceeds the error threshold. The error threshold is necessary to avoid continuous false
alarms, triggered by check timeouts, associated with slow network connections or
delays in connection in extremely busy targets (e.g. File servers and Mail servers)
during peak hours.

22| Configuring GFI Network Server Monitor Manual



3.4.2 Configure check (functional) parameters

The check functional parameters are the test settings that define the role of a monitoring check
(i.e., each type of monitoring check requires its own configuration settings and parameters). For
further information on functional parameter setups, please refer to the Configuring monitor
functions chapter in this manual.

Example: Configuring the functional parameters of a File Existence check.
GFI Network Server Monitor can check for the existence of a file. In this example, the monitoring

check will be setup tolookfora f il e called 6status.txtd.
Mew Check
File Exigtence Lo,
Check that the file exists, and optionally check i it containg a particular test. Eﬁ”

Check. that the file [UMC path]
IféNSMINST.-“-‘-.LLDIH?Q"-.EIrder.th |

{~ does not exist.
% exists,

v Eile must contain the following sting [not case senzitive):

vy, gfi. com

You can uge the Zcheck_target tag in the file path.

¢ Back MHest » Cancel
Screenshot 20 - File existence check parameters
1. Right c¢click on the check to be configured and
properties dialog will open in the 6General 6 tab.
2. Click on the 6Check Parametersd Tab and specif

» File (UNC Path) 8 The path to the file in UNC format (e.g. \\machine\monitor\status.txt)
that needs to be checked.

» Exists-Enable t he O6Exi std option to specify that thi
be successful.

» Fil e must dEnabtethis bphién.and specify the string that must be present in
the file in order for the check @aosfbel Gluccessf

3. Click on O6Applyd to accept the current configu

3.4.3 Define logon credentials

The logon credentials are the (logon) authentication details which a monitoring check requires
to connect to a target computer.
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L)

Computers running on Linux and Unix may require reference to a certificate
authentication (private key) file instead of the logon password. The certificate

authentication file is often required by the SSH module for authentication by

Linux/Unix computers.

L)

By default, GFI Network Server Monitor uses the same security context account used by
the GFI Network Server Monitor engine.

Properties - TMJASON - File EXistence file "%oNSMINSTALLDIR %o, Order.txt’

Generall Check Parameters  Logon credentials |.ﬁ.|:ti|:|ns| Dependencies Maintenancel

Logon credentialz

[ Inhert authentication and access credentials fram parent falder
T hiz maonitaning check will connect ta the target machine(z] wzing:

™ the security context of the account under which the M5 engine zervice iz

TLnRiRG
 altemative credentials:

W=er name: I

Bazsward; I

+ certificate authentication [LinusUniz logons]:

I zer narme: IJ azanbd

Certifizate file: IE:'&GFI_LNSS.cer
Mate: To monitar Windows computers you need to specify altermative credentials
ar uge the security contest under which the N5k engine zervice iz minhing.

T o monitor non-indows computers such az Linus machings you need to specify
alternative credenhialzs or a cedificate authentication file.

k. Cancel Apply

Screenshot 21 - Logon Credentials Setup Dialog

To setup alternative or certificate authentication credentials:

1. Right clickonthechec k t o be configured and select O6Pr
properties dialog will open in the 06General 6
2. Click on the ©6Logonnhetiraettbatication atl acéess tradentialsl f t
from Par e mopgtionfissdledted, insele ct it and Alemaive Cedentialed 6

optiono r  tClrtficate Authenticaton 6 opti on i nstead

3. Specify the user name (e.g., JasonM) and the password or the full path to the certificate file

(e.g., /etc/passwd/cert_file).

ope
tab
he

4. Whenready, clickon 6 Applyd to accept the current confi
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Alerts and actions

Properties - TMJASON - File Existence file "%oNSMINSTALLDIR %04, Order.txt’

Generall Check Parameters | Logon credential: — Actions | Dependencies Maintenancel

Alerts

A [ Inherit alert parameters from the parent falder
1~
- Specify the alert parameters to use on the occurrence of important events
during the monitoring of thiz check.

Settings... |

Run external file

= [ Inherit min external file parameters from parent falder

Specify the run external file parameters to use an the occurence of important
events duning the monitoning of this check.

Settings. ..

J

Reboot Computer # Bestart Services

[ Inherit reboot computerservices parameters from parent folder

Specify the reboot computer # restart zervices parameters bo uze on the
occurrence of impartant events during the monitoring of thiz check.

Settings... |

k. I Cancel Apply

Screenshot 22 - Actions Setup dialog

Actions refer to the activities which follow the occurrence of an important event, i.e., what

happens when a monitoring check meets a specified condition. GFI Network Server Monitor
supports the following actions:

» Alerts dSend messages to inform the recipient(s) of the event(s).

» Run an external file dLaunch an executable, batch or VBScript file when a particular
check fails.

» Rebooting a computer d Attempt to automatically correct a problem by rebooting the
target computer which has failed.

» Restarting services d Attempt to automatically correct a problem by restarting the
service(s) which have failed during a check.

Alerts
GFI Network Server Monitor supports email alerts., network alerts and SMS/pager alerts.
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Settings - Alerts |

Alerts
/v when the check fails:
= Send an email to: MSkadminiztrators
Send a network, message to; M5 kadminiztrators
Send a SMS meszage to: MSMAdrminiztratars

MOTE: Double click on alert type to zpecify recipients
Send failure alerts:

{* Only once after the failure

= Once every |1 minutes az long as the check continues failing.

[~ *when the check recovers from a failed state:

O 5end an email ta; <Mo Recipients Configured:
O 5end a nebwork meszage to: <Moo Becipients Configured:
[ Send a 5MS message to: <Mo Recipientz Configured:

HOTE: Double click on alert upe to speciiy recipients

k. I Cancel

Screenshot 23- Alerts Setup Dialog
These alerts can be sent in two situations:

»  When a monitoring check fails d after a configurable number of errors, the monitor check
is considered as failed.

» When a monitoring check has rdsinceGiMeewdork f r om t he
Server Monitor can recover a server/device, it can be useful to send an alert to the
operator to inform him/her that the previous error is no longer present.

About email alerts

To use SMTP email alerts, the GFI Network Server Monitor service must have access to an SMTP
compliant mail server. GFI Network Server Monitor also supports SMTP servers that require SMTP
authentication, such as the Microsoft Exchange\lIS SMTP server. SMTP AUTH is a protocol that is
used to verify that you are a user on the SMTP server. GFl Network Server Monitor is RFC 821 and
RFC 822 SMTP AUTH compliant.

— | GFI Network Server Monitor does not require IIS to support e-mail; it communicates
—1 directly to the SMTP server using the SMTP protocol.

About network alerts
GFl Network Server Monitorma kes use of O6Net Sendd (or O6Net Pop!l
network.

— | Only computers that support NetBIOS can send and receive network messages. NetBIOS
—.1 messages can be sent to users and/or computers.

About SM3pager alerts

GFI Network Server Monitor can send SMS messages through an SMS Center (via an attached
modem), directly through an attached GSM device (e.g., cell phone) or via a web-based SMS
gateway. When an SMS alert is to be sent through an SMS Center, GFI Network Server Monitor
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uses the modem to dial in to the SMSC provider and deliver the actual SMS message(s); most
countries have one or more SMSC service providers. When an SMS alert is to be sent via a web-
based SMS gateway, GFI Network Server Monitor generates an email containing all the alert
details. This email is then sent to the web-based SMS gateway where it is converted to an SMS
and forwarded to the intended recipient.

3.4.4 Configure alert parameters

Properties - TMJASON - File EXistence file "%oNSMINSTALLDIR %o, Order.txt’

Generall Check F'arametersl Logon credential:  Actions | Dependencies Maintenancel

Achons

4 |v dnhert alert parameters from the parent folder

=
— Specify the alert parameters o use on the oecurence of important exents
duririg the momitoring af thiz check.

Settings... |

Run extermnal file

= v Inherit min external file parameters from parent falder

Specify the run external file parameters to wae an the oczurence of imparkant
events durng the manitanng of this check.

d

Settings...

Feboot Computer # Festart Services
[+ Inhert reboot cormputerservices parameters fram parent folder

Specify the reboot computer / restart semvices parameters o uge on the
accurence af impartant events during the manitantg af this check,

Settings... |

k. I Cancel Apply

Screenshot 24 - Actions dialog with Inherit options enabled

1. Right click on the check to be configuredand sel ect O6Propertieso. By d
properties dialog will open in the 6General 6 tab.

2. Click on the d4Adteirdns @ lteaht. plafr atmeda ed&optiofis om t he

selected (see above screenshtoitng,s du nisre Itehcet Alte ratnsd
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Settings - Alerts

eneral |
Alerts
/v when the check fails:
= Send an email to: MSkadminiztrators
O 5end a nebwork meszage to; M5 kadminiztrators

O Send a 5M5 meszage to: MSMAdrminiztratars
MOTE: Double click on alert type to zpecify recipients

Send failure alerts:

{* Only once after the failure

= Once every |1 minutes az long as the check continues failing.

v *when the check recovers from a failed state:

iSend an email ko PS5 b drnimistratar

O 5end a nebwork meszage to:
O Send a 5M5 message to:

MOTE: Double click on alert type to zpecify recipients

<Moo Recipients Configureds
<Mo Recipientz Configured:

[ |

Cancel

Screenshot 25 - Alerts setup dialog
3. Choose the event for which alerts must be sent:

» Select 6When the check fwhdndverth® checkfailson t o send
» Sel ect O6When the check recovers from a failed
monitoring check recovers from a failed state.
4. Select the type of alert to be sent (e.@l, cli
alerts whenever this check fails).
Select users and groups... |
Available usersdaroups: Selected users/groups:
[ € HSHadministator | €52 NSMAdministrators
Add-» |
<- Hemove |
ak. I Cancel
Screenshot 26 d Configuring alert recipients
5. Double click on the users and/or groups that must be added to the list of alert recipients.
When all the intended recipients have been sel ect

the 6Conf i user

t o gur e
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=] Sel ectOnceéveryédéminut es as | ong as the omtibng @GNKY

\—.1 if this alert is to be sent more than once during the time that this check is in a failed
state. In this case specify the time interval (in minutes) required between each alert
sent. (e.g., Tosendan al ert every 10 minutes, sele
ti me interval ©Ouceauenkld minutes as brag ds thie éheck continues

fail)ingo

6. Click on O0Applyd to accept the current configu
3.4.5 Run an external file after an alert is triggered

Settings - Program Actions |

eneral |

Frogram Actions

:E Select which important eventz are of interest and which external filez bo run when they ocour:

¥ “w'hen the check faills execute the following list of files [exe. bat,.wbs):

File | FParameters | Add
hEmergencyhStop_dchivity exe ECHECK_TARGETX
Bemowe |

Rur the above file:
% Only once after the failure

" Once every I‘I minutes az long az the check continues failing.

[ “when the check recovers from a Failed state:

File I Farameters I

o \Emergencyt Start_Activity exe ¥CHECK_TARGETX '
Hemove |

k. | Cancel |

Screenshot 27 - Run External File setup dialog

GFI Network Server Monitor can be set up to launch executables, batch and/or VBScript files
whenever an important event occurs. This action is configured as follows:

1. Right c¢click on the check to be configured and
properties dialog will open in the 6General é tab.
2. Click on the Actions Tab. | f 1t méedit run external file paramet
option is selected, unsel ect it and click on 06Set
3. Specify the event condition during which the external file will be run:
» SelectdbWhen the ekhecktédai |l option to | aunch file
» Sel ect 6When the check recovers é6 option if vy

monitoring check recovers from a failed state.

4. Click on the respective 06AddBtobhafildtobeexauid speci
(e.g. c:\Error_folder\Capture_Error.exe).
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Settings - Program Actions - Specify file to execute

General
Specify the file to be executed. The file can be either 2 WEBS file or an
executable file such as BAT and EXE files.
File to execute:;
Iu::'xEmergenu:_l,l"-.Stu:up_.i'-.ctivit_l,l.e:-:e _l
Parameters to pazs bo the file:
I?SEHEEK_T.&HGETZ

Sypetem variables like ZCHECK_MAMEZ and 2CHECK_TARGET %
are zupported. Pleaze refer to the manual for all af the supparted
wvanables.

ok I Cancel

Screenshot 28 - File parameters dialog

If the file requires any parameters you can still pass them on the command line. You can also

pass such parameters through GFl Network Server Monitor, by specifying them in the

OParametersto passtothefile 8 fi el d. You can pass parameters 1in
variables like <%Date%> and <%CHECK_RESULT%>. These variables are then substituted to values

when the program or script is launched. For further information on variables, please refer to the

~

6Message Templ atesd section in the 6Global Al erti
5. Click on 6 OHWdo the tist af €ilds tatbb laumchedn t r

= | Sel ectOnceéveryéd. mi nutes as | ong as t h eoptiorhQNEYk
. —.1 if this file is to be launched more than once during the time that this check is in a
failed state. In this case specify the time interval (in minutes) required between the
consecutive execution of the files (e.g., To run a file every 5 minutes, select this
option and enter 650 i n t henceéwned minntds asrlong

as the check cntinues failingé

6. Click on O6Applyd to accept the current configu
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3.4.6 Restart computers/services after an alert is triggered

Settings - Services / Machine Restart

General |

Services ¢ Machine restart
YWhen the check fails:
[T Feboot the maching being checked

[+ Feboot the fallowing computer;

Hosthame/|F: |1 016313025 Select. .

v Restart the service(z] on the following computer

Hosthame//|F: ITMJ.-’-‘-.S oM Select. .

Service(z): I Add

_ Remove

“When specifying zervices to restart you can specify gither the intemal zervice name ar the
zervice dizplay name.

g

k. I Cancel

Screenshot 29 - Services / Computer restart setup dialog

GFI Network Server Monitor can be set to remotely reboot a computer or restart specific services
whenever a monitoring check fails (e . g . i f you candt ringgeuclUAN,goncah | S we
restart the W3SVC service). Configure this action as follows:

1. Right c¢click on the check to be configured and
properties dialog will open in the 6General d tab.
2. Click on the Actions Tab. If t h énhedit reboot computer/services parameters from Parent

folderbopti on is selected, unselect it and click on &

3. To reboot the comput erRebbeoiontg tchhee cckoentp,u tseerl ebceti ntg
option.

4. To reboot a specific computer:
(a) Sel Rebdotthe follwirty computer 6 opti on.

(b) Specify the name or IP address of the computer which will be rebooted (e.g.
MAILSERVER).

5. To restart the service(s) on a computer:
(a) Sel Restartthe sepsi cé(s) on the following computer 8 opt i on.

(b) Specify the name or IP address of the target computer on which the service(s) will be
restarted.

(c) Specify the internal or display name (e.g., DNS Client) of the service to be restarted
and cl i ck oesatthisAtdpddr everiRserpice which needs to be restarted.

6. Click on O6Applyd to accept the current configu

3.4.7 Set up dependencies

Dependencies are checks that define the availability of servers (e.g., ISA Server or Proxy Server)
and services (e.g., DNS Server or DNS Client) required by a target computer (i.e., on which a
target computer is dependent). The specified dependency check(s) must be successfully
executed before the other monitoring checks can be run.
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E.g., If you access the Internet through a Proxy Server, an ICMP Ping dependency check can be

set to check the availability of the Proxy Server, before executing HTTP/HTTPS monitoring

checks. If the dependency check fails, the HTTP/HTTPS check will not be run but will be
classified as a OFailure by Dependeed. For fu
pl ease refCheckoStheéedl ndicatorsd section i.n t

TIP: Use dependencies to avoid receiving a flood of alerts, when servers on which other
computers depend are down.

Properties - TMJASON - File Existence file "%oNSMINSTALLDIR %04, Order.txt’

Generall Check F'arametersl Logon credentialz | Action:  Dependencies Maintenancel

Dependencies

_1.;] [~ Inhent dependency checks from parent folder

L . . . .
== Plea cohfigure the dependencies lizk of this check:

[ il_E__nsure all of the following checks succeed prior ba running this check:

= Ensure one of the following checks succeed prior ta running this check:

Check Mame | Faolder Mame |
Q THMJASOM - ICMP Ping can ping  THJASOM

Add... Eemove

k. I Cancel Apply

Screenshot 30 - DependenciesSetup Dialog
To setup Dependencies:

1. Right c¢click on the check to be configured and
properties dialog will open in the 6General d tab.

2. Click on t hHe Tabe pirhefiddapdrdenejche c ks fr om Peoopteomt f ol
is selected, unselect it and choose one of the following dependency conditions:

» Select the 6Ensure all of the following checks
checks in the dependency list must be successful before this check is allowed to execute.

» Select the 6Ensure one of the following checks
least one of the checks specified in the dependency list must be successful before this
check is allowed to execute.

3. Cl i ck omchdbské thd éhecks Totbe included in the dependencies list and click on
6Sel ect o
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Select Monitoring Check(s)

Select monitaring check[z]:

b onitoring Check Mame | M anitoring Check Container -

E Jazan - Server Service

ﬁ jazont@gfi.com - Email Foute

Y[ HTTPHTTP: - wvaw.gfi.com

[ JASON - GFI LaMguard M5 M. 6.0 attendant
Q JASOM - GFI LAMguard H.5.M. BE.0 engine ze...
Q JASOM - Kazpersky Antiirus for Windows W
™[ JASOM - Event Log Service

f 450N - ICMP - Ping

ﬁ Jazan - Event Log Service
ﬂ jazont@gfi.com - Email Boute

™[ Jason - GFI MailE szentials Attendant
™[ Jason - GFI POP2E xchange

™[ Jason - GFI List Server

™[ Jason - GFI F&xmaker Health Check

R

ABC Ltd

ABC Ltd

ABC Ltd

05 and Services Checks
05 and Services Checks
05 and Services Checks
05 and Services: Checks
05 and Services Checks
05 and Services Checls
05 and Services Checls
GFl Applications

GFl Applications

GFl Applications
GFl Applications

"

Select I Cancel |

Screenshot 31 9 List of available checks

TIP: Multiple check selections are possibleby hol di

buttons.
4. Click on O6Applyd

ng down the OCTRLS®

to accept the current conf

3.4.8 Define maintenance schedules

Maintenance parameters define the times during which monitoring check(s) are not executed
i.e., during maintenance schedules. These schedules are set up to avoid receiving a flood of
alerts when target computers, codependent servers and/or respective services are undergoing
maintenance (e.g. during hardware/software upgrades and data backups).
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Properties - TMJASON - File EXistence file "%oNSMINSTALLDIR %o, Order.txt’

Generall Check Parameters | Logon credentialsl .ﬁ.ctiunsl Dependencies  Maintenance I

Target Maintenance and Operational Times

““”‘ﬁ [~ Inhert maintenance imes parameters fram parent folder

Indizate the operational times for the computer which iz being manitared by this
check:

21h 24h

Ml

00k 0%h

=
=2
-

03h

[
-
—y
o
=
o
=

E

LIRSS S |S ]S

flanday
Tuezday
wWednesday
Thur=day
Friday
Saturday
Sunday

A AN S KK
R AN A B BN K
A AN S KK
R AN A B BN K
LY AN AN BN YRS RN R

R KN A BN B RS RN
LY AN AN BN YRS RN R
R KN A BN B RS RN
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R KN A BN B RS RN R
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R KN A BN B RN RN
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R RN AN K R KN AS
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S
<
S
<

MOTE: Marked time intervalz are conzidered operational times. Unmarked
intervals are conzidered as times when the computer iz switched off or under
rmaintenance.

k. I Cancel Apply

Screenshot 32 - Maintenance schedule Dialog
To set up maintenance schedules:

1. Right click on the checktobe confi gured and select OProperties
properties dialog will open in the 6General d tab.

2. Click on the 6 Ma Inetit mairdenance tmed parfameteds fromtParent 6
f o | doptiorbis selected, unselect it and specify the operational/maintenance periods for the
target computer being monitored.

e.g., The screenshot above shows the maintenance schedule setup for a target computer which
is down between 21:00 and 23:00 hrs all week for data backups and between 8:00 and 12:00 hrs
every Saturday for hardware and software maintenance.

— | Marked (+) time intervals indicate operational times, during which the monitoring
—.1 check can be run.

3. Click on O6Applyd to accept the current configu

TIP 1: To mark/unmark a whole day, click on the name of the day (e.g., Monday) at the left of
the hours grid on display.

TIP 2: To mark the same hour for a whole week, click on E at the top of the column
representing the required hour.

3.5 Inheriting check properties

About property inheritance

In GFI Network Server Monitor, a parent folder is a folder which contains monitoring checks.
Parent folders have properties identical to those configured in monitoring checks. In fact, such
folder properties can be configured and then passed on to any/all checks contained in the
folder, i.e., they can b inherited.
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All properties except for the 6Check detail sd and
inherited from a parent folder. These include Scan Frequency, Logon credentials, Alerts, and

Maintenance parameters among others. For further information on parent folders, please refer

to the 0Chde cckh afpotledrerisn t hi s manual

3.5.1 How to set a folder to inherit properties from a parent folder

For a folder to inherit properties from a parent folder, selectthed 1 nher it €éé. from pze
f ol doptior§ present in the check properties that can be inherited.

To inherit the alert settings from a parent folder:

1. Configure the alert parameters on the folder. For moreinf or mat i on refer to the
folders chapter in this manual

2. Select the monitoring check(s) that will inherit the alert parameters. Right click on the
selection and choose ‘Properties'.

TIP: You can select and set up multipleche c ks si mul t aneously by hol ding
0SHI FTd button on the keyboard and selecting the

Properties - TMJASON - File EXistence file "%oNSMINSTALLDIR %o, Order.txt’ |

Generall Check F'arametersl Logon credentials  Actions Dependenciesl Maintenancel

Achons

[V inherit alert parameters from the parent falder

[~
— Specify the alert parameters o use on the oecurence of important exents
duririg the momitoring af thiz check.

Settings... |

Run extermnal file

= v Inherit min external file parameters from parent falder

Specify the run external file parameters to wae an the oczurence of imparkant
events durng the manitanng of this check.

Settings...

d

Feboot Computer # Festart Services
[+ Inhert reboot cormputerservices parameters fram parent folder

Specify the reboot computer / restart semvices parameters o uge on the
accurence af impartant events during the manitantg af this check,

Settings... |

k. I Cancel Apply

Screenshot 33 - Monitoring check properties - Actions tab setup

3. Click on the 6Actionsdobétaheand afteetwapadameser
parent dpoboh.der &

4. Click on O6Applyd to accept this configuration.

— | Itis not possible to set a folder to inherit the parameters of a single alert method (i.e.,
—.1 Yyou cannot inherit just the email alert parameters).
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3.6 Enable or disable checks

GFI Metwork Server Monitor 7.0 Hi=l
File  Toolz: Help

2 BE L RER(XED | F S

Tacls Explarer 2 | [Hame + [ Tupe [ State | Target Corn
GFI Metwark Server Monitar [_14pplication Checks <Folderz Inherited fra
=B Monitoring Checks Configuration [CJISASERVER <Folders Specified in
B+ ABC Ltd [CA08 and Services Checks <Folder> Inherited fro
G DEF Ltd e HTTRPAHTTPs L HTTP/HTTPs Disabled Mot uzed
(0 4BC kd B.Jason - Server E Services Dizabled Inherited fro
[ =z L %iason@gfi.com e Email Foute Dizabled Specified in
(2 Mew Falder
[Z7] Mew Falder! ut
e[ trnjason Copy
----- B Monitoring Checks Status Delete
E]--@ Program Configuration Rename
[]--:E Taoolz
I:I--{}g General Properties
4] | i
|3 Folder(z). 3 Manitaring Check[z] | |Number of IPz/Computers being monitored : B/100000 .

Screenshot 34 d Check Status display and relative options
GFI Network Server Monitor allows you to enable/disable existing monitoring checks.

The icon on the left of the check details will indicate its state:
T Monitoring check enabled.
- Monitoring check disabled

To enable a monitoring check:
Right click on the monitoring check and select 'Enable’.

To disable a monitoring check:
Right click on the monitoring check and select 'Disable’.

3.7 Testing checks for correctness

To verify that a check is properly configured, rightc | i ck on a check and sel

EJ Monitoring “JASON - ICMP Ping can ping”...

Proceszsing check...

Succeeded: Reply from JASON: time=0ms

HOTE: This is a dry run test to help set up the proper parameters for
the monitoring check. Ho email’sms/network notifications are sent
out when the "Monitor How..." option is used.

Whien this monitoring check will fail the following groups will be notified:

|Email Hotifications
MEMAdminiztrators

SMS Hotifications

MSMAdministrators

|Hetwork Hotifications
MSMAdministrators

Screenshot 35 - The 'Monitor Now' dialog
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— | When running a check through the ' Monito
—1 triggered whenever a check fails.

3.8  Move checks between existing folders

To move checks from one folder to another:
1. Select the check(s),ri ght <c¢cl i ck on the selection and select
2. Right click on the destination folder and select 'Paste’.

3.9 Copy checks from/to existing folders

To copy checks from one folder to another:
1. Select the check(s), ri ght <c¢cl i ck on the selection and select
2. Right click on the destination folder and select 'Paste’.
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4 Configuring monitor functions

41 Introduction

As soon as the new check wizard is triggered, you must select the required monitor function
from the extensive list of built-in functions included in GFI Network Server Monitor. This chapter
explains how to configure each built-in function as well as how to create custom monitor
functions using VB Scripts. GFl Network Server Monitor groups monitor functions according to
their respective role.

4.2 Network/Internet monitor functions

This group contains functions that are used to monitor Network/Internet protocols and services.

4.2.1 HTTP/HTTPs function

GFI Network Server Monitor can check for the availability of HTTP and HTTPs sites, through
specified ports.

GFI Network Server Monitor can be configured to go through a proxy server and to pass access
credentials when authentication is required. These credentials can be specified as part of the
GF I Net wor k Server Monitor Proxy Server parameter

Options® node. For more information on proxy seryv
Server settingsoGermreartdlontgpter.d rhed 6

Mew Check

HTTPMTTPs o
Check the availability of HTTP and HT TPz sites. @J

URL: http[=]./ Iwww.gfi.cum
[~ Use zerver verfication [https) for this site

" Check for availability only
(% Check that the page
{* containg the following best

" does not contain the following test

INetwurk Server Monitor

[~ Usze hittp web site authentication

MOTE: The credentialz to be uzed are specified in the next dialog.

[T Use prosy server

@ Iz a URL ztring like 'domainname. com: 1T010° to connect to a port ather than
the default port [port 80].
Click here ta load a zample.

¢ Back | MHest » I Cancel

Screenshot 36 - HTTP/HTTPS check parameters dialog

Should the HTTP/HTTPS site require authentication, GFl Network Server Monitor will pass the
username and password specified in the Logon Credentials of the monitoring check. For more
information on authentication details, please refer to the Logon Credentials section in the
6Conf i grur iNlegt W& r k Server Monitor®6 chapter
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An HTTP/HTTPs function requires the following parameters:

»

»

»

»

»

»

»

»

4.2.2

URL:http(s):// &Specify the location of the HTTP/HTTPS site in URL format (i.e.
http://server[:port]/path/... format).

Use server verification (https) for this site d Enable, this flag when logon credentials are
required to access the target site.

Check for availability only dEnable this option to check ONLY for the availability of a
target site.

Check availability dEnable this flag to check the availability of a target site as well as to
search its contents for a specific string.

Contains the following text dEnable this flag and specify the string to be searched for, in
the contents of the target site. If no match is found, the check will be classified as
failed.

Does not contain the following string dEnable this flag and specify the string to be
searched for, in the contents of the target site. If no match is found, then the check is
classified as successful.

Use http web site authentication dEnable this flag if the HTTP target site requires
authentication. This option will use the authentication details specified in the logon
credentials of the check properties.

Use proxy server dEnable this flag if the target web site is to be accessed through the
Proxy server.

FTP

GFI Network Server Monitor can check the availability of FTP sites through specified ports.

Mew Check

FTP o
Check the availability of FTP zites. @J

URL: ftp:f/ Iftp.gfi.u:-:um

[v ilze FTP site authenticatiore

MOTE: The credentialz to be uzed are specified in the next dialog.

[T Use prosy server

@ IJze a URL stnng like 'domainname. com: 8080 to connect to a port other than
the default port [part 21].

Click here toload a zample.

¢ Back | MHest » I Cancel

Screenshot 37 - FTPcheck parameters dialog
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GFI Network Server Monitor can be configured to go through a proxy server as well as to pass
access credentials to the specified FTP site should authentication be required.

» An FTP monitor function requires the following parameters:

» URL:ftp(s):// dSpecify the location of the ftp site in URL format (i.e.
ftp://server[:port]/path/... format).

» Use FTP site authentication dEnable this flag when logon credentials are required to
access the specified FTP site.

» Use Proxy server dEnable this flag if the specified FTP site is to be accessed through a
Proxy server.

4.2.3 IMAP Mailserver check

GFI Network Server Monitor can check the availability of IMAP mail servers. The IMAP Mailserver
check initiates a handshake connection to the remote IMAP port and through the replies
received, it can verify if the remote serveros
also be configured to physically log on to a specific mailbox and check for the number of emails
present in a folder within the accessed mailbox. This will verify that the IMAP service is indeed
running, accessible and delivering the service required to the end users. The IMAP check also
supports logon to the IMAP mailbox using SSL. Through SSL, you can secure the transmission

session by electronically authenticating each end of an encrypted transmission.

Mew Check

IMAP Mailzerver Check Lo,
Check the availability of an [MAP server by connecting and authenticating to @J

a railbox and retrieving the number af mails fram the IMAP folder.

Specify any additional parameters which GFI Metwork, Server Maonitor is fo uze to connect
to the IMAP Server on the target computer(z):

Pt I'I 43
TirneoLt; I?EIEIEI millizeconds

[T Bequires an enciypted connection (5501

b ailbox accezsibility
After successful connechion to the IMAP server, check the mailbox acceszibility
[+ Perform server authentication

Specify mailbax logon credentials in the nest dialag

[ §dail court in foidet [Inbox less than >|j1o

| (3) Click here to load a sample.

¢ Back | MHest » I Cancel

Screenshot 38- IMAP serve check parameters dialog
The IMAP check requires the following parameters:

» Port dSpecify the TCP port to be used when connecting to the IMAP mail server (IMAP
default port is 143).

» Timeout dSpecify the connection timeout in milliseconds. The check will fail if a
connection is not established before the specified timeout passes.
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» Requires an encrypted connection (SSL) dSelect this option if you want to encrypt the

data during transmission.

» Login to mailbox dSelect this option if you want to physically check whether a mailbox on

your mail server can be logged on to.

» Mail count in folder - Select this option if you want the check to fail/succeed based on

the number of emails present in a folder on the IMAP server. In addition, you must

specify the:
IMAP folder name (e.g. Inbox)

Logical compar.i
tod, Ol ess than
a specified value.

S
0

on
, 01

oper
ess

The value (i.e., the number of emails) to which the retrieved count will be

compared.

—| When the 6Login to mai

| boxd

option

i S

s e

—.1 so that this check can remotely log on to the mailbox on your IMAP server. The New

Check Wizard automatically prompts you to configure these alternative credentials
(i.e., the user name and password) during the creation of this check. After the check
has been created, you can make changes to alternative credentials from the Check
properties dialog > 6Logon

4.2.4 NNTPnews server availability

Credent i

al

s O

GFI Network Server Monitor can check NNTP news servers by starting a handshake connection on
the remote TCP port (normally port 119). By handshaking, GFI Network Server Monitor can verify
that the remote server's NNTP protocol is online and functional.

Mew Check
MHTF Newszserver
Check MMTP news servers by establishing a connection on the remote TCP
port.
Open a connection ko the target computer(z)] on paork: {119 [Lzually port 113]

[T Send command when connected:

[+ Besponse must include the fallowing sting [not case sensitive]:

|2nu

Timeout; I?EIEIEI milizeconds

@ I the ‘Port’ field, enter a walid TCP port number.

The default Timeout' value iz suitable for most connections. Change the

timeout value far servers that have slow responze time.

¢ Back

MHest »

Cancel
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Screenshot 39 - NNTP Server checkparameters dialog

An NNTP news server availability function requires the following parameters:

» Port dSpecify the TCP port number to be used when connecting to NNTP news server.
(NNTP Default port is 119).

» Send command when connected dEnable this flag to send a specified command as soon as
the connection is established.

» Response must include the following string d Enable this flag in order to check if the
response message contains a specified string.

Normally a response from NNTP servers i1

» Timeout dSpecify the number of milliseconds before the function will timeout. Usually, a
connection to the server will be established within 1 second. However, some slow/busy
servers need more time. Default value is set to 7000 milliseconds.

425 POP3Mailserver check

GFI Network Server Monitor can check the availability of POP3 mail servers. The POP3 Mailserver
check initiates a handshake connection to the remote POP3 port and through the replies
received, it can verify if the remote serveros
also be configured to physically log on to a specific mailbox and check for the number of emails
present in a folder within the accessed mailbox. This will verify that the POP3 service is indeed
running, accessible and delivering the required service to end users. The POP3 check also

supports logon to the POP3 mailbox using SSL. Through SSL, you can secure the transmission

session by electronically authenticating each end of an encrypted transmission.

Mew Check

POP3 M ailzerver - Mailbox Check Lo,
Check, that the POP3 Server iz running on the target computer(z). Can also @J

be uzed to check the number of emails i a mail bos.

Specify the settings which will be used to establizh a connection to the POP3 server:

Part: ||'| 10
Timeout; I?EIEIEI millizeconds

[~ Bequires an enciypted connection S50

b ailbox acceszsibility
After succezsful connection to the POP3 zerver, check the mailbox accezsibiliby

[+ Perform server authentication

Specify mailbox logon credentials in the nest dialog

[V Mail count in folder |less than o

| (3) Click here to load a sample.

¢ Back | MHest » I Cancel

Screenshot 40 - POP3server check parameters dialog
The POP3 Mailserver check requires the following parameters:
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» Port dSpecify the TCP port to be used when connecting to the POP3 mail server (POP3
Default port is 110).

» Timeout dSpecify the connection timeout in milliseconds. The check will fail if a
connection is not established before the specified timeout elapses.

» Requires an encrypted connection (SSL) dSelect this option if you want to encrypted the
transmission (i.e. establish a secure session by electronically authenticating each end of
an encrypted transmission).

» Login to mailbox dSelect this option if you want to verify mail box authentication on your
mail server.

» Mail count in folder - Select this option if you want to count the number of emails in a
POP3 mail box. In addition, you must specify the:

Logical comparison operator: State if the

co

6l ess thanté, o6l ess than or equal tod, Ogreat

specified value.

The value (i.e., the number of emails) to which the retrieved count will be compared
to.

=] When the 06Login to mailboxd option is se|
.—.1 so that this check can remotely log on to the mailbox on your POP3 server. The New
Check Wizard automatically prompts you to configure these alternative credentials
(i.e., the user name and password) during the creation of this check. After the check
has been created, you can make changes to alternative credentials from the Check
properties dialog > 6Logon Credential so

42.6 SMTP Mailserver check

GFI Network Server Monitor can check the availability of SMTP mail servers. The SMTP Mailserver
check initiates a handshake connection to the remote SMTP port and through the replies
received, it can verify if the remote serveros
also be configured to physically log on to the server (where applicable) and gain access to the

SMTP service. Once logon is authorized, the SMTP check can also send a physical test email to a
target email address. This will verify that the SMTP service is indeed running, accessible and
delivering the required service to end users.

The SMTP check also supports logon to the SMTP server using SSL. Through SSL, you can secure
the transmission session by electronically authenticating each end of an encrypted transmission.
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Mew Check

SMTP Mailserver Check

Checks that the SMTP server mnning on the target computer(s) accept

autgaing email requests.

N

Specify the settings that will be uzed to establizh a connection to the SMTP server:

Port: |25
Timeout; I‘I Qooo millizeconds

[~ Bequires an enciypted connection S50

Server funchionality

After succezsful connection to the SMTP zerver, check the server's functionality

[+ Perform server authentication

Specify mailbox logon credentials in the nest dialog

[+ Send an email ko one or more recipients:

IJasu:un@.i'-.B CLtd. com

| (3) Click here to load a sample.

¢ Back

MHest » Cancel

Screenshot 41 - SMTP servercheck parameters dialog

The SMTP Mailserver check requires the following parameters:

» Port dSpecify the TCP port to be used when connecting to the SMTP mail server (SMTP

Default port is 25).

» Timeout dSpecify the connection timeout in milliseconds. The check will fail if a
connection is not established before the specified timeout elapses.

» Requires an encrypted connection (SSL) dSelect this option if you want to encrypted the
transmission (i.e. establish a secure session by electronically authenticating each end of

an encrypted transmission).

» Login to mailbox dSelect this option if you want to verify mail box authentication on your

mail server.

» Send an email to one or more recipients dSelect this option if you want to verify your

SMTP
the sender and
—| When the 6Login

=

t o

s sfungtiemality by sending a test email to particular recipients. To specify
recipient(s)

emai | addr ess,

ma i | b o tivé credentials evill be requirede

so that this check can remotely logon to the mailbox on your SMTP server. The New

Check Wizard automatically prompts you to configure these alternative credentials
(i.e., the user name and password) during the creation of this check. After the check
has been created, you can make changes to alternative credentials from the Check

properties dial

4.2.7 NTP Time Server availability

0g

>

6Logon Credential sd

Most of organizations use a time server to ensure accurate time settings. The NTP protocol is the
protocol used to synchronize times between workstations/servers, and external time sources.

Manual
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GFI Network Server Monitor uses NTP to check the availability of internal and external time
sources.

Mew Check

HTP Timeserver Lo,
Check the availability of HTF time servers. @J

Thiz check only requires the name of the target computer|z].

Click Megt to procesd.

¢ Back | MHest » I Cancel

Screenshot 42- NTP Time server check parameters dialog
The NTP function requires NO parameters.

4.2.8 DNS server check

The DNS server checkecandbeagpa speai DNS éerver a
specified (expected result) value. In addition, you can also specify how this check will interpret

the result after comparing the value returned by the DNS server to the parameter specified in

the GRleov@mal uesdo field.

For exampl e, h

t check can read the O6A reco
i f it i ncludes ed t

i s doé (
the I P address specifi i n e

r
h e X
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Mew Check

DNS Server Lo,
Check DS Server entries on a target computerz). @J

Check. that the DMS zerver on the target computer|z] returmnz all of the specified values.

Type af record: I.-'-‘-.ddress [& record) j

Host/Diomain to query: Iwww.guugle.cnm

Result processing:

Becord walues: IEEIEI.21 FRIAN3

Irterpretation of walues: IFir‘u:I all of the specified values, ignore other walues j

@ The DMS zerver check supports querying for multiple return walues, which can be
zpecified by separating the values with a comma [, The check will fail both if an
unknowh valug is found or elze if ane of the specified values is not found.

¢ Back MHest » Cancel

Screenshot 43 - DNS servercheck parameters dialog
The DNS server check requires the following parameters:

» Type of record dSpecify the record type which needs to be defined by the DNS server.
This can be an A record or any other record type present in the drop down list.

» Host/Domain Name to query dSpecify the hosthame or domain that you wish to resolve
(E.g., www.google.com).

» Record values 8 Specify the expected return value(s). This is the value/string which will
be compared to the value returned by the DNS Server (i.e., the return value).

» E.g., If an A record type was selected, the check will query the DNS server to resolve the
I P address of the host/ domaitno sgpueecriyfd efdi elnd .t hTe
should return one or more IP addresses which will be compared to the IP(s) specified in
the 6Record Valuesd field.

Since a DNS query can return more than one IP address, this check allows you to specify
multiple return values separated by a comma (,) e.g., 209.217.53.213,66.172.16.32.

L)

» Interpretation of values dSpecify how this check will interpret the result after comparing
the returned value to the parameter specified i n t he 6Record values?d

E. g., I f you select OFind al/l of the specified
check will fail only if the returned value does not entirely match to the value specified in
the 6Record valuesd field.

4.2.9 ICMP/Ping

The ICMP Ping function checks the availability of a remote host by sending ICMP Echo commands
and waiting for the response from the host.
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— | Although local hosts should normally respond to ping requests within milliseconds, an
. —.1 ICMP timeout failure doesn't necessarily mean that the remote host is actually
functioning beyond its ability to echo packets.

Mew Check

ICMP Ping
Check, awvailability of a target computer(z]. @

Ping the target machine and process the resultz returned.

Make zure you Iw vI ping the target computer|z).

Thiz check will fail if the following parameters are nok met;

Send |4 echo requestz. Ensure that at least |4 replies are received.
Timeaut [rmzec)] far each reply: ISEIEIEI

@ The 'Timeout' figld can be uged to monitar the responze time of a computer.

Click here to load a sample.

¢ Back | MHest » I Cancel

Screenshot 44 - ICMP/Ping check parameters dialog
The ICMP/Ping function requires the following parameters:

» Make sure youé. . pi ngoSteH e ctt ardgCeatn dc thengheskpgserc i f vy

successful if the server repl i e sthattbechebkdailspi ng.

if the server replies to the ping.
» Number of Echo requests to send dSpecify the humber of pings to be sent.

» Minimum number of expected replies dSpecify the minimum number of replies that must
be received for the check to be successful.

» Timeout (m.sec) for each reply dSpecify the expected response time (in milliseconds).
This is the time that the check will wait for a response to an echo request (i.e. the time
between successive echo requests).

4.2.10 Generic TCP/IP check

GFI Network Server Monitor can check local or remote server connections by challenging a
specific port. The challenge will involve connecting to the target computer, sending it a
sequence of bytes and analyzing the information received.
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Mew Check

TCP/IP o
Check local or remote servers by challenging a specific port,

Open a connection o the target computer(z] o part; IEEI

[T Send command when connected:

[T Besponse must include the fallowing sting [not case senzsibve]:

Timeout; I?EIEIEI milizeconds

@ In the 'Part’ field, enter a walid TCP part number.
The default Timeout' value iz suitable for most connections. Change the
timeout value far servers that have slow responze time.

Click here tao load a sample.

¢ Back | MHest » I Cancel

Screenshot 45 - TCRHIP check parameters dialog
A TCP/IP check requires the following parameters:

» Port dSpecify the TCP port nhumber of the protocol to be checked, by default port 80.

» Send command when connected dEnable this flag to send the specified command as soon
as the connection is established.

» Response must include the following string d Enable this flag in order to check if the
response message contains the specified string.

» Timeout dNumber of milliseconds before the function will timeout. Usually, a connection
to the server will be established within 1 second. However, some slow/busy servers need
more time. Recommended value is 7000 milliseconds.
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4.2.11 Email Route che ck

Step 2: Send test email via SMTP o
Port :‘1
N\ (<
iy .-r“-\___.. 1
SMTP Server
Specific  interval  which _
should allow enough time Forward test email
for the test email to be to destination

processed and delivered (o ~ ~ mailbox
destination

Step 3: Verify test email delivery using
POPIIMAP

POP3/IMAP
Server

Server running GF| Network Server Monitor
Figure 1 6 Email Route check operation
The Email Route check verifies if your email services are working properly; it does so by sending
a physical email through a target SMTP server and checking for the arrival of the test email in a
mailbox on a target POP3 Server.

Mew Check
Email Boute Check Lo,
Enzures that the email iz working properly by sending an email through an
SKMTP Server and verifies that it arives to the destination POP3 mailbox,

Send email to;

Iiasu:un@gfi.u:u:um Configure. .

Through the SMTF Server:
|3.;I:H ECK_TARGET % Configure. ..

il

Check that the email amives to destination through the fallowing POP3/AMAR Server:

|°/;EHEEK_T£-\HI3ETZ Configure. .. |
Check email delivery every |3|:1 Iseu:u:unds j
Eail if email iz not delivered within |5 Iminutes j

v Delete zent email once delivery iz confirmed

| (3) Click here to load a sample.

¢ Back | MHest » I Cancel

Screenshot 46 - Email Route check dialog
To configure the Email Route check, you must specify:
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pi e email address. Fo
r t

» The senderds and S
he 6Configuring the

r
these parameters r
section.

eci nt o

ef e o t

» The SMTP server through which the test email will be sent (i.e., the SMTP server to be
checked). For more information on how to configure these parameters, refer to the

6Configuring the SMTP Server detail sd& section

» The POP3/IMAP server through which the test email will be delivered (i.e., the
POP3/IMAP server to be checked). For more information on how to configure these
parameters, refer to the 6Configuring the POP3

» The frequency at which this check will verify if the test email was delivered to the
destination mailbox. This means that if you set the check email delivery value to 30
seconds, this check will access the destination mailbox two times per minute until the
email is found or until the (test) email delivery is timed out.

—| You cannot configure a 6Check email del i
—.1 specified timeout value.

» The test-email delivery timeout value. This is the time during which the check will verify
if the test email was delivered to the destination mailbox. In other words, this is the time
allocated for the test email to travel between the SMTP server and the destination
mailbox. If the email is not delivered to destination within the specified time, a timeout
occurs and the Email route check will fail.

» Optionally, GFI Network Server Monitor can delete the test email once the delivery is
confirmed. To automatically delete the test en
delivery is confirmedd opt ioecheaktparametersdiabog.t om o f

—_ | The Email Route check is successful ONLY if the test email is present in the destination
.—.1 mailbox. This means that on heavy-traffic or slow networks, you must configure enough
delay between the sending and the verification of delivery stages to allow enough time

for the test email to arrive to destination.

— | Make sure that the email client of the recipient (i.e., the person to whom you have
\—.1 addressed the test email) is not open. Otherwise, the test email might be immediately
downloaded from the POP3/IMAP server to the client before the delivery verification
takes place, hence causing the check to fail. A separate mailbox which is used only by
GFI Network Server Monitor should be used.
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Configuring the senderd6s and recipientds emai

Recipient and email format |

eneral |

_%  Specify the recipient and format of email to be sent
_% through the SMTP Server.

Erom:

Ial:u:@gfi.u:u:um

Tor
Iwr:-:@gfi.n::n:nm

Subject;

IS MTF Server testing email

Meszzage body:

Thiz mail haz been zent by GFI Mebwork, 5 erver Manitar o test
the functionality of an SMTF Server to send email,

@ Email meszages are sent in plain text format.

k. I Cancel

Screenshot 47 - The test email detail s dialog

Click on the 6Configured button of the relevant

» FromoSpecify the sender6s email address (i . e.

email will be sent).

» TodSpecify the recipi.enthe@mail acovant Where the tes¢t email ( i
will be sent).

Subject & (Optional) Specify the text to be included in the subject field of the test email.

»
» Message d (Optional) Specify the text to be included in the message body.
= Test email messages can only be sent in plain text format.
—
When all required details have been specified,

Route check properties dialog.
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4.2.12 Configuring the SMTP Server details

Server Information

General l

% Specify the settings of the SMTP server to which a
a connection will be establizhed

Hest name/IP: |%CHECK_TARGET X%

Pot: 25
Timeout; 3000

[ This gerver requires an encrypted connection [S5L1]
v Outgoing zerver [SMTRP] requirez authentication

" Uze credentials set in the folder/check

(+ Uze the following credentialz:

User name: |WFI><

xxxxxxxxxxxxxxxxxxxx:1

Pazzword:

k. | Cancel

Screenshot 48 - SMTP Server configuration dialog
Click on the 6Configured button of the relevant

=] The O6Host name/| P& parameter contains th
.—.1 connection will be established. This parameter cannot be changed and it is configured
to acquire its value from the ¥CHECK_TARGET% variable. This variable takes its value
directly from the Target Computer field in the Check properties. This means that you
must specify the correct Target Computer details (i.e., the hostname/IP of your SMTP
server) in the Check properties > General tab. Otherwise the check will fail since it will
not know which target to query.

» Port dSpecify the TCP port through which the connection will be established. The SMTP
Port is by default set to 25.

» Timeout & Specify the connection timeout value. This value defines the time interval
required for a connection to take place. If the connection is not established within the
specified time period, a timed out will occur and an error is generated. By default, this
value is set to 3000 milliseconds

» This server requires an encrypted connection (SSL) dSelect this option if you want to
encrypted the transmission (i.e., establish a secure session by electronically
authenticating each end of an encrypted transmission).

» Outgoing server (SMTP) requires authentication dSelect this option if your SMTP server
requires authentication before the transmission takes place. In addition, you must state
the alternative credentials that this check will use by selecting one of the following
options:

» Use credentials set in the folder/check dSelect this option to use the authentication
details specified in the check properties >
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» Use the following credentials & Select this option to specify the additional credentials to
be used for authentication (i.e. User name and password).
jj‘ The New Check Wizard automatically prompts you to configure alternative credentials
.—.1 during the creation of this check. After the check has been created, you can make
changes to alternativecredent i al s from the check propet
Credential sd tab.

When al l required details have been specified,
Route check properties dialog.

Configuring the POP3/IMAP Server details

Server Information

General l

% Specify the settings of the IMAP/POP2 server bo which a
a connection will be establizhed

Tvpe: [P AP ~

Hoszt name/IP; |?:;EHEEK_T.¢-.FH3ET?; Select...
Fart; W

Timeot; IW

| This server requires an encrypted connection [S5L1]

Outgoing zerver [IMAP/POP3] requires authentication:
" Uze credentials zet in the folder/check

{« |ze the following credentialz:

User name: |WFH><

Pazsword: | xxxxxxxxxxxxxxxxxx

é‘j The host namesP can be zet to XCHECK,_TARGET %
20 that the target will be the folderd/check target.

k. | Cancel

Screenshot 49- POP3/IMAP Server configuration dialog

Click on 6Configured and specify the foll owi

ng
» Type dSpecify the type of mail server that you want to connect to i.e. POP3 or IMAP.

» Hostname/IP &Specify the name/IP address of the POP3/IMAP server to which this check
will connect. By default, this parameter is configured to acquire its value from
%CHECK_TARGET?Y variable. This variable gets its value directly from the Target
Computer field in the check properties. If required, specify an alternative target or use

the 6Selectd button to choose the required
servers on you network.

— | When using %CHECK_TARGET%, make sure that you specify the correct Target Computer
. —.1 details (i.e., the name/IP of your POP3/IMAP server) in the check properties > General
tab. Otherwise the check will fail since it will not know which target to query.
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» Port dSpecify the TCP port through which the connection will be established. By default
this parameter is set according to the valu
is selected, 993 if | MAP i s sel ecntstdldpedifm t he
other port numbers by inputting them directly in the provided field.

e S
T

(@}

» Timeout dSpecify the connection timeout value. This value defines the time interval
required for a connection to take place. If the connection is not established within the
specified time period, a timed out will occur and an error is generated.

» This server requires an encrypted connection (SSL) dSelect this option if you want to
encrypted the transmission (i.e. establish a secure session by electronically
authenticating each end of an encrypted transmission).

» Use credentials set in the folder/check dSelect this option to use the authentication
details specified in the check properties > 0L

» Use the following credentials dSelect this option to specify additional credentials (i.e.
User name and password) for authentication.

;L The New Check wizard automatically prompts you to configure alternative credentials
.—.1 during the creation of this check. After the check has been created, you can make
changes to alternative credentials from
Credential sd tab.

When all the required details have been specified, click OK to save and return to the Email
Route check properties dialog.

4.3  SNMP monitoring checks

4.3.1 Generic SNMPfunction

GFI Network Server Monitor can check local or remote server connections by challenging a
specific port. GFl Network Server Monitor carries out this function by connecting to the target
computer, send it a sequence of bytes and analyze the response received.
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Mew Check

SHMP

wariable on a remate computer or device.

The SHMP GET message allows an information request about a specific @J

Connect to the SMMP agent on the target computer(z] uzing the following parameters:

Cormnrmunity String: Ipul:-liu:

YWhen connected perform the following querny:

QI [Object 1D]: |1.3.E.1.2.1.1.5.EI

DID Data must be: |Equal To | rasoN

@ The DID field can be indicated by phyzical name [ike: 1.3.61.2.1.1.5.0ar
1.36.1.41.771.41.0)

¢ Back | MHest » Cancel

Screenshot 50 - SNMP check parameters dialog

The SNMP (Simple Network Management Protocol) GET message allows the Network Monitor
Engine to request information about a specific variable on a remote computer or device. Upon
receiving a GET message, the agent will issue GFlI Network Server Monitor Engine a GET-
RESPONSE message containing either the information requested or an error indicating why the

request cannot be processed.
An SNMP function requires the following parameters:

» Community String 8Specify the SNMPc o mmuni ty stri

» OID (Object ID) dSpecify the Object ID. This is a unique identification tag, which could be
either an alphanumeric name or the physical name (long numeric tag), used to distinguish

each variable in SNMP messages.

ng to

be use

» OID Data type dSelect the data type to be used from the available dropdown list. The
following are valid/supported data types: Bit Stream, Counter, Integer, IP address,
Object Identifier, Opaque String, String, Time Marks and Unsigned Integer.

» OID Data must be dSpecify an OID data value and select the operand to be used to

compare the actual SNMPv al ue against the

ol

oD D

ata Val

operands include Equal To, Not Equal To, Less Than, Less or Equal To, Greater Than,

Greater or Equal To.

4.4  Windows OS generic checks

4.4.1 Generic VB Script

The VBscript function allows you to create custom checks using VBscripts. For more information
about writing scripts, please refertot he 6 Wr i ting your
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Mew Check

YBSchnpt Lo,
Ilze your own function in WB=script az a monitoring check.

Scrpt location: IE:"-.P'ru:ugram FilezhGFI\Metwark, Server Monitar B.0NScript | L. |

WB Function to execute: IEetEpuLlsage

W8 Function parameters [Double click on the parameter line to zpecify a value far it]

Parameter | W alue | D'ezcriptian | -
51 ZCHECK_TAR... | Pasz on Tamget Computer M ame

&p2 "CPUD" Fazz on CPU number
m Ilzage Threshold valus

ol

5 b
6 |

Edit zcript. .. |

@ [MPORTAMT: String parameter values must be encloged into double quotes [,

¢ Back | MHest > I Cancel

Screenshot 51 - VBscript check parameters dialog
A VBScript function requires the following parameters:

» Script location dSpecify the path to the required VBScript file. The script should contain
the function specified in the Function name field and should return True (-1) in case of
success, or False (0) in case of an error.

» Function name dSpecify the function that GFI Network Server Monitor service will be
calling from the specified script file.

Edit Parameter |

Parameter value: |3;E:HE|:K_mHGETz |L|

Farameter description; ITarget Computer Mame

@ String parameter values muzt be encloged into double quates [,

k. I Cancel

Screenshot 52 - Parameters dialog
» VB Function Parameters dIn the parameters list, specify any additional parameters

required by this function. During check execution these parameters will be automatically
passed on to the VB script in the order specified in the VB Function Parameters list. To
add a parameter, double click on the position/row where you wish to add this additional
parameter and specify the required values in the parameters dialog. Parameter values
can be specified as a string, number or can be passed on through system variables (e.g.
%USERNAMEX).
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Strings must al ways be specified within

dll|

— | You may make changes to the selected script file by clickihngont he &6 Edi t s«
. —.1 button.

=] The o0Generic Secure Shell (SSH) Checko6
.—.1 password or Private Key file) to connect (authenticate) and run SSH scripts on a remote
Unix-based target computer. These credenti a
Credential sé tab available in the proper:
on |l ogon credentials, please refer t faguring

GFlI Network Server Monitord chapter.

4.4.2 OS Object Performance Counter

The OS Object Performance Counter establishes the performance of an operating system object
available on the target computer by checking its properties.

Mew Check

05 Object Performance Counter Lo,
Checks properties related to an operating system object on the target

computerz] to determine the perfarmance of an applicatian,

Performance object; I.NET CLR Data |

Performance counter: Iﬂ Bytez in all Heaps

Ingtance name: I_GI:::I::aI_

Walue must be; IGreater Than j |1 ]

¢ Back | MHest » I Cancel

Screenshot 53 - OS Object Performance Counter check parameters dialog
The parameters required for this function are:

Performance Object dClick on the _‘ button to display the list of available objects.
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Performance Counter Selection |

Show Performance counters applicable o

* the local computer

" another computer: I j Befrezh Counters |
Performance object: I.NET CLR Memary j
Ferformance counter: Ferformance instance:

# GC Handles

hzm_attendant,
# Gen 0 Collections namui

# Gen 1 Collections M Sk websry

# Gen 2 Collections

# Induced GC

# of Finned Objects

# of Sink Blocksz in uze LI

Selected Perfarmance Counter D escription:

Thiz counter iz the zurm af four ather counters; Gen 0 Heap Size; Gen 1
Heap Size; Gen 2 Heap Size and the Large Object Heap Size. Thiz counter
indicates the current memory allocated in bytes on the GC Heaps.

k. I Cancel

Screenshot 54 - Performance Counter - Object Selection Dialog

1. Specify the target computer containing the object/performance counters that need to be

shown by selecting one of the following options:

» Select& hi s computer® to us
computer.

e

t

he performance

» Sel ect 6 anot lmspecifyothegampwar Bame to use performance counters

available on another computer.
2. Select from the avail abl

e

check the memory performance of the specified computer).

dropdown | i st,

3. Select the Performance Counter to be used. (e.g. Available bytes dshould determine the
amount of physical memory in bytes available for system use / process allocation).

» Value must be dSelect the operand that will be used for comparing the Performance

Counter value to the comparison value specified.

» Comparison Value dSpecify the value with which the performance counter value will be

compared.

4.4.3 Command Line executable output

This function checks the text output of a command line tool / application in order to determine

if it is functioning correctly.
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Mew Check

Command Line Executable Output

Checks the test output of a command line tool to determine proper @J
functioninig of the target computer(z].

Bun the file at location: IE:RWindnws'\SystemSE\F'ing.e:-:e |

with the following parameters: Iwww.gfi.cum

The check wil zucceed if the command line output af the above executable

{+ containg the shing specified below:

" does not contain the sting specified below:

Feply

| @ Click here taload a zample.

¢ Back | MHest » I Cancel

Screenshot 55 - Command Line Output check parameters dialog
The parameters required for this function are:

» Run the file at location &Specify the complete path to the command line tool file which
must be executed (e.g.C:\Windows\System32\Ping.exe).

»  With the following parameters o Specify additional parameters required by the specified
tool (e.g. the IP address / name of host to which the ping will be sent).

» Contains the following text dEnable this flag and specify the string to be searched in the
command line output. If a matching string is found, the check will be classified as
successful.

» Does not contain the following string dEnable this flag and specify the string to be
searched for, in the command line output. In this case, if ho matching string is found the
check is classified as successful.

4.4.4 Process Properties (Memory/CPU/Handles etc.)

This function checks for properties related to a process running on specified target computers.
Such checks include % processor usage, % user time consumed, % privileged time consumed,
number of handles, number of threads, physical memory and virtual memory in use by
application.
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Mew Check

Process Properties [Memory/CPU/Handles etc.] Lo,
Checks properties related to a running process on the target computerz).

Check that the: | % proceszar time j uzed by the process Ie:-:plu:urer

iz smaller than j |2EI

@ MOTE: When zpecifying the process to maonitor 00 NOT include the process
extenzion, e.0. instead of "explorer. exe’’ enter 'explarer.

¢ Back MHest » Cancel

Screenshot 56 - Process Properties check parameters dialog
The parameters required for this function include:

» Check t haSelect theesgstem resource that will be checked from the dropdown

list.

» Used by the process dSpecify the name of the process to be checked.

» Operand dSelect the operand and specify the value to be compared with the result.

4.5  Windows operating system checks

45.1 EventLog

= This monitor function requires WMI to be installed on the computer running GFlI
—.1 Network Server Monitor as well as on the computer being monitored. The monitor

function will create a VBscript, which uses WMI, with the parameters you specify in the
check parameters dialog. WMI is only available on Windows 2000 and higher computers,
so this monitor function can only be used if both the GFI Network Server Monitor
computer and the computer to be monitored are running Windows 2000 or higher.

GFI Network Server Monitor can read Windows Event logs on local or remote computers and can

search their contents for specific Event Sources, Categories, Event ID's, etc..
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Mew Check

EventLog

Check if a zpecified Windows event waz generated on a target computer(s].

Guery the following event log;  |Application j
Thiz check will faill when an exent with the below properties Iis found j
Event ID: |44, 512
Event tppe: [ Infarmation [T warning [~ Emor

[¥ Success audit v Eailure audit

Event sounce: I

Ewvent categony: I

Lzer: I

[T Description containg sthing:

[¥ Check only events which happened in the last IEEI minutes.

“'ou can specifty several event IDs separated by comas [e.g. 576.640).

¢ Back | MHest » Cancel |

Screenshot 57 - Event log check parameters dialog
It can also look for specific patterns in the description of an event as well as notify the system
administrator if one of the events occurred within a specific period of time (e.g. You can check
if a message from your antivirus software has been posted in the Application Event Log during
the last 30 minutes. An Event Log function requires the following parameters:

»

»

»

»

»

»

»

»

»

Query the following event Log dSelect the log File to be checked, from the dropdown
l'ist. Available Il ogs include 6Apeprelatedbog (lkend, 06 S

DNS, Exchange, etc).

Thi s c¢check wiobpecify véhéether thihcheak wéll fail when an event having

the specified properties is found or vice versa.

Event ID dSpecify an event ID. GFl Network Server Monitor will filter events that match

the specified ID (i.e. filter events by ID).

Event Type dEnable the event types that will be filtered and checked from the event logs

(i .e. filter events by type e.g.

enabl

e

OWar ni

Event Source dSpecify event sources that must be filtered from the logs (i.e. filter events

by source).

Event Category dSpecify event categories that must be filtered from the log (i.e. filter

events by category).

User dSpecify the name of the user whose events are to be filtered (i.e. filter events by

user).

Description contains string d Specify the string to search for, in the file contents (i.e.

filter event by content string).

Check only events which happened in the last x minutes & Specify this value to filter
events occurring during the specified period of time (i.e. filter events by time of

occurrence).
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= Use (*) wildcard to indicate all/any criteria.

=

45.2 File Existence

GFI Network Server Monitor can check for the existence of a particular file on a target computer
as well as search its contents for particular strings. This is particularly convenient when checking
for results of scheduled batch jobs and other logging information.

Mew Check

File Ezistence Lo,
Check, that the file existz, and optionally check i it containg a particular test.

Check. that the file [UMC path]
IféNSMINST.-“-‘-.LLDIH?Q"-.EIrder.th |

" does not exist.
% exists,

[+ Eile must contain the fallowing sting [not case sensitive]:

vy, gfi. com

You can use the Zcheck_target® tag in the file path.

¢ Back MHest » Cancel

Screenshot 58 - File existence check parameters dialog
A File Existence function requires the following parameters:

» File (UNC Path) dSpecify the path to the file which is to be checked in UNC format (e.g.
\\server\share\today_job_results.txt).

» Does not exist dEnable this option to check if the file exists. In this case, the check fails
if the specified file is found.

» Exists - Enable this option to check if the file exists. In this case, the check succeeds if
the specified file is found.

» Filemustcont ai n d&sable thinftag and specify the string to be searched for in
the existing file contents. In this case the check will succeed only if the file exists and
the specified string is present in the file contents.

4.5.3 Disk Space

GFI Network Server Monitor can check for free disk space on local and remote computers. Alerts
can be sent whenever hard disk space falls below a specified value in order for you to take
proactive actions before running out of disk space.
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Mew Check

Disk Space
Check, for free digk space on a target computer(z).

Check that the Drive IM vI o the target computers]

{~ does not use more than the following hard disk space:

% haz at least the following free hard disk space;

[1024 | B =

| @ Click here to load a sample.

¢ Back | MHest » I Cancel

Screenshot 59 - Disk space check parameters dialog
A Disk Space function requires the following parameters:

» Check t hat oSeleea th®disk drigeéto be checked.

» Does not use more than the following hard disk space d Enable this option and specify the
maximum disk space that can be used. The monitoring check will fail if the specified disk
limit is exceeded.

» Has at least the following free hard disk space dEnable this option and specify the
minimum amount of free disk space required on the target computer. The monitoring
check will fail when disk space is below the specified (minimum) value.

45.4 Services

GFl Network Server Monitor can monitor services on local and remote computers by checking if
their status equals to "Running”.
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Mew Check

Services
Check, if zervices are running on a target computer(z).

Check that zervice

% with interal name
[internal identification af the service. Displayed in the "Service Mame" field located in
the General tab of the service properties. ]

" with display name
[Displaved inthe "Display Mame" field located in the General tab of the service
properties. |

T Itestsewice

State: IIs Funning j

To access zemvice properties : Start > Settingz > Contral Panel » Adriniztrative
Tools > Services. Double click on the service pou want to monitor.

¢ Back MHest » Cancel

Screenshot 60 - Services check parameters dialog
A Service monitor function requires the following parameters:

»  With internal name dEnable this option to check for services having an internal
identification / name identical to the string specified in the NAME field. The Internal
identification is the 6Service Named displayed
properties.

»  With display hame dEnable this option to check for services having a display name
identical to the string specified in the NAME field. The display name can be seen in the
General dialog of the service properties.

To view the internal and display name of a service:

_—_.v,]

1. Go on Start > Programs > Administrative Tools > Services.

2. Double click on the service to open the properties dialog. The Service and Display names are
shown in the general dialog.

DNS Server Properties (Local Computer)

General | Log On | Fecovery | Dependencies

Service name: DHS

Dizplay name:

Eeseiaie Enal:ule_s DHS l:lients_h:u rezolve DN_S names by -
= & angwering DMNS queries and dynamic DHS update

Screenshot 61 d DNS ServerService and display name
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455 CPU Usage

;L This monitor function requires WMI to be installed on the computer running GFI

.—.1 Network Server Monitor as well as on the computer being monitored. The monitor
function will create a VBscript which uses WMI with the parameters you specify in the
check parameters dialog. WMI is only available on Windows 2000 and higher computers,
therefore this monitor function can only be used if both the GFI Network Server Monitor
computer and the computer to be monitored are running Windows 2000 or higher.

GFI Network Server Monitor can check the processor usage status on Windows based target
computers. You can setup alerts and trigger other actions (e.g. run an external file) whenever
the load of a specific processor exceeds the maximum usage allowed.

Mew Check

CPU Uszage
Check global CPU uzage on a target computer(z). @

M axirmurm glabal CPU wzage allowed: IEEI 4

Proceszar | CPUO j

Requirez Ml on the monitoning and target computer(z].
Click here toload a sample

¢ Back | MHest » I Cancel

Saeenshot 62 - CPU usage check parameters dialog

A CPU Usage function requires the following parameters:

» Maximum global CPU usage allowed & Specify the (maximum) % CPU usage allowed on the
target computer.

» Processor & Specify which CPU will be checked. CPUOQ is the default value for computers
having one processor.

4.5.6 Directory/Folder Size

GFI Network Server Monitor can check the disk space used by a directory / folder on target
computers. You can use this function to implement a disk control / quota system, which notifies
you when a specific folder exceeds the maximum size specified.
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Mew Check

Folder Size Lo,
Check, dizk space used by a folder on a target computerz). @J

Check. that the zize of the folder [including subfolders]:

IE:'\WindDws _I

does not exceed the following size:

[1024 KB =l

(&) *ou can use the Zcheck_target’ tag in the folder path.
Ize thiz function ta implement an effective, but low cost quaka sustem.

¢ Back MHest » Cancel

Screenshot 63 - Directory Size check parameters dialog

The Directory Size function requires the following parameters:

» Directory Name dSpecify the path to the folder/directory in UNC format (e.g.
\\serverO1\public\docs) which needs to be monitored.

» Directory size limit dSpecify the maximum size in KB, MB or GB allowed for this
directory.

45.7 File Size

GFI Network Server Monitor can check for the size of particular files on local and remote
computers. You can use this function to monitor the size of files (e.g., Outlook .pst files) and
generate alerts whenever these files reach or exceed the specified size.
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Mew Check

File S5ize
Check the zize of afile on a target computer(z].

Check. that the zize of the file:

IE:'\WindDwanDtepad. EMe

does not exceed the following size:

[1024 KB =l

Y'ou can uge the Zcheck_target tag in the file path.

¢ Back

MHest »

Cancel

Screenshot 64 - File size check parameters dialog

The file size function requires the following parameters:

» File name 6 Specify the path to the file in UNC format (e.g. \\serverO1\public\docs.txt)

which needs to be monitored.

» File size limit dSpecify the maximum size in KB, MB or GB allowed for this file.

4.5.8 LDAP query

68| Configuring monitor functions

— | GFI Network server monitor can verify if LDAP Services are available on target
\—.1 computers by querying the rootDSE for the relative information.
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Mew Check

LDAFP Query
Check, the statuz of the LDAP zervices on a target computer(s]. @

Thiz check iz used to monitor the status of the LDAP zervices offered by the target
computerz].

MOTE: Thiz check does not take any parameters.

[t will automatically connect to the target computer(z] and check for the availability of the
LOAP quening services by creating an actual quen object far the roatDSE af war
directany zemvice.

tore Infarmation:

RootD5SE iz defined az the root of the directary data tree on a directary zerver. The
purpoge of the mootDSE is to provide data about the directary server including itz
capabilities and configuration.

WARMIMG: Thiz check iz bazed on a script which requires ‘Wl ta be installed
or both thiz computer and the target computer.

¢ Back |

Cancel |

Screenshot 65 - LDAP Query checkparameters dialog
No Setup parameters are required for this check.

4.5.9 Physical disk conditions check

— | This monitor function requires WMI to be installed on the computer running GFI
—.1  Network Server Monitor as well as on the computer being monitored.

GFI Network server monitor can check the physical condition of the disk drives mounted on
computers running windows operating systems.
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Mew Check

Physical Disk Conditions checks

Check the physical health of the disk dives on the target machinelz] running @J
Windows.

Thiz check does not take any parameters. [Ewill check the phyzical health of the digk
drives on the target computer(z] running Windows.

@ WARMNIMG: This check iz bazed on a soript which requiresz ‘Wl to be installed on
biath thiz computer and the target cormputer.

¢ Back | MHest » I Cancel

Screenshot 66 - Physical Disk check parameters dialog
No parameters are required for this function.

4.5.10 Printer availability

GFI Network Server Monitor monitors the availability of network printers by checking their status
definition. Supported status definitions include 'Running’, 'In Test', 'Power Off', 'Offline’, and
'PowerSave’ | f the Printer Buahioalgdwee mgShandfdetvworkt o 06
Server Monitor will consider this printer as being down. You can configure this function to send

alerts to the recipients concerned, whenever a printer is down.

— | To run this check, you must configure the printers to be monitored as network printers
.—.1 on the target computer.
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Mew Check

Printer Availability
Check, the statuz of a printer connected to a target computer(z).

Printer Dizplay Mame az dizplayed on the target computer[z] [no LUMC):
HP_BP_THJASOM

@ I the ‘Printer Digplay name' figld, uze the printer dizplap name az defined an the
remate computer(z], for instance: HP Lazerd et BL.

WARMIMG: Thiz check iz bazed on a script which requires ‘Wl to be installed on
both this computer and the target computer.

¢ Back | MHest » I Cancel

Screenshot 67 - Printer availability check parameters dialog

The Printer Availability rule requires the following parameter:

» Printer name d&Specify the name of the network printer to be monitored.

= Specify the same printer name used on the network (e.g. HP4P_onJMPC).

=7

4.5.11 Process Running

;L This monitor function requires WMI to be installed on the computer running GFlI

.—.1 Network Server Monitor as well as on the computer being monitored. The monitor
function will create a VBscript which uses WMI with the parameters you specify in the
check parameters dialog. WMI is only available on Windows 2000 and higher computers,
therefore this monitor function can only be used if both the GFI Network Server Monitor
computer and the computer to be monitored are running Windows 2000 or higher.

GFI Network Server Monitor can check for processes running on local and/or remote computers.
If a process is active, then the target computer is considered to be available.
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Mew Check

Process Bunning
Check that a process iz running on a target computer(z).

Check. that the following process iz mnning:

Ie:-:plu:urer.e:-:e

[include process extenszion e.g. explarer. exe]

@ WARMIMG: Thiz check iz bazed on a script which requires 'l ta be installed on
bath thiz computer and the target computer.

Click here ta load a sample.

¢ Back | MHest » I Cancel

Screenshot 68 d Running Processcheck parameters dialog

A Process monitor rule requires the following parameter:

» Processd Specify the module name of the process which needs to be monitored. For
instance: alerter.exe, or explorer.exe.

4.5.12 Users and Group membership

;L This monitor function requires WMI to be installed on the computer running GFlI

.—.1 Network Server Monitor as well as on the computer being monitored. The monitor
function will create a VBscript which uses WMI with the parameters you specify in the
check parameters dialog. WMI is only available on Windows 2000 and higher computers,
therefore this monitor function can only be used if both the GFI Network Server Monitor
computer and the computer to be monitored are running Windows 2000 or higher.

GFI Network Server Monitor checks groups and group memberships for unexpected/unauthorised

members which could make your system vulnerable to attacks (e.g. intruders in the Domain
Admins group).
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Mew Check

Uszers and Groups Membership
Check group membership on a target computer(z].

Specify the authorized members of a group:

Domair: |GF|MALm
Growp: INSM.-'—‘-.dministratu:urs
Lllowed members Jasontd, Andretd|

[zeparated by commasz]:

@ Only the names in the Allowed memberz’ list are suppozed to be members of the
group. | other uzers are found in the group, the check wil fail,

Ize thiz check to be alerted if paur netwaork, waz compromized and an
intruder adds himself to an administrative group.

WwiARMIMG: Thiz check iz bazed on a zoript which requires Wl and ADS| [Active
Directory Service Interface] on both this computer and the target computer(z).

¢ Back | MHest » I Cancel

Screenshot 69 d Users and Groupscheck parameters dialog
The User and Groups membership function requires the following parameters:

» Domain dSpecify the name of the domain in which the group is present (e.g. GFIMALTA).
» Group dSpecify the name of the group to be checked (e.g. Domain Admins group)

» Allowed members dSpecify the name of the members that are allowed in this group.
Separate each member by commas (e.g. JasonM, NickG, AndreM)

4.6  Windows applications checks

4.6.1 Generic ISA Server check

;L This monitor function requires WMI to be installed on the computer running GFlI

.— Network Server Monitor as well as on the computer being monitored. The monitor
function will create a VBscript which uses WMI with the parameters you specify in the
check parameters dialog. WMI is only available on Windows 2000 and higher computers,
therefore this monitor function can only be used if both the GFI Network Server Monitor
computer and the computer to be monitored are running Windows 2000 or higher.

GFI Network Server Monitor can monitor the status of ISA Services on target computers.
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Mew Check

I5A Server
bonitors the statuz of the 154 server services.

Thiz check iz used to monitor the status of the [SA Server services on the target
computerz].

Specify the werzion of the |54 Server inztalled on the target computer[z):

Specify the operational mode af the |54 Server inztalled on the target computer(s]);
" |ntegrated / Firewall
{* Cache

@ [f the |54 Server mode iz et to Cache, the Firewall zervice will not be manitared.

WARMIMG: This check iz bazed on a zcript which requires ‘Wl to be installed on
both thiz computer and the target computer.

¢ Back | MHest » I Cancel

Screenshot 70 - ISA Server check parameters dialog
The parameters required are:

1. Specify the ISA Server version installed on the target computer.

» 2000 o0 Enable this option, if your target computer has ISA server 2000 installed.

» 2004 dEnable this option, if your target computer has ISA server 2004 installed.
2. Enlami egibat ed ord Crai cidpeedictd spedify the operation mode of the ISA
Server installed on the target computer.

— | If the ISA Server operation mode is set to Cache, the Firewall services will not be
— 1 monitored during this check.

4.6.2 Generic Exchange Server check

jj‘ This monitor function requires WMI to be installed on the computer running GFl

\—.1 Network Server Monitor as well as on the computer being monitored. The monitor
function will create a VBscript which uses WMI with the parameters you specify in the
check parameters dialog.

GFI Network Server Monitor can monitor the status of Exchange services and performance
counters running on a target computer. Supported performance counters include: Information
Store performance counters, Mailboxes performance counters, Public folders performance
counters, and SMTP service performance counters. Alerts and actions can be triggered whenever
the performance of Exchange services runs low.
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Mew Check

Exchange Server

Check the statuz of the Exchange services, and the most important @J
performance countars.

Thiz check iz used to monitor the status of the Exchange zervices and related
impartant perfarmarnce counter on the target computer(z].

Specify which Microsoft exchange zerver verzion is installed on the target computer(s]:

" Exchange 2000
{* Exchange 2003

WARMIMG: Thiz check iz bazed on a script which requires ‘Wl ta be installed
or both thiz computer and the target computer.

¢ Back |

Screenshot 71 - Exchange server check parameters dialog
The Exchange server check requires the following parameters:

Cancel |

1. Specify the MS Exchange Server version installed on the target computer(s):

» Exchange 2000 dEnable this option if the target computer is running Exchange server
2000.

» Exchange 2003 dEnable this option if the target computer is running Exchange server
2003.

4.6.3 Generic MS SQL/ADO check

GFl Network Server Monitor uses ADO (ActiveX Data Object) to check for the availability of
Microsoft SQL databases. It provides a DSN-less connection to a variety of databases, like MS SQL
and MS Access.
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Mew Check

M5 50L FADD o
Ilzes AD0 to check availability of Microzoft SOL databaszes. @J

Connect to the target MS SOLAADD Databaze using the following Connection String:

Provider=SHOLOLEDE. 1 ;Persist Secunty Info=Falze;Uzer ID=za:Initial
Catalog=databazel Data Source=sglzerer

"Ww'hen the connection iz establizhed perform the following queny:

gelect ® from tablel

@ The check requires the quern to be successfully executed for it to succeed.
kare infarmation on connection string: can be obtained from
hittp: A A, conne chionistring & com

¢ Back MHest » Cancel

Screenshot 72 - MS SQL/ADO check parameters dialog
An MS SQL / ADO function requires the following parameters:

» ADO Connection String & Specify the ADO connection string which will be used to connect
to the SQL Server/Data source.

» Query dSpecify the SQL Query which will be triggered when connection is established.

— | For more information on SQL/ADO connections strings, please visit
— 1 http://www.connectionstrings.com

47 Windows OS databases checks

47.1 Generic 60DBC

GFI Network Server Monitor makes use of ODBC to check for the availability of a variety of
databases. Major database systems that support ODBC include: Microsoft SQL Server, Microsoft
Access, Microsoft Excel, Oracle, FoxPro, Paradox, SyBase, Informix, Openlingres, InterBase,
Progress, IBM LANDP, DB2 and AS/400.

— | To monitor a database via ODBC, you must first setup a System DSN entry to the

—.1 database you wish to monitor on the server running GFl Network Server Monitor.
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€ 10DBC Data Source Administrator |

UserD5SH  Systerm DSH | File DSH I Driversl Tra-:ingl Connection F'-:u:ulingl About I

System Data Sources:

M arne | Diriver | Add.. |
SADSH Systemdnalyzer MuSOL Driver

CROREY3E CR Oracled +3.6 Bemove |
CRSS SOL Server

CR¥MLVIE CH XML v36 Configure... |

i artbuwind

Microzoft Access Driver [*.mdb]

An ODBC System data zource stores information about how to connect o
the indicated data provider. & Svstemn data source is visible to all users
on thiz machine, including MT services.

k. I Cancel | Sy | Help

Screenshot 73 - ODBC administrator with sample database configured
A system DSN entry is setup as follows

1. Go to Administrative tools > Data Sources (ODBC) to launch the ODBC administrator.
2. Click on the 06System DSN&6 tab then click on O0A

— | I't is important that you select 6System
— 1 will not have access to the data source/database.

0ODBLC Microsoft Access Setup |

Data Source Hame: IN-:urthwinu:I

E

Dezcription; ITest [ atabaze
Cancel |
— Databaze
Databaze: C:h . SWBIEAWWIND MDB Help

Create. . | Bepair... Compact... |

ik

Advanced...

— Suztem D atabaze

¥ Mong
" Databaze:

System Database...

Optianzs > |

Screenshot 74 - ODBC setup with sample database

3. Select a database driver suitable for the database you wish to monitor (e.g. for an MS Access
database choose Microsoft Access Driver (*.mdb)).

4. In the ODBC setup dialog, specify a data source name (e.g. MY_Dbase) and select the
database you wish to monitor. I'n this example we
0600KOd to add the data source.
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Mew Check

ODEC o
Ilze ODBC to check for availability of a databasze. @J

Thiz check tnes to make a connection to a database configured az a Data source
iti the ODBC Data Source Administrator on the local computer.

ODBC DSM name:  |initodbe

@ The target computer field for this check iz not wilized. The check is performed
an the server running NSk,

The check will quemn the DSH entriez on the local machine. DSMHs can then
point ko any remote databaze as well az contain login and password
credentialz inzide the DSH itzelf. Lagin and paszward figlds are optional.

QDBC Data Source Administrator can be acceszzed from Start > Settings »
Contral Fanel = Adminiztrative Tools > Data Sources [ODBC]

Click here to load a zample

¢ Back | MHest » I Cancel

Screenshot 75 - Generic ODBC properties
The ODBC check requires the following parameter:

» ODBC DSN name Specify the ODBC data source name (e.g. Northwind).

48 Terminal Services checks

4.8.1 Terminal Services Port Check

GFI Network Server Monitor can check if Local or Remote servers have their terminal services
port enabled. This is done by establishing a handshake connection on the remote TCP port (by
default port 3389) of the target computer.
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Mew Check

Terminal 5ervices: Port Check Lo,
Check that Terminal services are running on the specified port.

Open a connection o the target computer(z] o part; IESEEI [Lzually port 3389]

[T Send command when connected:

[T Besponse must include the fallowing sting [not case sensitive]:

Timeout; I?EIEIEI milizeconds

@ In the 'Part’ field, enter a walid TCP part number.
The default Timeout' value iz suitable for most connections. Change the
timeout value far servers that have slow responze time.

¢ Back MHest » Cancel

Screenshot 76 d Terminal Services: Port Check parameters dialog
A Terminal Services check requires the following parameters:

»

»

»

Port dSpecify the TCP port number which will be used for communicating with a target
computer. The default TCP port is 3389.

Send command when connected dEnable this option to send the specified command as
soon as connection is established.

Response must include the following string d Enable this option and specify the string
which must be present in the response. The default response for SMTP servers generally
includes: 062006.

Timeout dSpecify the number of milliseconds before the function times out. Usually, a
connection to the server is established within 1 second. However, some slow/busy servers
need more time. Recommended value is 7000 milliseconds.

Terminal Services checks must run under a Local or Domain Administrative account.

=7/ Failure to run this check under such security contexts will cause this check to fail with

the error: "Failed to establish a terminal server connection”.

4.8.2 Terminal Services Physical Logon Check

GFI Network Server Monitor can check for the availability of Terminal Services by simulating a
remote user session on the terminal server of the target computer.
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Mew Check

Terminal Services : Physical Logon Check
Checks the availability of Terminal Services by creating a uzer sesszion on the @
termitnal server on the target computer(z].
BDF file: IE:'&Windnws'\.D efault.rdg |

Timeout: IEEI zeconds

@ Thiz check applies to *Windows Server 2003 operating zystem.

The M5 Engine zervice needs ta run under an adminiztrative account security
context.

¢ Back | MHest » I Cancel

Screenshot 77 d Terminal Services: Physical Logon check parameters dialog
The parameters required by this function are:

» RDP File dSpecify path were the Remote Desktop Protocol (RDP) file is located (e.g.
C:\Documents and Settings\<relative user folder>\Recent\default.rdp).

» Timeout dSpecify the number of milliseconds before the function times out. Usually, a
connection to the server is established within 1 second. However, some slow/busy servers
need more time. Recommended value is 7000 milliseconds.

— | The RDP file is generated by the Remote Desktop connection client whenever a remote
.—.1 session is established (e.g., Default.rdp). This file contains properties and parameters
relative to the remote connection session made, including authentication details and
display settings which are used during each remote session.

— | Terminal Services checks must run under a Local or Domain Administrative account.
—.1 Otherwise, these checks will fail with error: "Failed to establish a terminal server
connection".

4.9  Linux/ Unix OS generic checks

4.9.1 Generic Secure Shell (SSH) Check

The SSH Check function allows you to create custom monitor functions which can be remotely
executed on Unix/Linux based computers through the Secure Shell (SSH) service running on that
computer. Secure Shell, sometimes known as Secure Socket Shell, is a Unix-based command
interface and protocol for securely getting access to a remote computer.
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Mew Check

Genernic Secure Shell [55H] Check Lo,
Ilze your own S5H soript as a monitoring check. @J
Script file: IE:"\F'rngram Filezh\GFINMetwark, Server Manitar FhScriptshdaemons . |
Arguments:

Argument | Yalue D escription

%CHECK_TAR. .

Target Cornputer Mames

Edit script... |

¢ Back | MHest » I Cancel

Screenshot 78 - SSH check parameters dialog
A Generic SSH Script Check requires the following parameters:

» Script file dSpecify the path to the SSH script file which will be used by the monitoring
check to test the specified target computer(s).

Edit Argument |

Argument walue: EZCHECK TARGETE |E|

Argurnent description: IThe target computer name

k. I Cancel |

Screenshot 79 - The parameters dialog

» Arguments dlIn the arguments list, specify any additional parameters required by this
function. During check execution these parameters will be automatically passed on to the
SSH script in the order specified in the arguments list. To add a parameter, double click
on the position/row where you wish to add an additional argument and specify the
required values in the parameters dialog. Parameter values can be specified as a string or
can be passed on through system variables (e.g. SUSERNAME%).

— | Strings which contain spaces must be spe:
—A Servero.

— | Youcan make changestothe sel ected script file by cl

—.1 button.
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—=| The o0Generic Secure Shell (SSH) Checko6
\—.1 password or Private Key file) to connect (authenticate) and run SSH scripts on a remote
Unix-based target computer. These credenti a
Credential sé tab available in the proper:
on | ogon credentialbkbogpheacredemrtfical $@ ¢ &

GF I Net wor k Server Monitor® chapter.

4.10 Linux/Unix Operating System Checks

4.10.1 File existence Check

GFI Network Server Monitor can search for specific files in a target computer running on Linux or
Unix (e.g. you can use this check to look for scheduled batch job results. If the file exists, you
will receive a confirmation stating that the scheduled batch jobs have been executed). You can

also search the contentsof anexist i ng file for a specified string (
ofailedd strings in the results file of schedul ed
successful).
Mew Check
File Ezistence Lo,
Check, the existence of the file and/or zearch for pattemns/stings in the file @J
itzelf.

Check. that the file

I.-"etu:.-"passwd

% does not exist.
{ exists.

[T Eile muwst cantain the fallowing sting [not case sensitive];

¢ Back MHest » Cancel

Screenshot 80 - File Existence check parameters dialog
A File Existence function requires the following parameters:

» File (UNC Path) dSpecify the complete path to the file (e.g. /etc/password).

» Does not exist dEnable this option to check for file existence only. In this case, the check
fails if the specified file is found.

» Exists - Enable this option to check for file existence only. In this case, the check
succeeds if the specified file is found.
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» Fil e must c odtnable this flagahdrspeaify the string to be searched for in
the existing file contents. In this case the check will succeed only if the file exists and
the specified string is present in the file contents.

4.10.2 CPU usage Check

GFI Network Server Monitor can monitor the CPU usage of a target computer running on Linux /
Unix. This function uses a Linux shell script to determine, via SSH, the global CPU usage and can
send alerts or trigger actions when the processor usage exceeds the specified CPU usage limit.

Mew Check

CPU Uszage e
Check global CPU uzage on a target computer(z). @J

M axirmurm global CPU wuzage allowed: IEEI 4

IJzez a Linux shell scrpt wia S5H to determine the global CPU uzage.
Click here toload a sample

¢ Back | MHest » I Cancel

Screenshot 81 - CPU usage setup window
A CPU Usage function takes the following parameter:

» Maximum global CPU usage allowed & Specify the maximum % CPU usage allowed on the
target computer being monitored.

4.10.3 Directory size Check

GFI Network Server Monitor can check the size of directories located on target computers
running on Linux/Unix. You can use this function as a disk quota manager which can send alerts
when a directory exceeds the specified size.
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Mew Check

Folder Size
Check, dizk space used by a folder on a target computerz).

Check. that the zize of the folder [including subfolders]:
[#pin

does not exceed the following size:

[1024 KB =l

Ilzes a Linug shell zcript via S5H ta determine the falder zize.

¢ Back MHest » Cancel

Screenshot 82 d Directory/folder Size setup window

A Directory Size function requires the following parameters:
» Directory Name dSpecify the path to the directory to be monitored (e.g. /user/personal).

» Directory size dSpecify the maximum size (in KB, MB or GB) allowed for this directory.

4.10.4 File size Check

GFl Network Server Monitor can check the size of files on target computers running on
Linux/Unix. This function can be used as a disk quota manager which can send alerts when a
specific file exceeds the specified size (e.g. you can receive alerts when the system status log
file exceeds the specified size, enabling you to free used disk space).
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Mew Check

File S5ize
Check the zize of afile on a target computer(z].

Check. that the zize of the file:

I.-"etu:.-"passwd

does not exceed the following size:

[1024 KB =l

¢ Back MHest » Cancel

Screenshot 83 - File size check parameters dialog

The File Size function requires the following parameters:

» File name 6 Specify the complete path to the file which needs to be monitored (e.g.
/data/sys_log).

» File size limit dSpecify the maximum size (in KB, MB or GB) allowed for this file.

4.10.5 Printer availability Check

GFI Network Server Monitor can check for the availability of network printers connected to
target computers running on Linux / Unix. When a printer problem occurs, alerts can be sent to
the support personnel in order for them to take immediate action and get the printer back
online or transfer print jobs to a different printer.
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Mew Check

Printer Availability Lo,
Check whether a printer iz configured on a target computerz).

Printer Dizplay Mame az dizplayed on the target computer[z] [no LUMC):
DF<E000_onTkJaszon

@ I the ‘Printer Digplay name' figld, uze the printer dizplap name az defined an the
remate computer(z], for instance: HP Lazerd et BL.

Uzez a Linug shell zoript wia 55H to determine the printer awailability.

¢ Back | MHest » I Cancel

Screenshot 84 - Printer check parameters dialog
GFI Network Server Monitor uses a Linux shell script, via SSH, to determine printer availability.

A Printer Availability check requires the following parameters:

» Printer name 08 Specify the name of the printer to be monitored.

4.10.6 Process Running Check

GFI Network Server Monitor enables you to check processes on local and remote target
computers running on Linux/Unix. If a process is active, then the target computer is considered
to be available.
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Mew Check

Process Bunning Lo,
Check that a process iz running on a target computer(z).

Check. that the following process iz mnning:

inik

@ Llses_ a Linus shell script via S5H to determing whether the specified process is
rUnRing.

¢ Back MHest » Cancel

Screenshot 85 dRunning Process check parameters dialog
A process check requires the following parameter:

» Process dSpecify the name of the process to be monitored (e.g. init).

4.10.7 Users and groups membership Check

GFI Network Server Monitor inspects groups and group membership against intruders which could
pose a vulnerability threat to your network system (e.g. Intruders in Domain Administrators
group can give themselves administrative rights).
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Mew Check

Uszers and Groups Membership
Check group membership on a target computer(z].

Specify the authorized members of a group:

Group: INSM.ﬁ.dmin_G p

&llowed members Jazontd Andret|
[zeparated by commasz]:

@ Only the names in the Allowed members’ ligt are supposed to be members of the
aroup. If other ugers are found in the group, the check will fail.

|Jze thiz check to be alerted if pour network, waz compromized and an
intruder adds himself to an administrative group.

Thiz check uzez a Linug shell script via 55H to determing the members of a
zpecified group.

¢ Back | MHest » I Cancel

Screenshot 86 d Users and Groupscheck parameters dialog
The User/Group membership function requires the following parameters:

» Group dSpecify the name of the group to be checked against intruders.

» Allowed members dSpecify the list of authorized members in the specified group.
Separate each member by a comma (e.g. JasonM, NickG, AndreM).

4.10.8 Disk Partition Checks

GFI Network Server Monitor uses a Linux Shell script to check the state of mounted disk drives on
a target computer running on Linux/Unix.
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Mew Check

Dizk Partition Checks Lo,
Check the mount state of a disk diive on the target computer(z] mnning Unis. @J

Check. that the following dizk partition is mounted:

SS01_Pri NetSnd

Thiz check uzes a Linug shell scrpt via SSH to determine whether a specified
partitian iz mounted.

¢ Back | MHest » I Cancel

Screenshot 87 - Disk Partition check parameters dialog
The parameters required by this function are:-

» Partition label &Specify the identification name of the disk partition to be checked.

4.10.9 Disk Space Check

GFI Network Server Monitor can check for available free or used disk space information on local
and remote target computers running on Linux/Unix. Alerts can be sent when the used or free
space exceeds a specified limit.
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Mew Check

Disk Space Lo,
Check, for free disk space on local and remote computers.

Check that the Drive « | an the target computer(s)]

{~ does not use more than the following hard disk space:

% haz at least the following free hard disk space;

[1024 [ =

| @ Click here to load a sample.

¢ Back | MHest » I Cancel

Screenshot 88 - Disk Space check parameters dialog.

A Disk Space function requires the following parameters:
» Check that the Drive dSpecify the drive to be checked.

» Does not use more than the following hard disk space dEnable this option and specify the
maximum disk space (in KB, MB or GB) allowed for use on this particular drive, i.e. the
check will fail if the used disk space exceeds the specified value.

» Has at least the following free hard disk space dEnable this option and specify the

minimum free space value allowed on this particular drive, i.e. the check will fail if free
disk space is less than the specified amount.

4.10.10 Daemon check

GFI Network Server Monitor can check if a target daemon is running on a target Linux/Unix
computer. Daemons are background programs that run without human intervention to
accomplish a specific task (usually providing a service).

The daemon check uses Secure Shell (SSH) to remotely execute a Linux Shell script which
determines the state (i.e., running or stopped) of a specific daemon.
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Mew Check

Daemons Lo,
Checks if daemons are unning on a target computerz).

Check that dagmon

Mame: Isml:u

State: I |2 rumning j

@ IJzez a Linux shell scrpt wia S5H to determing whether the specified daemon's
gtate ig running or stopped.

¢ Back MHest » Cancel

Screenshot 89 - Daemon check properties dialog
The Daemons check requires the following parameters:

» Name dSpecify the name of the daemon that you wish to check (e.g. lpd).

» State dSpecify whether this check should verify if the daemon is running or stopped.
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5 Check folders

51 Introduction

In GFl Network Server Monitor, all checks are organised into folders. Folders have properties
such as alerts, dependencies and maintenance parameters that are inherited by the checks
contained in those folders. This way, it is easy to change an alert or dependency for a whole
group of checks from a centralized point. By default, a check inherits properties from the parent
folder; however, you can override this setting for individual checks if necessary.

GFI Network Server Monitor 7.0 M=] B3

File  Toolz Help

€2 B@E B O e XD & @
|TDD|S Explarer 7 | Mame 7 I Tupe | State | T

GFl Metwark Server Monitar [CAMetwork Zone 1 <Folder:
E|f;5 tonitaring Checks Configuration [CAMetwork Zone 2 <Folder:
|:| BC Ltd CAMetwork Zane 3 <Folder:
Em%-_l..anrk Zone 1 etuok Zone 4 el
-1 ANDREM

-1 ANGELICA
-0 DaWIDNF
- JASON
#-(1 JEMSTEST
-2 RODIONT
----- [ Metwork Zone 2
----- [ Metwork Zone 3

----- (23 Metwark Zone 4 Ll 1| | _’I
|4 Falder(z), 0 Manitaring Check|z)] | |Num|:uer af |Pz/Caomputers being monitored : 24100000 4

Screenshot 90 - Nested Folders

Nested Folders (Folders contained in other folders) are supported in the Enterprise/Consultant
Editions. Nested Folders is a configuration feature which allows you to organize monitoring
checks in a deeper hierarchical manner which reflects more closely the specialized monitoring
needs of your companies.

— | Nested folders are not available in the Professional Edition license of GFI Network
—.1 Server Monitor

Nested folders can also inherit properties from their parent folder.

You can create folders yourself (New > folderé
6New Checkd6 or 6Quick Startd wi zarhehnewaheekaaree t h
being created. Folders that are created by check wizards are given the names of target

computers for which the checks are created.

) o
em

EH«E bonitonng Checks Configuration El‘;s tanitaring Checks Canfiguration
-] Administrators -] Admiristrators
[0 TMJason | [0 TMdason | /
E-IABCLE - ABE Ltd
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— | Folders with the same name cannot exist on the same level. This means that you can
—1 have folders with the same name but only if they are located within separate parent
folders.

5.2  Creating new folders

To create a folder:

1. Right click on the destination (i.e., where you wish to create the new folder), then select
New > Folder. For example, to create a folder within another folder called ZONE1, right click
on ZONE1, then go on New > Folder.

—| To create a folder in root, right click
\—.1 then go on New > Folder.

_—jL After evaluation, you can use the nested folder feature only if you own a Consultant or
.—.1 Enterprise license for GFl Network Server Monitor. If you have purchased a Professional
license, you can create folders but only under the root folder "Monitoring Checks

Configuration”.

Properties - ABC LTD. |
General | Logon credentialsl .-“-‘-.ctil:unsl Dependenciesl Maintenancel

Falder details

j,"/ Folder Mame: [ABCLTD.

Folder Description: IEDntains the rulez used to monitor computer [Inhentance

T arget
1 [T | Inherit target computer from parent folder
B3
- kanitaring checks contained in this folder will apply to the following computer:

Hosztrame1P: ITMJ azor|

Scan Freguency

[T Inhert szanning frequency from parent folder

Bun the monitaring check s contained in thiz folder once eveny:

|2 Iminutes j [rnirirnum & zeconds]

Error Threzhald

[T [nbert ermen threshold from parent folder

Conzider a monitaning check contained in this folder az a fail after

|3 EIors

k. I Cancel | Apply |

Screenshot 91 - Folder properties dialog: General Tab

2. Specify the folder details; i.e. folder name (e.g. TMJASON) and folder description.

3. Configure the rest of the folder properties in the same way as is done for the monitoring

checks properties. For the configuration instruct
propertiesd section in the 6Configuring GFI Net wo
4. Click on O60OK®&6 to save the conf i dgiasrdialbgi on settin
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Example: Configuring the target computer parameter

1. Right click on the folder to be configured and select properties.. By default the check
properties dialog wil!/ open up in the 6General o t

2. Specify the target computer name or IP address (e.g. TMJASON or 192.168.1.100) in the
6Targetd section.

3. Click on O0OKd® to accept the configuration sett

5.3 Configure properties of existing folders

To configure propertiesof an exi sting folder, right click on
For other configuration instructions, please refe
section in the 6Configuring GFI Network Server Mo

5.4  Deleting folders

Todel ete a particular folder, right click on the f

;L Folder deletion cannot be undone. We recommend that you back up your current GFI

.—.1 Network Server Monitor configuration before proceeding with the deletion of folders.
This will allow you to restore your previous configuration, thus recovering deleted
folders if needed. To back up your current configuration, go on File > Export
Configurations. For more information on configur at i on backups, re
configurations® section in the 60ther fe

5.5  Moving folders

To move a folder:
1. Right c¢click on the folder that you wish to mov
2. Go on the preferred destinationandsele ct O6Past e0.

=3 You can also drag and drop the folder from its present to target location.

5.6  Searching for folders

Find Folder...

Find what: IIS.-’-‘-.Sewer Find Mext I
[ Match whale Ward . |

Screenshot 92 - Find folder dialog
The Find Folder tool allows you to search and locate folders in your folder tree. To start a folder
search:

1. Right clickonthed Moni t ori ng Checks Configurationd node a

2. In the Find Folder dialog, specify the required search string. This can be the complete folder

name as well as any character(s) which are present in the name of the required folder. To locate

only those folder names which match exactly the specified criteria, select theopt i on 6 Mat ch
Whol e Word?o.
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3. Click on 6Find Nex
occurrence matching t
required folder.

4. Tostopthesearch, <c¢cl i ck on O6Cl osed.

06 to start the search. The
e specified string. Keep cl
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6 Monitoring checks status

6.1 Introduction

You can view the current state of monitoring checks in three ways:

1.From t he GFI Net work Server Monitor configuratio
Statusd rnambge.e Fanformati on, refer to the O0Viewing
N.S. M. configurationd section in this chapter

2. From a dedicated application called GFI N.S.M. 7 Activity Monitor. This application is

automatically installed with GFl Network Server Monitor and can be launched by going on Start >

Programs > GFl Network Server Monitor 7 > GFI N.S.M. 7 Activity Monitor. For more information,

refer to the 6Viewing the state of checks from th
chapter.

3. From your Internet Explorer, through the remote web monitor included in GFI Network Server
Monitor. For more information, refer to the O6View
this chapter.

6.2  Viewing the state of checks from the GFI N.S.M. configuration

GFI Network Server Monitor 7.0 M=l
File  Toolz Help

>

Taols Explorer 2| Service Status ;I
GFl Ne“’.‘”'!‘ Server MDnItDl. . HSM engine status Last results update
L:_I--g Monitoring Checks Configuratior
- JASON Started FIAEF2005 44605 P
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Screenshot 93 d Monitoring Checks status home page
GFI Network Server Monitor allows you to view the state of monitor checks directly from its

configurationprogram. To view this information click on the
by default, opens the Status Mo n-handsside)wihkdowndhe page
home page displays all OFaileddéd checks aesverwel |l as

Monitor has performed. The information on display also includes:
» The current state of the monitoring engine (i.e., started or stopped).
» The date and time when each check failed.

» The reason for this failure (e.g., if a required fileis not foundduri ng a 6f il e exi s
checkd, the reason displayed would be O6File do
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The icon on the left-hand-side of listed checks indicates the relative check status. For more
information on these icons, refer thischagptee 6 Check S

The Status Monitor home page also includes a list of all the folders present in GFl Network Server
Monitor. This list is displayed at the bottom of the page.

GFI Network Server Monitor 7.0 H=] E3
Ele Toolz Help
& = & . [2)
0 #plore 1 n ] A
GFl Metwark Server Monitor N E,ZGFI SECURITY & MESSAGING SOFTWARE 7
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ED ABC Ltd Home = List of folders = ABC Ltd . .
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----- [ ISASERVER
=+ DEF Ltd
EID Hetwork Zone 1 LHIS(EL
,j [:| AMDRE M A Status Check Hame Date Time More Ini
B Dg ?Jnodm?r:gﬁ;c?::g (/) Disabled  Jason - Server Service B15/2005 g:nT:SU On Hold
LT Hardware Checks | P ) ] . 04:50
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(L1 &pplication Firevsal %04:50
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Screenshot 94 8 The Folder contents page

To view the status of the checks contained in a folder, click on the folder name. This will open

the folder contents page, which shows information on the checks located in that folder. This

information includes the present status of these checks. To select another folder, return to the

home page by <clicking on t heeftiotHtbispagéd. | i nk | ocated
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Viewing all the checks

GFI Network Server Monitor 7.0 M=l
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Screenshot 95 - All checks page

To view the status of al/l checks in GFIAI Netcwerck s
link located at the top of the Status Monitor home page. This will display a list of all the checks,
grouped under their respective folder.

E @ Jasou

=~ 05 and Services Checks

=~ Domain Services Checks
Screenshot 96 - Nested Folders

You can expand or collapse the contents of a folder by clicking on ® or = respectively.

TIP: Although the view is automatically refreshed at timed intervals, you can refresh the
displayed information by right clicking on the page and selecting 6 Ref r es hd .
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6.3  Viewing the state of checks from the GFI N.S.M. Activity Monitor

GFI Network Server Monitor ships with an Activity Monitor which enables you to view the status
of the monitoring engine and monitoring checks. This activity monitor is automatically installed
with GFI Network Server Monitor and thus it can only be used from the computer where this
software is installed. To launch the Activity Monitor, go on Start > Programs > GFI Network
Server Monitor 7 > GFI N.S.M. 7 Activity Monitor.

E1 GFI N.S.M. Monitor =]

Engine Status | Maritaring Checks Status |

[rate Type | Dezcription :l
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& 2640742005 17:04:28 Warning [ISASERVER - DNS Server guery 'wiww. google.com' result '209.217.53.2137 : DNS server was quernied, re
& 2640772005 17:04:08 W arning [AMDREM - GFI LAMguard M.5.M. B.0 engine zervice] : Unable ta quemn service state, service=[GFI M5

& 26072005 7170408 Waming [AMDREM - GFI LaMguard M.5.4, £.0 attendant zervice] : Unable to query service state, service=[GFI NS
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& 28072005 170408 wWaming [AMDREM - GFI LaMguard M.5.5. 6.0 attendant service] : Unable to query service state, service=[GF| LAt
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Screenshot 97 - Engine Status tab

The GFI N.S.M. Activity Monitoropens wup by default in the OEngine

all the information related to the activity of the monitoring engine. Such information includes:
» The date and time of the activity.
» The type of activity (e.g., Error, Warning, etc.).
» A description of the event.

Icons on the left-hand-side of each event graphically indicate the event type. These icons help

you to easily identify the status without havi
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Folder Mame: | [EIAEEE]
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Screenshot 98 - Monitoring Check Status tab

ng

The GFI NSM Activity Monitoral so i ncludes a 6Monitoring Checks

information on monitoring checks such as the current state and the date/time of the last change
in state. Since checks are stored in folders, you can also choose to see only the checks which are
contained in a particular folder of interest
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down included at the top of the dialog. For example, to see all of monitoring checks which are
configured in GFI Network Server Monitor irrespective of which folder they are contained in,
select O(All folders)é6 from the available drop do

6.4  Viewing the state of checks from a web browser

GFI Network Server Monitor also ships with a remote web monitor. This allows you to remotely
view the status of checks via Internet Explorer over a network or Internet. Through the remote
web monitor you can examine the status of your network from virtually anywhere, both within
defaul t, t

and outside the companyds building. By
Theseare t he ONormal 6 view and the O0OMobi l
Normal view
/2] GFI Network Server Monitor 7.0 Status Monitor - Microsoft Internet Explorer
File Edit “ew Favorites  Tools  Help | ﬂ’
OBack D> B Iﬂ ﬂ _:“ /. ! Search , Favarites @ = W] - ﬁ ‘3
Address [&] heep:fjason: 11695 list bl | Ed G |lnks & Snaglt |2
; = ; =
B:GF; SECURITY & MESSAGING SOFTWARE H
Home = Status - &1l checks iMEEServerMonitor

Status - All Checks
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E ® 05 and Services Checks
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Screenshot 99 - Remote Monitor: All checks page

e

Devi

The ONormal é6 view displ ayst urnefdo rfroart ivoine winn ga
screens (e.g., computer monitors). To inspect your network status in Normal view, open your

Internet Explorer and type in the following URL: http://<IP address or computer
name>:11695/list.html.

— 1 GFI Network Server Monitor is installed

By default, the normal view opens up I

n

— | The <IP address or computer name>in the URL is the Name/IP of the computer where

t he

all checks currently configured in GFl Network Server Monitor. The navigation and information

|l ayout are identical to those of the &dMoni

program. For more information on how to navigate through the information on display, refer to

6Viewing the state of checks from the

GF I

ceod v

ol na yéonuc

0Al Il

toring

NSM con
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Mobile device view

httpff127.0.0.1: 11695 mabile. hkml ,f#

GFI MNetwork Server Monitor 7.0

* Engine status: Starvted *
Last update: 17122005 11:12:04 AR

Fresendty failed runiboring duedos

TRITASOMN - ICMP - Ping
Failed:

TRITASOH - File Exdeterice file 'cMasor bt
Failed:

Screenshot 100 d Monitoring checks status view for mobile devices

The 6Mobile deviced view displays information
Such displays are commonly found on small portable devices, for instance mobile phones and
PDAs. To inspect your network statusiné6 Mobi | e deviced view, open

type in the following URL: http://<IP address or computer name>:11695/mobile.html

In both normal and mobile device view, the communication between the web browser (i.e.,
Internet Explorer) and the computer running GFl Network Server Monitor is carried out via port
11695.

By default, GFI Network Server Monitor includes a small footprint web server which can be set
up from the configuration. This avoids having to install and configure IIS to display your network
status information on screen.

— | For security reasons, we recommend the use of Microsoft IIS web server for accessing
_—21 and viewing the state of your monitoring checks. For further information on IIS web
server setup, refer to the 6Configuring
Optionsd chapter.

The default port used can be customized from Configuration > General Options > Web
Server.

!
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6.5 Check state indicators

Check state indicators are images which graphically define the current state of your monitoring
checks. The following is a list of states which any monitoring check can have:

» UtQueued 8Check is waiting to be processed.
» DSuccess 8Check successful.

» &@Failure 8Check not successful/failed. A check is not marked as failed on the first
unsuccessful result. At first, the check is placed under a 'Pending Failure’ state. After
some time, the check is re-run to verify that the check is indeed failing. Once a failure
threshold (configured in the check/folder properties) is exceeded, the check is deemed
to be definitely failing and placed in the "Failure” state. For more information on errors
and error threshold parameter s,i tplre ashe crke fpe ro pte
chapter in this manual.

» Disabled 6 User configured this check not to be run. For more information on how to
enabl e/ disable checks, pl ease crkesfbers etcd itome i ME
manual.

» Not Monitored dCheck cannot be processed by the GFl Network Server Monitor engine.
This occurs when the monitoring service is stopped or when a check requires a particular
service (e.g., the SNMP or WMI service) which is not available on the target computer.

» Server in Maintenance dCheck has been executed against a target computer during its
maintenance hours. When this happens no actions are triggered (E.g., no alerts are sent).

»  DFailure by Dependee & The check was not executed because a dependency check has
already failed, e.g., if the router cannot be pinged, do not check that services running on
that router are working.

» .Pending failure dCheck has failed but did not exceed the error threshold level required
to move a check from the 'Pending Failure’ state to the 'Failed' state.

» “fUncertain/Processing Error 8 Indicates that the result of a monitoring check cannot be
clearly determined (i.e., cannot be directly classified as Success or Failure). For
example, the engine tries to run a disk space monitoring check against a target computer
which is switched off; GFI Network Server Monitor is not able to determine the available
disk space due to a situation outside the context of that check. Other situations which
can cause an uncertain result are timeouts over a slow network or firewall blocking the
communication between GFI Network Server Monitor and the target computer. When such
situations occur, monitoring checks are placed in an uncertain state.

When a check is in an uncertain state, no actions are generated (i.e., no alerts, etc.)

m

—| Use the Gener al Options > 6Uncertain Res
— 1 Monitor on how to treat uncertain results. Checks in an uncertain state can be
transformed into Success/Failed checks state depending on your monitoring needs.
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7 Global alerting options

7.1 Introduction

GFI Network Server Monitor 7.0

File Toolz Help

€ = Gl@| s

| Tonls Explarer | . =
GFI Metwark Server Monitar MGFI
L——_I{E Manitaring Checks Configuration
[0 GFIMALTA
_____ |:| THJASOM Ta madify the alerting aptionz, click on 'Properties’.
""" L3 JASON Properties
""" D 545 =1 Madify the alerting options

----- B Maonitaring Checks Status
Ellﬁ Program Configuration
El MSM Uzers and Groups

o8 Users
L g Groups

Alerting Optionz
General Options
Database Options

Screenshot101-6 Al ert i n@ M®Oedeé ons

The O6AIl er td nngo dOep tci comtsa 1 atestingtparametgre nequiired by GFl Network
Server Monitor for sending Email, Network and SMS/Pager alerts. From this node you can:

» Specify which mail servers can be used to send email alerts. In addition you can format
and define the contents of the email message.

» Specify SMS/Pager settings and format the message to be used when sending SMS/Pager
alerts.

» Format the message template used for email, network and sms/pager alerts.
7.2  Malil server settings
GFI Network Server Monitor needs to know which mail server(s) can be used to send email alerts.

Although alerts can be sent through only one mail server, you can specify alternative servers
which can be used in the event of a mail server failure.

104 Global alerting options Manual



Alerting Options |

Email | Metwark | 5MS |

J Specify the mail zerver zettings to uze when sending email
alerts,

Specify ane or more mail servers to use when sending email alerts in
order of prionty. The altermative mail zervers will only be uzed when mail
zervers with higher prionity cannot be contacted or return emarz.

MAILFAXSRY. gfimalta. com Move up
BUP_ ailS erverl. gfimalta. com —

BUP M ail5ervers. gfiuza.com
fl e datir

i

0ld_MailServer.gfi.com

Add. | Remove. |  Edr. |

Eormat Email Meszage... |

| k. I Cancel Apply

Screenshot 102 8 Email Alerts configuration dialog

By default, the server at the top of the mail servers list has the highest priority and is used to
send email alerts. If this server is not available, GFl Network Server Monitor automatically
switches to the next mail server in the list. This continues until an available mail server is found
and the email alert is successfully sent.

— | Sort the mail servers list in ascending order of priority. This means that the server at
—.1 the top of the list has highest priority and is the first one to be used. To change the
priority of a selected server, click on

7.2.1 Adding a Mail server

1.Right click on t he &Alder tainndg s@p téheoaterddnp prapgriges will e s 6
open by default in the Email Alerts configuration dialog (i.e., Email tab).
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Mailserver Properties |

b ailzerver |

J;j Specify the mail zerver zettings ho uze when zending email alertz.

Hozthame/|F: IM.&ILSEHVE R

Bot: IEE

[+ This SMTP zerver requires authentication:

Uszermanme: IADMINW

xxxxxxxxxxxxxxxxxxxxx

Pazzword: I

Specify the Sender detailz for emailz zent through this server:

Sender [e-mail); INSM.ﬁ.dmin@gfi.cnm

Sender [Dizplay Mame]: INSM Adrministrator

Send a test meszage... |

ak. I Cancel |

Screenshot 103 - Mail server properties dialog
2. Click on 06Addd and specify the following param

» Hostname/IP - Specify the Hosthame (e.g. Mailserver) or IP address (e.g. 192.168.1.200)
of the Mail server to be used.

» Port - Specify the TCP communication port to be used for the transmission. (This
parameter is set by default to SMTP-port 25)

» This SMTP server requires authentication dSelect this option if your SMTP server requires
authentication to send email messages. Specify the logon credentials in the provided
fields.

» Sender (email) - Specify the email account which will be used when sending emails from
the specified SMTP server (e.g., nsmadmin@gfi.com).

» NOTE: All alerts generated by GFI Network Server Monitor will be sent via the specified
email account.

» Sender (Display Name) 6Speci fy a display name for the Send

—| To test this configuration, click on 0Se.
—.1 the specified mail server parameters to send a test email to the specified email

address.
3.Click on O60OK®O6 to cbpersiesdidlog.e mail server pr
4. To change the priority of the configured mail s e
5, Click on 60OK®6 to save these settings and exit th

7.2.2 Edit existing mail server details

To change configured mail server details:
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1. Right click ond6thedéAaerdt § aly@hdplertdnd prapertes will e s 0
open by default in the Email Alerts configuration dialog (i.e., Email tab).

2. CIl i c kand makedtireddquiréd configuration changes. For more details on mail server
configuration, refer to the O0Adding a mail server
Formatting the email message

The alert message can contain manually inputted text (e.g., Alert by NSM), text from system
variables (e.g., %CHECK_RESULT%), or a combination of both (e.g., Alert Message from
%CHECK_NAME% check).

Message Format |

E-mail Mezzage Format |

e aT el (- CHE CK, MAMEZ ZCHECK, RESLILT X

Message: |%PRODUCTMNAME email natification
Dater XDATEX

Timne: ZTIME

Check name: ZCHECK_MAMEZ:

T arget machine: 2CHECK_TARGET %
Status: ZCHECK_RESULT:
Explanation: ZCHECK _EXPLAMATION

Format: &+ Plaintest € Bich text [HTML)

| k. I Cancel

Screenshot 104 - Format Email Message

— | For more information on variables and message template formatting, please refer to
—1 the O6Message Templ ated section in this c

To make changes in the email message:

1. Right <c¢cl i oikOptionsdt hedé Aahrdt § e l.&hetlertdnp prapgriges will e s 6
open by default in the Email Alerts configuration dialog (i.e., Email tab).

2. Click on O6Format Email Me s sneetes:60 and specify th

» SubjectoSpeci fy the text to be included in the me:
subject field is set to include the contents of the %CHECK_NAMEY variable (i.e., the
name of the monitoring check that triggered the alert).

» Message dSpecify the contents of the message body. We recommend that in the message
body, you include details related to the event which triggered the alert. By default the
message body includes the following information:

»  %PRODUCTNAMEY% email alert dProduct short name (i.e. GFI N.S.M.)

- Date: %DATEY% - The date when the alarm was triggered.

» Time: %TIME% - The time when the alarm was triggered.

» Check name: %CHECK_NAMEY% - The monitor check which triggered the alarm.

- Target computer: $CHECK_TARGET% - The computer on which the event occurred.

« Status: %CHECK_RESULT% - The current state of the monitor check which
triggered the event (E.g., Failed
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- Explanation: %CHECK_EXPLANATION% - Details on the result of the executed

check.

» Format o Define the message format by selecting one of the following:

Plain text dSend the email in plain text.
Rich text dSend the email in HTML.

| =% Templ at e dnthiechapteron i

7.3  Global settings for network alerts

= GF I Net wor k Server Mo n i

which will send and receive network messages.

For more i nformation on

tor

section in the 86 Wshearpst earn.d

Alerting Options

_j' Specify the network zettings to use when zending nebwork

e alerts

Specify the netwaork, meszage settings o use when zending net send alerts
ko the computers used by the administratars of the machines which
triggered any monitoring alerts.

Eormat nebwork, message...

@ MHetwork meszages can be zent to bath computers and uzers. In
the caze of ugerz, the user must be logged on 2o az to
gucceszfully receive the mezzage. For both computers and users,
the meszenger service must be enabled and started.

]|

| (1] I Cancel Apply

Screenshot 105 - Network Alerts Properties

Format network message

1. Right click ondthedéAbrdt s§ageOpt Ppaperties

2. Click on the O6Networ ko
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3. Make the required changes to the message. The formatting of this message is identical to that
of the email message.

4. Click on O60OK®6 to accept these changes.

— | For more information on variables and message templates, pleaserefert o t he 0
—1 Templated section in this chapter.

7.4  Global settings for SMS/pager alerts

th This section is only applicable for advanced users. We cannot guarantee that GFlI
.—.1 Network Server Monitor will work with any SMS provider. Before attempting any such
configuration, ensure that you have obtained the correct information from your SMS
service provider.

Alerting Options |

E rail INetwu:urk SMS I

Specify settings for available SMS systems through which S5
| alerts will be zent.

Select SMS System:
Féxmaker SHS service provider template j

[r-bLilt GSM SMS Server

Faxmaler SMS zervice provider template
iClickatell Email?SkS Service

Genenc S5 service provider template
M5k /6.0 S5 server

ST TT T [pm }
= Fraom ryzelfiEmydonmain, com
= Tp [emznumber]ifsmzmaker. com
= Subject ” Alert
* Optional zettingz Edit... |
Retrigs:

I tirne(=]

Format SMS mezsage... |

| k. I Cancel Apply |

Screenshot 106 - SMS Alerts dialog
Out of the box GFI Network Server Monitor can relay SMS alerts through the:

» In-built GSM SMS Server

» GFI FAXmaker SMS service provider template
» Clickatell Email2SMS Service

» Generic SMS service provider templates

» NSM 5.x/6.0 SMS Server.
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7.5 In-built GSM SMS Server

Pager

FDA,

SMS via GSM 3
PhoneModem Laptop with
SMS Gateway

=

& SMS Center .
. TabletPC with Recipient
GF| Metwork Server monitor SMS Gatewa
Machine with connclad ¥ @

GEEM phone/modem e
Smart or Satellite phone Cell phone

Figure 2 - SMS alert flow via the in -built GSM Server

The in-built GSM SMS Server allows GFI Network Server Monitor to directly send SMS (text)
messages through a GSM phone or GSM modem, connected to the computer by serial cable,
Infrared or Bluetooth.

Alerting Options |
E rail INetwu:urk S5 I

] Specify settings for available SMS systems through which S5
alerts will be zent.

Select SMS System:
[ Irvbuit GSM SMS Server =l

Set properties for the selected SMS systen:

Froperty | Yalue |

= Service Cente...

= COM Port 1

= BaudRate 3e00
= |nitialization St...

* Optional settings Edit... |

R etries:

IE# tirne(=]

Format SMS mezsage... |

| k. I Cancel Apply |

Screenshot 107 8 The in-built GSM SMS Server properties

Requirements

1. A GSM modem or GSM phone that is capable of processing AT+C commands. This GSM device
must be connected to the server running GFl Network Server Monitor.

2. Subscription to an SMSC provider.

Configuring the In -built GSM SMS Server
To configure the in-built GSM SMS Server:
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1. Right Click ondthedéAbhedtsrfgeOptido®Pnepertieso
2. Click on the 6SMS8 tab and d trinebinlt GSM 8MS SeM&0 Sy st e m

Edit Property |
?_ FProperty:
"‘5 ISer'-.-'ice Center Mumber *
W alle:
|2164221255

Thiz should be set to vour G5M provider's SMS zervice center
number [SMSC).

| k. I Cancel |

Screenshot 108 - Edit Property dialog
3. Double click on the property which you want to configure (e.g., Service Center Number) and
specify the necessary parameters in the Edit Property dialog.

— | When configuring properties, always specify the details supplied to you by your SMSC
.—.1 provider. If configuration parameters are not available, ask your provider to supply you
with the required information.

The In-built GSM SMS Server requires the following parameters:

» Service Center NumberoSpeci fy the number of your provider
(SMSC). This number is supplied by the SMS service provider.

» COM port dSelect the COM port where the GSM device (i.e., phone/modem) is connected.

» Baud Rate dSpecify the speed at which the communication will take place. Always
specify the speed recommended by your SMSC provider.

» Initialization String o (Optional) If required, specify any AT Commands that you wish to
send to your modem.

—_ | The initialization string is a set of modem AT commands combined into one string (e.g.,
—1 AT &F &C1 &D2). For a complete list of AT commands, visit
http://esvc001164.wicO13u.server  -web.com/modems/modemstrings.htm

4 . I n the 6Retriesd entry boxhelndyleGMIM§ Setver will n u mb e r
try to send an SMS alert should the first attempt fail.

5. Click on 060K& to save your configuration sett]i
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7.6  GFI FAXmaker SMS service provider template

Pager
B
GF| Metwork £ @
Server Monitor 22 i
SMS via GEM = \\\
Template Email | Phane } Lapthp with
_Fﬂ SMS Gateway

GF| FAXmaker Fax Server .
Recipient

with connected GSM phone/modem TabletPC with
SMS Gateway @
emplate Email Ce:?ﬁrl:lne

Smart or Satellite phone
Brver

SMTPMail
Figure 3 - SMS alert flow via GFI FAXmaker SMS service provider

The GFI FAXmaker SMS Service allows GFI Network Server Monitor to send SMS messages through
GFI FAXmaker, market-leading fax server software that allows you to send and receive faxes via
your email infrastructure. GFI FAXmaker is also an SMS gateway which allows you to send SMS
messages through:

» A GSM phone / modem connected to your fax server.
Or
» Web-based SMS service providers.
For more information on GFI FAXmaker, visit http://www.gfi.com/faxmaker/

Whenever an event triggers an SMS alert, GFI Net w
(via SMTP) to the fax server (i.e., GFl FAXmaker). This template email contains all the SMS alert
details including the SMS text message and the re

this email to SMS and sends it to the intended recipient.
Alerting Options |
Ernail I Metwaork  SMS I

] Specify settings for available SMS systems through which S5
alerts will be zent.

Select SMS System:

aker SkS service provider template

Set properties for the selected SMS systen:

Froperty | Yalue

= SMTP zerver myzmtpaerer

= SMTP port 25

= Fraom ryzelfiEmydonmain, com

= Tp [emznumber]ifsmzmaker. com

= Subject ” Alert
* Optional zettingz Edit... |
Retrigs:

|3 tirme(z)

Format SMS mezsage... |

| k. I Cancel Apply |

Screenshot 109 - FAXmaker SMS service configuration dialog
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Requirements
In order to use the FAXmaker SMS service, you must have:

1. GFI FAXmaker installed and configured for SMS messaging. For more information on how to

configure the SMS gateway on GFI FAXmakerref er t o 6 The SMS Gatewayd cha
FAXmaker manual. You can download the GFI FAXmaker manual from
http://www.gfi.com/downloads/downloads.aspx?pid=FAX&lid=en

2. A supported GSM phone/modem connected to the GFI FAXmaker fax server computer or a
subscription to a supported web-based SMS provider.

Configuring the FAXmaker SMS service

To configure the FAXmaker SMS Service:

1. Right click ondthedéAbrdt seheOpt dPNnepertiesd

2. Click on the 6SMS6 tab and from t BMSSeBriidsS Sy st em
provider templated .

3. Double click on the property which you want to configure (e.g., SMTP server) and specify the
relative parameters in the Edit Property dialog.

The FAXmaker SMS Service requires the following parameters:

» SMTP server dSpecify the name of the SMTP server through which GFI Network Server
Monitor will send the template email to GFI FAXmaker.

» SMTP port &Specify the SMTP port through which the transmission will take place. By
default this parameter is set to 25 (i.e., default SMTP port).

» From dSpecify the account from where the template email will be sent. Format this
parameter as follows: <name>@<mydomain.com>

» To d(Leave as default) This is the email address on which GFI FAXmaker will receive the
template emails to be converted to SMS (i.e., [smsnumber]@smsmaker.com). This
parameter includes variable [smsnumber] which is substituted to the number of the SMS
recipient when the template email is generated. For example, if an SMS must be sent to
a recipient with number 88885555, the email is sent on 8888555@smsmaker.com. GFl
FAXmaker will then send the SMS on the number specified in the email address.

» Subject* - (Optional parameter) Specify the text which you want to include in the
templ ate email ds subject field.

4 . In the 6Retriesd entry box, specify twildltmmumber
to send an SMS alert should the first attempt fail.

5. Click on 060K& to save your configuration sett]i

7.7 Clickatell Email2SMS Service

FPager
FDA

GF1 Network

Se Monitor : /M
i SMS via GSM
Taniﬂ Email Phone

Clickatell web based

Laptap with
SMS Gateway

(emEElmassagng chckatel com)

SMS gateway / L
TablatPC with RBCI[JIEI'I'.‘
SMS Gateway @
\ Template Emai GS5M

Smart or Satellite phone  Cell Phone
SMTPMail Sarver

Figure 4 - SMS alert flow via a Clickatell Email to SMS service
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The Clickatell Email2SMS Service allows GFI Network Server Monitor to relay SMS (text) alerts via
Clickatell, a web-based SMS service which sends SMS messages worldwide.

Whenever an event triggers an SMS alert, GFINet wor k Server Monitor sends
(via SMTP) to Clickatell 6s SMS gateway. This temp
details including the SMS text message and the re
email to SMS and sends it to the intended recipient. For more information, visit
http://www.Clickatell.com/brochure/products/api_smtp.php

Alerting Options |
E rail INetwu:urk S5 I

] Specify settings for available SMS systems through which S5
alerts will be zent.

Select SMS System:

Clickatel Ermail25

Set properties for the selected SMS systen:

Froperty | Yalue -

= SMTP zerver myzmtpaerer

= SMTP port 25 b

= Fraom ryzelfiEmydonmain, com

= Tp smaf@meszzaging. clickatel. com

= CC* _I

-

* Optional settings Edit... |
Retrigs:

|3 tirme(z)

Format SMS mezsage... |

| k. I Cancel Apply |

Screenshot 110 - Clickatell Email2SMS Service configuration dialog

Requirements
No specific hardware is required for this SMS messaging method. The only true requirements are:

1. You must be subscribed to the Clickatell SMS gateway service. This service costs about 4 euro
cents per message. To subscribe visit:
http://www.Clickatell.com/central/campaigns/redir.php?cid=870

2. The SMTP server configured in the properties of the Clickatell Email2SMS service must be able
to send emails over the Internet.

— | GFI Network Server Monitor cannot send SMS alerts through Clickatell Email2SMS
—.1 Service if no Internet connection is available or when your Internet connection is down.

Configuring the Clickatell Email2SMS Service
To configure the Clickatell Email2SMS Service:
1. Right Click onothedéAhattpserttd @pstdd ®n s

2. Click on the 6SMS6 tab and f rCockatetl Bail288S Syst em
Service0 .

3. Double click on the property which you want to configure (e.g., SMTP server) and specify the
relative parameters in the Edit Property dialog.
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=¥

— | When configuring properties, always specify the details supplied to you by Clickatell. If

configuration parameters are not available, ask Clickatell to provide you with the
required information.

The Clickatell Email2SMS Service requires the following parameters:

»
»
»

»

=1

=7

»

»

B

»

—¥

»

—

»

»

SMTP server dSpecify the name of the SMTP server through which GFI Network Server
Monitor will send the email to the SMS gateway.

SMTP port dSpecify the SMTP port through which the transmission will take place. By
default this parameter is set to 25 (i.e., default SMTP port)

From 0 Specify the account from where the email will be sent. For example you can
specify the email address used by GFI Network Server Monitor for generic alerts.

To dSpecify the email address of the Clickatell SMS gateway (i.e., the address where GFI

Network Server Monitor will send emails for conversion to SMS). This address is provided
by Clickatell (i.e., by the SMS gateway provider). By default, this property is set to
sms@messaging.Clickatell.com.

Leave this property as default, unless otherwise specified by Clickatell.

CC* - (Optional parameter) Specify the email address where you wish to forward copies of

the emails sent to the web based SMS gateway.

Subject*-( Opti onal parameter) Specify the text whi

subject field.

Body line 1 dSpecify the API ID (e.g., api_id:124576). The API ID is an identification
number supplied to you by Clickatell after you subscribe for the service. Format this
parameter as follows: api_id:<API ID No>.

Ifyoudondt know your API | D, ask Clickatel

Body line 2 - Specify your Clickatell SMS gateway user-name (e.g., user:JasonM). Format

this parameter as follows: user:<user name>

I f you dondt know your user name, ask CI

Body line 3 - Specify your Clickatell SMS gateway password (e.g., password:abcde).
Format this parameter as follows: password:<password text>

I f you dondt know your password, ask CIi

Body line 4 6 (Leave as default). This property contains the number of the SMS recipient

(i.e. the number where the SMS will be sent). This number is automatically passed on by

GFI Network Server Monitor through variable [smsnumber] which is substituted to text
when the template email is generated. The contents of this property are formatted as
follows: to:[smsnumber]

Body line 5 - (Leave as default). This property contains the text which must be included
in the SMS. These contents are automatically passed on by GFI Network Server Monitor

through variable [smsmessage] which is substituted to text when the email is generated.

The contents of this property are formatted as follows: text:[smsmessage].

number

setti

4 . In the 6Retriesd entry box, specify the
try to send the email to the web-based email to SMS provider should the first attempt fail.

5. Click on 60OK6&6 to save your configuration
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7.8  Generic SMS service provider template

GFI Metwork
Server Monitor

SMS via GSM
Talii Emnail Fhone
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SMTPMail SErver
Figure 5 - SMS alert flow via a web -based Email to SMS service provider

SMS Gateway
Template Emai

D

Smart or Satelllte phone

Pager

Laptap with
SMS Gateway

Remplen\ ﬁ

G5M

Cell Phaone

GFI Network Server Monitor can relay SMS (text) alerts via a web-based SMS gateway.

Whenever an event triggers

an

SMS al

ert, GF I

email (via SMTP) to a web-based SMS gateway. This template email contains all the required SMS
alert details including the
converts this email to SMS and sends it to the intended recipient.

— 1 to SMS services.

Alerting Options

Email INetwnrk SMS I

E Specify gettings for available SMS systems through which S5
alertz will be zent.

]|

Select SMS System:

Generic SMS service provider kemplate

Set properties for the selected SMS systen:

* Optional settings Edit... |

R etries:

|3 tirme(z)

Froperty | Yalue -
= SMTP zerver myzmtpaerer

= SMTP port 25 b
= Fraom ryzelfiEmydonmain, com

= Tp email@ermailtosmzprovider. com

= CC*

Format SMS mezsage...

| k. I Cancel Apply

Screenshot111 - Generic SMS service configuration dialog

Requirements

SMS

t ext

message

— | This template can be customized allowing you to use any provider which supports email

No specific hardware is required for this SMS messaging method. The only true requirements are:

1. You must be subscribed to an SMS gateway service.
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2. The SMTP server configured in the properties of the Generic SMS service must be able to send
emails over the internet.

— | GFI Network Server Monitor cannot send SMS alerts through the Generic SMS service if
— 1 no Internet connection is available or when your Internet connection is down.

Configuring the Generic SMS service provider template
To configure the Generic SMS service:
1. Right click ondthedéAbrdt seheOpt dPNnepertiesd

2. Click on the 6SMS06 tab and f rGenericbMbeerviGeMS Sy st em
provider template.

3. Double click on the property which you want to configure (e.g., SMTP server) and specify the
relative parameters in the Edit Property dialog.

— | When configuring properties, always specify the details supplied to you by your SMS
\—.1 gateway provider.

The Generic SMS service requires the following parameters:

» SMTP server dSpecify the name of the SMTP server through which GFI Network Server
Monitor will send the email to the SMS gateway.

» SMTP port &Specify the SMTP port through which the transmission will take place. By
default this parameter is set to 25 (i.e., default SMTP port).

» From dSpecify the account from where the email will be sent. You can specify the email
address configured in GFI Network Server Monitor for generic alerts.

» To dSpecify the email address of your SMS gateway provider (i.e., the address where GFl
Network Server Monitor will send emails for conversion to SMS). This address is supplied
by the SMS gateway provider and must be formatted as follows:
<email>@<emailtosmsprovider.com>. E.g., sms@messaging.Clickatell.com.

— | | f you do eémail dddressvof younr SMS Gateway, ask your SMS gateway
.—.1 provider to provide this information.

» CC* - (Optional parameter) Specify the email address where you wish to forward copies of
the emails sent to the SMS gateway.

» Subject* - (Optional parameter)Speci fy the text which you want
subject field.

» Body line 1 dSpecify the API ID which has been assigned to you by your SMS gateway
provider. This parameter is required by the SMS gateway for authentication purposes.
Format this parameter as follows: api_id:<API ID No>. E.g. api_id:124576.

—| I'f you dondt know your API | D, ask your
—.4 information.

» Body line 2 - Specify your SMS gateway user-name (e.g., user:JasonM). Format this entry
as follows: user:<user name>.

— | I'f you doné6t know your SMS gateway user
— 1 supply you with this information.

» Body line 3 - Specify your SMS gateway password (e.g., password:abcde). Format this
entry as follows: password:<password text>.
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—| I'f you dondt know your SMS gateway p@oassw:
\—.1 provide this information.

» Body line 4 d(Leave as default). This property contains the number of the SMS recipient
(i.e., the number where the SMS will be sent). This value is automatically passed on by
GFI Network Server Monitor through variable [smsnumber] which is substituted to text
when the email is generated. The contents of this property are formatted as follows:
to:[smsnumber]

» Body line 5 - (Leave as default). This property contains the text which must be included
in the SMS. These contents are automatically passed on by GFI Network Server Monitor
through variable [smsmessage] which is substituted to text when the email is generated.
The contents of this property are formatted as follows: text: [smsmessage].

4. |1 n the ©6RetrriethebnumberbfrtignesbhatXGFl Network Servér Monitor will
try to send the email to the web-based email to SMS provider should the first attempt fail.
5. Click on 060OK& to save your configuration settdi

7.9 NSM 5.x/6.0 SMS Server system

SMS via GEM
Phone/Modem

Laptop with
SMS Gateway

Fx]
3 SMS Center ..
. TabletPC with Recipient
GF| Metwork Server monitor SMS Gatowa |
Machine with connclad ¥
i

GSM phone/modem GEM

Smart or Satellite phone Cell phone

Figure 6 - SMS alert flow via the NSM 5.x/6.0 SMS server

The NSM 5.x/6.0 SMS Server can send SMS (text) messages through a TAP/UCP compliant SMSC
(Short Message Service Center)

— | The Sender ID is the number of the sending entity. Leave this empty if you want your ID
.—.1 to be withheld when sending a message.

Requirements

This NSM 5.x/6.0 SMS messaging method requires a normal Hayes-compatible modem connected
to the server on which the GFI Network Monitor Engine is running. When a check fails, GFI
Network Server Monitor uses the modem to dial in to the SMSC provider and deliver the actual
SMS message(s); most countries have one or more SMSC service providers.
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Configuring a TAP/UCP compliant SMSService Center
Alerting Options |
Ernail I Metwaork  SMS I

] Specify settings for available SMS systems through which S5
alerts will be zent.

Select SMS System:
[MSM 5.0/6.0 SMS server =l

Sender 1D:

I [bebween 1 and 16 digitz]

i Configure 5M5 Settings...

R etries:

|3 tirme(z)

Format SMS mezsage... |

k. Cancel Apply |

Screenshot 112 8NSM 5 SMS Server configuration dialog

1. Right click ond6thedéAbrdt seheOpt 6 BPNnepertiesd
2. Click on the 6SMS6 tab and from the SMS System

3.Click on the 6Configure SMS Settingsd button.
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NSMS5 SMS System |

Frovider | Dial & Modem Properties |

Specify the details for sending SMS alerts through TAPAUCPE
[Hle compilant SMS Service Center

Selected SMSC provider
I.-’-'-.irF'age
Froviders list;
Country | Frovider I - Hew...
Australia Lirk,
Auztralia Telztra Edit... |
ALiztria Calle i Delete |
Alstria kabilk.arm
B elgium ki obistar
B elgium Prosimus
Canada Cantel
Canada Paget et
Canada FPagetet?
Canada Telus
Drenrnark. TeleDanmark. kakbil
Finland Sonera
Germarny 01 Alpha ;I

ak. I Cancel

Screenshot 113 - Providers tab

4. Choose your SMSC service provider from the available list of providers.

—| To add unlisted providers,prefVfedet sdt hec:
— 1 chapter.
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NSMS5 SMS System |

Provider i Mal & Modem Properties |

Specify the dial and modem properties to be used to connect to
[l the provider.

Set the properties with which dialling to the selected provider will be made:

TonePulze: I Tone il I

Dial prefis:

Set the configuration options =0 as to be able to communicate with the

raden:
COM part: IEEIM1 'I

Flow contriol: [~ Hardware [ Software

Initialization zting: I

Initialization string can contain multiple AT commands, which can
be zeparated with the uze of the zemicalon [;]

ak. I Cancel

Screenshot 114 - Dial & Modem properties tab
5. Click on the 6Di al and Modem Propertiesd tab a

» Tone/Pulse dSelect the type of dialing that your modem will use (i.e., tone or pulse).
» Dial prefix dSpecify any additional numbers that need to be dialed before the dial-string.
The dial-string is the number of the selected provider and can only be modified by

= editing the SMSC provider 0%, phasdraferitosthe For
6Changi mg oYyMI@rs detail sé section in thi

» COMPort - Select the com port where the modem is connected.
» Flow Control d (Leave as default).

» Initialization String - If required, specify any AT Commands that you wish to send to your
modem.

— | The initialization string is a set of modem AT commands combined into one string (e.g.,
—A AT &F &C1 &D2). For a complete list of AT commands visit
http://esvc001164.wicO1l3u.server -web.com/modems/modemstrings.htm

6. Click on 060K& to close the configuration dialo

7. In the 6Retriesd entry box, sqouieedhbeforethé he number
connection is timed out.

8. Click on 060K& to save your configuration sett]i

Add new SMSroviders

GFI Network Server Monitor includes an extensive list of SMS service providers. However, it
maybe necessary to add new providers from time to time. To add a new provider:
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1. Right click ondthedéAbrdt seheOpt dPnepertiesd

2. Click on the 6SMS6 tab and from t heSMSMS eSyvsetredm
3. Click on the 0Configure SMS Settingso6 button.
SMSC Entry |

F'ru:uviu:lerl

] Specify the S5 Service Provider details.
E Szl

Cauntry: Provider:

IMaIta Test_Provider

Dial-in rumber:

|2125555599

[ ata farrmat; Speed: Pratacal:

|51 RMRED = Tep =]

Paszwaord:

Comments:

xxxxxxxxxxxx

IFl:ur support call 21491111711

ak. I Cancel |

Screenshot 115 - SMSCProvider Setup Screen
4 .

»

»

»

»

»

»

»

»

5.

Click on O6Newd6 andranefes:ci fy the foll owing
Country - Specify the country of the provider.
Provider - Specify the provider name.

Dial-in number - Specify the number that the modem must dial to connect to the
provider.

Data format - Specify the data format to be used. Obtain this information from your
service provider.

Speed - Specify the speed at which the data must be sent. Obtain this value from your
SMS service provider.

Protocol - Choose between TAP (Telecator Alphanumeric Protocol) and UCP (Universal
Computer Protocol). Although TAP is the most commonly used protocol, you should ask
your SMS service provider for this information.

Password - You can specify a password to use for authentication before connecting to the
provider.

Comments d Add any comment related to the provider (e.g., For support, call provider on
22211164)

Click on 60OK6 to add the service provider
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Changing SMS@roviders details

NSMS5 SMS System |
Fravider | Dial & Modem Froperties I
Specify the details for sending SMS alerts through TAPAUCPE

[Hle compilant SMS Service Center

Selected SMSC provider

IT ezt_Provider

Providers list:
Country | Frovider I :I Hew...
LISA, Cellone
LISA b etraCall Edit... |
LISa, Maobile Cornrm
sa, Mobile Media Delete |
LISA, MexT el
LISa, MexTel2
LS54, Pagetdart
LISA, FageMet
Usa SkyTel
Usa SkyTel
Usa Sprint PCS
UsSa IJSA KMohile
LISa, WaiceS tream

Test_Provider -

ak. I Cancel

Screenshot 116 - SMSC providers list

;L This section is only applicable for advanced users. We cannot guarantee that GFI

.—.1 Network Server Monitor will work with any SMS provider. Ensure that you obtain the
correct information from your SMS servi c:
details:

1 Right click ond6thedéAbrdt sehgeOpt 6BPnepertiesd
2. Click on tHe omSMPe tSats &HSrydt em dropdown, sel ect
3 Click on the 6Configure SMS Settingsd button.

3. Choosethe SMSCs er vi ce provider from the Ilist. Click on
changes.

4. Click on O6Odges.t o save the ch
7.9.1 Additional notes

— | SMSC providers require the connection speed. Therefore configure this in the provider
—1 details.
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— | The number format of a recipient depends on the provider (when using SMSC). This
.—.1 requires an amount of trial and error to find the right format; for example, if you live
in the UK (international dialing code: +44), you should try:

» 12345678
» 4412345678
» 004412345678

Format SMS3pager message

1. Right Click ondthedéAbhedtsrfgeOptido®Pnepertiesod
2. Click on the 6SMSd tab MEBOSIISAGEN. click on 6FORM
Message Format |

ShS Meszage Format |

Subject; I

Message: [e:DATE% %TIME% Check:%2CHE CK_MAME (%
CHECK_TARGET ] Status: "X CHECK_RESULTX
Reazon:ZCHECK_ExPLANATION:

IMPORTAMT: bawimum Sk5 mezsage size iz 160
characters!

Format: %) Blaintest €0 Bich text [HIRL)

| k. I Cancel

Screenshot 117 - SMS/Page Message Format Window

3. Make the necessary changestothe S(MSme s sage and click on 60OK®& to a
more information on variables and message templ at
Templ ated section in this chapter.

7.10 Message templates

Al ert messages templates can be customized by cli
in the Email, Network, and SMS/Pager pages of the NSM Global Alerting options. Message

templates can be built up using text and variables. Variables are substituted each time a

message is sent out and must be enclosed within 0
templates. The following are variables that can be included in message templates:

» %DATE% - date in mm/dd/yyyy format.

»  %TIME% - time in hh:mm:ss format.

»  %CHECK_NAMEY - the display name of the check as seen in the configuration.

» %CHECK_FOLDERY - the name of the folder in which the specific check is located.

» %CHECK_TARGET% - the check's target computer name/IP; can be either the one set in
the check or the one inherited from the parent folder.
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»  %CHECK_RESULT% - the result of the monitoring of the check represented as a string.

»  %CHECK_EXPLANATIONY% - the explanation returned with the last known status of the
check.

» %CHECK_DESCRIPTIONY% - A description of the function carried out by the check.
»  %PRODUCTNAMEY% - the (short) product name of the product (i.e. GFI N. S. M. 6.0).

Example of a message template:

Message from GFl Network Server Monitor, <% DATE %> <%TIME %>:

Iltem: <% CHECK_TARGET %>

Result: <% CHECK_RESULT %>

Explanation: <% CHECK_EXPLANATION %> Message from GFI Network Server Monitor, <% DATE %>
<%TIME %>

— | Using new lines in SMS/Pager Message Templates is NOT recommended. Most GSM
—41 phones don6t know how to handle new | ine:
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8 General options

8.1 Introduction

GFI Network Server Monitor 7.0

File Toolz Help

€ = Gl@| s

|T00|3 E xplorer i1

- =
GFl Metwork, Server Monitor MGFI

L——_I{E Manitaring Checks Configuration

[0 GFIMALTA

_____ |:| THJASOM Ta madify the alerting aptionz, click on 'Properties’.
""" L3 JASON Properties

""" D 545 =1 Madify the alerting options

----- B Maonitaring Checks Status
Ellﬁ Program Configuration
El MSM Uzers and Groups

o8 Users
L g Groups

Alerting Options
General Options
Database Options

Screenshot11886 Ge ner als 80O mtoiden

From the 0General Optionsd® node you can:
» Specify how GFI Network Server Monitor will handle uncertain results.
» Configure GFI Network Server Monitor built in Web server.
» Specify which proxy server will be used for Internet Protocol based checks.

» Enable the event logging activity.

8.2  Uncertain Results settings

An uncertain result occurs when the result of a check cannot be determined as successful or
failed by the GFl Network Server Monitor engine because of the condition encountered (e.g. If
the target computer on which a monitor function checks Disk Space can no longer be accessed,
then the check status is set to uncertain, because GFl Network Server Monitor engine can no
longer determine the disk space).
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General Options

Uncertain Results IWEI:: Server I Prowsy Server I Luggingl

Specify how NSM iz to handle uncertain results.

One of the result values of a monitaring check iz 'Proceszing Ermrar’.

'Procezzing Enor’ means: the engine i= not able to determine whether the
zpecific result should be "Success’ or 'Emor'.

T aking the 'Dizk space’ monitaring check az an example, when the
zpecific gerver iz not available at all, the engine cannot zay anything at
all about the available disk space. Both 'Success' and 'Eror’ would be
mizleading. Therefare, 'Processing Emar’ will be returned.

If wous want you can configure to consider all '‘Processing Emar' values az
either 'Errar' ar "Success’.

{~ Consider undetermined result as 'Frocessing Emor' [default]

" Conzider undetermined result a3 'Ermrar

{+ Conzider undetermined resulk az 'Success!

k. I Cancel Apply

Screenshot 119 - Uncertain Results setup

GFI Network Server Monitor can be configured to convert uncertain results to a definite state
i.e. Success or Error. To specify how GFl Network Server Monitor will handle uncertain results:

1. Right Click on the 6Gener al .6ydefaull the groperties e

dialog will open in the Uncertain Results (tab) options.
2. Determine uncertain results by:

» Enabl i rfgesubtc annot be det er mi

leave uncertain results unhandled.

» Enabllifng eésul t cannot be

results as failed.

» Enabllfiresidt cdhnotbe det er mi ned,
results succeeded. In this case, the same conditions specified on the successful execution

of a check will apply.

8.3  Web Server settings

and

ned, consi deto resul

det er mitomhendle uncedains i

c G < ic cashendle ensertdint

You can use the GFI Network Server Monitor built in web server to remotely view the status of

your network.

128 General options

Manual

der

as

t



General Options |

Uncertain Fesults  “web Server | Priosy Serverl Luggingl

% Configure the in-built web server for remaote monitoning.

[+ Enable in-built web server an port: |1 1695

= Allow anonyrnous access to the web server

% illow only the following wsers to lag on to the web server

Izers allowed to log into the remaote monitar web zerwer

EJasnnM
47 &ndret

Edit...

I

Bemove

k. I Cancel Apply

Screenshot 120 - built in Web Server settings
To configure the built in web server:

1. Right Click pdn otnlsédd hGareer sleh@cec!l 6Pk oprrt hesdWe
tab.

2. Configure the following parameters:

» OEnabbei in web s erdEmablethinflagoandrspeéify the port which the
built in web server will listen on (by default set to 11695).

» 06Al 1l ow anonymous acc &BEnablethis flag boendigatelithatsner v er 6
authentication is required on the web server.

» 06Al 1l ow only the foll owing udEeablethisftagtogrant on t o t
web server access only to the specified users.

to the web s

» To specify wusers that have a
I er name and P

ce
userds authentication detai (

C
s
8.3.1 Configuring IIS as the web server

Using IIS as the web server gives you more advanced authentication features and the possibility
to secure the connection via SSL. The integration with IIS is very straightforward. GFl Network
Server Monitor updates an XML file, from which the 2 views are rendered. These files are stored
in the GFI Network Server Monitor\Server\web folder. You need to create a virtual directory in
IIS, which points to the GFI Network Server Monitor\Server\Web folder. To do this:

1. Start up I nternet Services Managéomtherpopgpht cl i c
menu sel &vtrod6Nalw Directoryad.
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¥irtual Directory Creation Wizard

Yirtual Directory Alias
Y'ou muzt give the wirtual director a short name, or alias, for quick, reference.

Type the aliaz pou want to uze to gain access ta thiz Web vitual directary. Uze the
2ame naming conventiohs that you wauld for naming a directon.
Alizz

nzmremaotemnonito]

< Back Cancel

Screenshot 121 - Specifying an alias for the virtual directory

2. This will start the Virtual Directory Creation Wi zar d. Click on O6Next®d to
need to enter an alias for the virtual directory. In this case it is nsmremotemonitor, but you can

enter whatever name you like, as long as it follows the folder naming conventions used in

Microsoft Windows.

¥irtual Directory Creation Wizard
Wweb Site Content Directory
wihere iz the content you want to publizh on the Web site?

Enter the path to the directon that containzs the content.

Directony:

C:MProgram FileshGFIWMetwaork, Sery WETINE Browsze...

< Back Cancel

Screenshot 122- Pointing to the GFI NSM web folder

3. Now enter the path where the content is | ocate
60sehweebrd f ol de mMetwonk ServiereMon@ér installation path.
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¥irtual Directory Creation Wizard

Access Permizsions
wihat access permizzions do you want bo get far thiz wirtual directon?

]

S

Alloe the following:

v Read

[ Fun scripts [such as A5P)

[ Execute [such az 154P| applications ar CGl
[ wirite

[ Browse

Click Hext to complete the wizard.

< Back I Mest = I

Cancel

Screenshot 123 - Setting permissions

4 . Ne xt we need
check boxes. Cl i

set t he

on

to
c k

ONext o

a ¢ cDe so$ mapkeamy wfi tlee ®theo n s .

5. Right-click on the newly created virtual directory, located under the web root of your web

site server and select

nsmremotemonitor Properties |

Yirtual Directory I Dl:u:umentsl Diirectony Securit_l,ll HTTF Headersl Cuztom Err-:ursl

YWhen connecting ta thiz rezource, the content should come from;
{4 directory located on this computer
" & share located on another computer
" A redirection to a URL

Lacal Path: IE:'\F‘ngram Filez\GFIWNetwark Server Monil

[ Script source access [v Log visits
[v Read [ Index this rezource
[ wdrite

[ Directary browsing

Browsze. ..

L

Application Settings

Applization name: IDefauIt Application

Starting paink: <Default \web Sitex

Execute Permizsions: I MHone

=
=

Spplication Bratection: IMedium [Pooled)

Create

[Eatfiguratiar...

rlmad

ali

k. I Cancel | ¥ 1 |

Screenshot 124 - Setting Virtual Directory properties

6 . In the Virtual Directory
6l ndex this ressourced check
Manual

to finish the Virt
6Propertiesd.

Help |

tab of the properti

bo
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7. Click on 60OKd to close the propert-upasdyaiicaal og .
now test access to it.

8.3.2 Securing the Remote Monitor

It is important to set up proper authentication and security for this web server and virtual
directory. There are three ways to secure the Remote Monitor. These are Basic Authentication,
Digest and Integrated Windows Authentication. Integrated Windows Authentication is the
preferred choice in an Active Directory environment, because it makes the authentication
process seamless, since initially it does not prompt users for their user name or password
information. It uses the current Windows user information on the client computer for
authentication, instead. If you are installing GFI Network Server Monitor on a DMZ, you must use
Basic authentication.

The following steps show how to secure access to the Web based remote monitor.

1. Open up Internet Services Manager. Right click on the Network Server Monitor Remote Monitor
virtual directory under your serverwe b site and select O6Propertieso.

2. Under the Virtual Directory tab make sure to deselect Directory Browsing.

nsmremotemonitor Properties |

Virtal Directory  Documents | Dhirectany Seu:urit_l.ll HTTF Headersl Cuishom Errnrsl

—{v Enable Default Document

1 Add...

I R emove

—1 | Enable Document Footer

diii

I Erowze,..

k. I Cancel Ay Help

Screenshot 125 - Specify default document
3. Select the Documents tab and remove all the default documents. Add the following default

document 6index. ht ml 6.

4. Select the Directory Security tab and click on
authentication control group.

5. Select Integrated Windows authentication (recommended if installed on the internal network)
OR Basic Authentication check box (if installed in the DMZ). Ensure Anonymous access is
deselected.
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Authentication Methods |

| Anonymous access

Mo uzer name/pazsword required to access this resource.

Aocount used for anonymaous access: Edit... |

—&uthenticated access

For the fallowing authentication methodz, uzer name and password are
required when

- anonymous access iz dizabled, or

- access iz restricted using MTFS access control lists

[v Basic authentication [pazsword iz sent in clear test]

Select a default domair: Edit... |

[ Digest authentication for Windows domain servers

[ Integrated ‘Windows authentication

| k. I Cancel Help

Screenshot 126 - Select authentication method

If Integrated Windows authentication is used, then authentication will occur against Active
Directory. This means you do not need to configure additional users. If you use Basic
Authentication, authentication will occur against the local user database on the computer. In
this case you must create user names and passwords on that local computer. For more
information on securing IS, please review the IIS documentation.

Be sure not to allow anonymous access!

6. Restrict the access to the pages by using NTFS permissions. Open up Explorer and navigate to
the web folder in the GFl Network Server Monitor installationp at h . Right <c¢click on
folder, select O6Propertibesd®d and then the 6Securit

web Properties EHE3 |

Generall Wwieb Sharingl Sharing  Security |

Name | Add |
‘ Adminiztratars [TESTADYW Administratars)
ﬁ Authenticated Users ﬂl
€7 CREATOR OWNER
m Server Operators [TESTADVServer Oper...
€7 SYSTEM
Permizzions; Al Drery
Full Cantral O
b iy O
Read & Execute O
Lizt Folder Contents O
Read O
Wik O

Advanced... |

v Allow inheritable permizsions from parent to propagate to this

object
k. I Cancel AmEly

Screenshot 127 - Setting permissions
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7. Add / remove the users / groups you want to grant access to the Remote Monitor. To grant
access only to users forming part of the administrators group, you would set the security tab.
ick on 60OK®& to finally secure

Cl

8.4  Proxy Server settings

t he

remot e

The proxy server settings define which server will be used for Internet protocol checks.

General Options

IIncertain Fiesultsl web Server  Frosy Server | Ll:nggingl

‘ ‘j Specify which prowy server to uze for intermet protocol
i J bazed checks.

Hozthame/|F: IIS.-'l'-.SE RWER

Puort; IBEIEEI

[+ Erowy requires authentication:

Uzer name: IJ azontd

xxxxxxxxxxxxxxxxxxxxxx

Faszward: I

=]|

k. I Cancel Apply

Screenshot 128 - Proxy Server Setup Window

To

1.
2. Click on the Proxy Server Tab and define the following parameters:

configure proxy server parameters:

Right Click on the 06General.

Optionsd

» Hostname/IP Address & Specify the proxy server name (e.g. ISASERVER) or IP address.

» Port dSpecify the port on which the proxy server will listen (default = 8080).

monito

node and

» Proxy requires authentication dEnable this flag to indicate that the specified proxy server

requires authentication details.

» User name / Password 0 Specify the logon detail to be passed to the specified proxy

server for authentication.

8.5 Log file settings

GFI Network Server Monitor can log monitoring checks activity into a text file for future
reference. Since the log file is in plain text, you can import its contents to other applications for
further processing.
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General Options |

[Incertain Hesultsl Wb Serverl Proxy Server  Logging I

ff@ Specify whether NS zhould keep a log file of itz activity.

[+ Enable logging of monitoring checks achivity

Lo file: IE: WSuztemn LogzhMSM_Logs |

Field separator; I

M axirmunn log zize: |2EIEIEI k.B

Wwihen maximum log size iz reached:

{+ Hackup the existing log file and clear it

= Do not log events untl NS log iz cleared manually

k. I Cancel Apply

Screenshot 129 - Log file setup Window
To configure the logging parameters:

~

1. Right Click on the 6General Optionsd node and
2. Click on the 6Loggingd tab and define the foll

» O0Enabl e Loggi ngh edk anodindblethistiagdo start logging all check
activity to a specified text file.

» Log file dSpecify the full path to the log file.

» Field separator & Specify the character that will be used to separate the fields in the log
file (e.g. using the comma (,) would enable you to import the file to excel as CSV).

» Maximum log size d Specify the maximum log file size (in KB) required (e.g. if a 1 MB log
file limit is required, specify 1000KB).

» 6Backup the exi st i ndakEnablethisoptioh te automaticadlyimalem i t 0
copy of the log file and clear the contents of the original log file whenever the specified
file size limit is reached.

— | Insuch cases, the backup file name to be used wouldbe & OG# # # #. TXT0O w/|
\—.1 the next available number, depending on the humber backup files that already exist
(e.g. if LOGO002.TXT exist, the next backup file number will be LOG0003.TXT).

» 6 Do not |l og events unti | OéEnable this dpdog toistep cl ear ed
logging check activity whenever the maximum specified log file size is reached.
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9 Database maintenance options

9.1 Introduction

GFI Network Server Monitor 7.0

File Toolz Help

€ = Gl@| s

|T00|3 E xplorer i1

- =
GFl Metwork, Server Monitor MGFI

L——_I{E Manitaring Checks Configuration

[0 GFIMALTA

_____ |:| THJASOM Ta madify the alerting aptionz, click on 'Properties’.
""" L3 JASON Properties

""" D 545 =1 Madify the alerting options

----- B Monitaring Checks Status
Ellﬁ Frogram Configuration
El MSH Users and Groups

i Alerting Options
- General Options
- [atabaze Options

Screenshot 130 - Database Options

Through the O6Dateb®peti Mlasdt envder, you can select a
backend to use for the storing of monitoring results data. You can choose between MS Access

and MS SQL Server as a database backend. In the case of SQL Server, you can also specify the

type of authentication to use when logging onto the database (SQL Server authentication or

Windows authentication).

Windows NT authentication mode allows you to log onto the SQL Server database using your
Windows account details. The SQL Server authentication mode allows you to log on to the
database using the SQL Server account details (i.e., the credentials stored in ACL tables of SQL
Server).

For more information on the authentication modes supported by SQL Servers visit
http://www.windowsecurity.com/articles/SQL_Server_2000_Authentication.html

— | Support for SQL Server database backend is only available during evaluation and in the
.—.1 Consultants/Enterprise editions of GFl Network Server Monitor.

9.2  Configuring the database backend

To configure the database backend used by GFl Network Server Monitor, right click on the
6Datab®ai ntenance Options® node and select 6Prope
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9.2.1 MS Access database backend

GFI Network Server Monitor 7.0

File  Toolz Help
& =
| Tl Explarer q |

GFI Metwark Server Maonitor

L——_I{E Manitaring Checks Configuration
[0 GFIMALTA

[ TMIASON

----- B Monitoring Checks Status

Ellﬁ Program Configuration
=S NSM Users and Groups

H 8 Users

g Groupz

Alerting Optiots

General Options

D atabase Options

B:GFi

Properties
Madify the alerting options

Screenshot 131 8 Ms Access backend propeties dialog
To use an Ms Access database backend:

1. Select the O6MS Accessd opti
database backend.
2. Click on 060K®& dtionsettingse your

=
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on

conf

and

Ta madify the alerting aptionz, click on 'Properties’.

gur

If the specified database file does not exist, it will be created for you.

speci fy
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9.2.2 MSDE/MS SQL Server database backend

Database Options |

General |

— Cument databasze zeftings

@ Databaze Type: M5 Access
Databaze Path: C:A\Program FileshGFIMMebwork Serve

Izer: Adrnin

—Mew database zettings

Indicate bellow the new tpe of databaze backend to uze:
M5 Access ™ M5 SOL Server

Fleaze speciy the name or |P of the machine containing the SGL
Server / MSDE databaze to uze:

Server: IJ azanT est j

[¥ Usze SOL Server Authentication

Uzer: IJ azanid

HEHKENRHHEERERRHR KRR

Pazzwaord: I

k. I Cancel | Apply

Screenshot 132 - MSDE/MS SQL Server backend properties dialog
To use an MSDE/MS SQL Server database backend:

1. Select the 6MS SQL Serverd option and specify

2. Specify the authentication mode to be used when logging on to the SQL Server. GFl Network

Server Monitor supports both Windows NT and SQL authentication modes. To use SQL
authenticati on, select the 6Use SQL Server Aut hen
access credentials. For Windows NTaut hent i cati on mode, select the 0V
authenticationd option.

—_ | If the specified server and credentials are correct, GFl Network Server Monitor will log
.—.1 into the SQL Server and create the necessary database tables. If the database tables
already exist, it will re-use them.

3. Click on 060K& to save your configuration sett]i
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10 Users and Groups

10.1 Introduction

GFI Network Server Monitor checks refer to the user's properties to gain alert details (e.g., email
address), rather than directly to an email or a number. This is in order to avoid having to change
all the checks if a particular email or number of a user changes. You can configure user name,
email address, mobile number, pager number and the computer name(s) from where network
messages should be sent, from the user properties.

You can also define the working hours of a user and decide what alert (if any) is to be sent
depending on the time that the important event occurred i.e. during or outside of working
hours.

You can create a group of users to notify more than 1 person and avoid having to specify

multiple users for each check you create. This makes it much easier to change the users to
notify afterwards since you just need to change the group membership.

GFI Network Server Monitor 7.0

File  Toolz Help

¢ = Em &

| Tools Explorer M ame |

. GFl Metwaork Server Monitor 8 im

= ‘E kanitaring Checks Configuration
------ I:l GFIMALTA

----- B Manitaring Checks Status
B ‘ﬁ F'r-:ugram Configuration
E| NSM Users and Groups

_- ----- ‘@ Gru:uups

Marting Optionz

Screenshot 133- Users and Groupsfolders

10.2 Users

10.2.1 Add a new user
1. Right click on the Userraupsd ohnace amdego thr Ndaw e
2. Specify the parameters required in the user properties as described below.

Configure user properties

User parameters are defined in the user properties dialog, which opens automatically whenever
a new user is being added, or can be opened when necessary by right clicking on an existing user
and selecting 6Propertieso.
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MsMAdministrator Properties |
General |'W'|:urking hl:uursl Alerts I bdemnber I:Ifl

@ Specify the general detailz for thiz uzer as well az the

parameters bo use for the vanous notification methods when
impartant events happen.

Full narme: IN Sk Adminigtrator

Description: INSM default admiristratar.

Specify the alerting parameters to uze for thiz user;

Email: Insmadmin@gfi.cum
Mohbile Mumber: 994420000
Metwork Messages: IIS.&S erver Add...

Tk azon Remove |

tultiple emailz can be specified by using ; az separator. Netwark
mezzage notifications are sent to the computers specified in the list,

ak. I Cancel Apply

Screenshot 134 - User Properties dialog

1022 Configure userds gener al parameters

These parameters define the general details of the user, including the alert details (e.g. email
address, SMS/ Pager number, et andthegroupsiniwieichphsr sonds
user is a member. To configure these parameters:

1. Click on the General tab (which is the default opening view of the user properties dialog)
2. Specify the following properties:
» Full name dSpecify the full name of the user.

» DescriptiondoSpeci fy a string which describes the use
server administrator).

» Email dSpecify (if required) the address were email alerts will be sent.
» Mobile Number dSpecify (if required) the mobile number were SMS alerts will be sent.

» SMS/Pager number &Specify (if required) the Pager number were SMS messages will be
sent.

» Network Messages 0 Specify (if required) all the computers to which network messages
will be sent. To add a computer to the list, type the computer name in the provided
field, and then c¢click on the 6Addod button. Rep
have been specified.

10.2.3 Define working hours

GFI Network Server Monitor, allows you to specify the working hours of a user (recipient of
alerts). These parameters will be referenced by the GFI Network Server Monitor engine in order
to decide what alerts (if any) need to be sent to this user, depending on the time (during or
outside of working hours) that an important event occurs (e.g. a check fails).
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MsMAdministrator Properties |
General “Working hours |.-“-‘-.Ierts I Meml:uerl:lfl

@ Specify the general detailz for thiz uzer as well az the

parameters bo use for the vanous notification methods when
impartant events happen.

00k 03h 0Eh 03h 12h 15h 15h 21h 24h

|
w|=l=]=l~]~ |-

Fonday
Tuesday

‘wednesday

Thursday
Friday
Saturday

L N RN N KA
L9 AN BN S BN RN RN K
L N RN N KA
L9 AN BN S BN RN RN K
L N RN N KA
L9 AN BN S BN RN RN K
L N RN N KA
LS AN BN S ES RN RN K
L N N RN A
LS AN RN S N RN RN X

Sunday

b arked time intervals are conzidered as work time.
IIn-tarked times will be conzsidered as outside of working time.

Y'ou can configure different notification methods for important
eventz which happen during and outside of warking time.

ak. I Cancel Apply

Screenshot 135 - Working Hours Setup dialog
=3 Marked (~) hours indicate working time.

To setup workinghours, ¢l i ck on the O6Working hourso6 tab and
that you need to mark / unmark.

TIP: To mark / unmark a whole day click on the day (e.g. MONDAY) displayed on the left of the
hours setup grid.

TIP: To mark the same hour for a whole week, click on B at the top of the relative hour column.

10.2.4 Define alerts to be used

You can specify what alerts (if any) are to be sent, on the occurrence of important events during

and/or outside of working hours. This is based on the working hours specified for this user (e.g.

you can configure GFl Network Server Monitor to send SMS/Pager alerts to this user ONLY when

an event occurs outside normal working hours). For further information on how to setup the

working hours for a user, please refer to the 6Wo
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MsMAdministrator Properties |

Generall working howrs  Alerts | b ember I:Ifl

@ Specify the tppes of notifications this user is to receive.

Specify the twpes af alerts this uzer should receive far events which
happen during working hours or outzide warking hours. Example;
configure the uger to receive SMS alerts when outzide of working hours

anly.
Events happening  Event: happening
during working outzide of working
hiaurs haurs
Email notifications: v v
Metwork message alerts: v v
SMS alerts: H H

ak. I Cancel Apply

Screenshot 136- Alerts Setup Dialog

Enable the alerts that will be used when alerts occur during and/or outside of working hours
(e.g. The screenshot above shows the settings for a user that will receive email alerts at any
time an important event occurs as well as a Network alert if the event occurs during working
hours and an SMS/Pager alert if the event occurs outside of working hours).

10.2.5 Add user to a group

A user can be added to predefined groups. You can create a group of users to notify more than 1
person and avoid having to specify multiple users for each check you create.

= Users can be members of more than 1 group.

=
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MsMAdministrator Properties |

Generall WWorking hu:uursl Alerts
Mermber of:
M5 kA dminiztrators
Add... | Hemowve |
ak. I Cancel | Apply

Screenshot 137- Members of tab

To specify the group(s) to which this user wil!/l b
TIP: You can make multiple selections of groups so as to add all required groups at one go.

10.2.6 Delete users
To delete users:

1. Click on the Users folderunderthe6 Us er s aBfdn@édeupsad select the us
deleted.

2. Right c¢click on the selection and choose 06Del et

10.3 Groups

A Group contains a collection of users. You can create a group of users to notify more then 1
person and avoid having to specify multiple users for each check you create. This makes it much
easier to add new alert recipients to that particular check since you just need to associate the
new users to the recipients group.

10.3.1 Add a new group
1. Clickon the Groupfolder under the 68seBpbpdeanddGgoups NEW > (
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MsMAdministrators Properties |

eneral |
‘g Specify the memberz of thiz group.
Group name: |[EEGRe Tyt o= e

Dezcription; INSM default administrators group.

Members:

E M S A drninistrator

Add... | Bemove |

ak. I Cancel | Apply |

Screenshot 138 - Group Properties dialog

2. Specify the group name (e.g. NetworkAdministrators) and the string which describes the
group/groups members (e.g. File Server Administrator).

3. To specify the members for this group, click o
accept the selection.

10.3.2 Add members to an existing group

To add users to an existing group:

1. Double click on the Group ®6ohdee, unideht thlei dks
were the new member will be added and sel ect Pro

0
2. Click on the 6Addw membens amBbecti theon 60KO t

10.3.3 Remove members from a group

1. Double click on the Group ®6ohdee, unideht thlei dks
were the new member will beeadded and sel ect O6Pr o

2. Select members to be deleted from displayed I

10.3.4 Delete a group

Double click on the Gro

up f od dreada,ndreirghthecldéiUslke rs
be del eted and select 06De

| et ed.
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11 Repating

11.1 Introduction

Out of the box, GFI Network Server Monitor includes a dedicated reporting tool. This tool allows
you to create reports that detail the availability of your network resources. You can create
reports directly in HTML, or generate XML/CSV reports that you can export to your favorite
application. You can use the report templates included in GFl Network Server Monitor to extract
monitor data from the database backend and generate detailed or summary reports based on a
particular period of time.

11.2 Availability - Detail Report

The Availability-Detail Report includes an overview of all changes in check state that occurred
across a specified period of time. Other details included in this report specify the length of time
a server or service was in a particular state, making it easy to define the relative up/down time.

To generate an Availability-Detail Report:
1. Go on Start > GFI Network Server Monitor 7 program group > GFI N.S.M. 7 Reporter. This

| aunches the Reports Wi zard. Click on O6Nexto
GFI Metwork Server Monitor Reports Wizard |
Report Type =
Select which type of report to generate.

Select the type of report o generate;

{* Availability - Detail repork
Thiz repart type will contain all status changes, including a dezcnption for each
gtatuz change, of all zelected checks between the zpecified time frame.

" fvailability - Surmmary report

Thiz report type containg percentages of all status tppes, for all zelected checks
bebween the zpecified time frame.

< Back I Ment » I Cancel Help

Screenshot 139 - Specify report interval

2. Sel ect tithdeetaibRepoad | apti il on and click on O&dNextd
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GFI Metwork Server Monitor Reports Wizard |

From-To Dates —
Select the monitoring period to include in the report.,

Fepart events which happened in the period:

Fram: IEI'I October 2005 j
Tt |14 October 2005 =]

< Back I Mext » I Cancel | Help |

Screenshot 140 - Select the period to be covered by report
3. Specify the monitoro:n@ ¢aetre ) dt d 6 oano \be raendl DY

GFI Metwork Server Monitor Reports Wizard |

Checks —
Select which checks to include in the report

Select the zet of checks that will be included in the report;

i~ Al checks
' The following checks:

Check name | Check. type |
DHTTPHHTTPs-www.gfi.cnm HTTRMHTTP:
THJASOM - File Existence file "5MSMINSTALLDI...  File Exigtence
THJASOM - ICMP Fing can ping ICMF Ping

[+ i Dizplay all corfigured checks in & list

< Back I Ment » I Cancel Help

Screenshot 141 - Specify which checks to include in the report
4. Specify the checks that you wish to include in your report. Select the d Al | Cdptéon to s 0

include the data of all existing checks. Alternatively youcanselectd6 The f ol | owi ng chec
option and choose the checks which you wish to include in the report. When ready, click on

ONextd® to continue.

— | By default checks are listed in their respective folders. To display only the list of
.—1 currently configured checks (i.e. without folders), selectthe 6 Di spl ay al

checks ioptiolm | istd
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GFI Metwork Server Monitor Reports Wizard |

Output =
Specify the format type and output filename

[T Render the output =ML file uzing the fallawing 251 file:

Iu::"\pn:ugram filezhafivnetwark, sereer monitor Fhaeportertetaile Browse. . |

" HTML
 Csv
I1ze the following tab delimiter: I

Save the report bo the following location [full path including filename]:
csprogram filesafivhebwork, server monitor Fhreportersnzm_report_20 Browse... |

< Back I Mext » I Cancel | Help |

Screenstot 142 d Choose the report format required

5. Specify the format type and output file name of the report. Select 6 C Sov¥ & X Mfor@nats if
you want to further process the report and perform more advanced calculations using another
(external) program such as Microsoft Excel. Click

6. At the final stage, a dialog will inform you that the report wizard is ready to start generating
the report. If you want to modify any of the previously configured settings, cli ck on &Backd.
Ot herwise, click on 6Nextdé to finalize the report
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=8 GFI Metwork Server Monitor - Detailed Report - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help | f ..'
e a .\ == _.'1| 3 . 2 — 5, ~ \t
= = ) 'y P - -
Q Bach. l\) IiLI \ELI | o Search ° o Favorites £3‘ ‘ = (2] ﬂ &
Address @ CYProgram FilestGFTiMetwork Server Monitor 6,5\Reporterinsm_report_200581172940,Hkm j a Go ‘ Links ** @‘ Snaglt '

-
; SECURITY & MESSAGING SOFTWARE Sia
B<GFi 35

GFitiskServerMonitor

Availability Report - Detailed

From 01/08/2005 to 01/08/2005

®  AHDREM - Disk Space C: drive

Status From To Duration Reason
= 0140842005 - 01/08/2005 - )
5]
L Gueued 00:00:00 031845 Shrs 13 min
. 01/08/2005 - 01/08/2005 - ;
(/)  Disabled TR AT & hrs 11 min ©n Hold

® AHDREM - Event Log Service

Status From To Duration Reason
— 0140842005 - 010812005 - )
. GQueusd 00:00:00 09:18:45 Shrs 18 min
) 010842005 - 01./08/2005 - )
(/)  Disabled TR IR Zhrs 11 min ©n Hold

AHDREM - GFI Content Security

Attendant
Status From To Duration Reason
e 0105/2005 - 01/03/2005 - .
TL
GueuEd a0-00:00 091647 8 hrs 19 min
. 010852005 - 01 /052005 - .
(/) Cisabled T Q7o & hrs 11 min ©n Hold wl
|@ Done ’_ ’_ ’_ ’_ ’_ | ‘-_.J Iy Compuker v

Screenshot 143 - The availability detailed report

11.3 Availability -Summary Report

The Availability-Summary Report contains information showing the state of target computers

over a specified period of time.
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GFI Metwork Server Monitor Reports Wizard |

Report Type =
Select which type of repart to generate.

Select the type of report o generate;

" fwvailability - Detail report

Thiz repart type will contain all statuz changes, including a dezcription far each
gtatuz change, of all zelected checks between the zpecified time frame.

&+ fvvailability - Surmary repork
Thiz report type containg percentages of all status tppes, for all zelected checks
bebween the zpecified time frame.

< Back I Mext » I Cancel Help

Screenshot 144 - First Stage of the report wizard: Report Type d ialog
To generate an Availability-Summary Report:

1. Launch the report wizad®d mrad ys KRlegpotr tidh e pd Awai. |

2. Specify the rest of the required settings in the same way as described for the creation of an
Availability-Detail Report. For more information, refer to the Availability-Detail Report section

in this chapter.
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GFI Network Server Monitor - Summary Report - Microsoft Internet Explorer

File  Edit Wew Favorites Tools  Help | e

L Bk m i g - Iﬂ @ _:‘_ ‘ /l ) Search ;' Favorites @- ‘ = ] - ﬂ ‘3

Address @ C:YProgram Files\GFT\Metwork Server Monitor 6,5\Reporterinsm_report_200581173238,hkm j ﬂ G ‘ Links ** @‘ Snaglt |2
n - - -
@GFI SECURITY & MESSAGING SOFTWARE
ilskServerMonitor

Availability Report - Summary

From 01072005 to 01/08/2005

. Depender . ) Depdender on H License
Sereey Lownjglincertain unavailable Maintcnance maintenance hold monitored Limit

Ohrs0 Ohrs0O . . . . Shrs14 7S3hrs19 Ohrs0

AMNDREM - Disk Space G drive  min — (rarsnuﬂcgn n g;uuaz;'n o Erérsogcgn n (rar;uﬂcgn min miin min
(000%) (000%) o ! : ! (1.08%) (9582%)  (D.00%)
. . D hr_s DO hr.s D Ohrz0min  0hrs 0 min 0 hre 0 min 0 hrs 0 min ® hr§ e s h_rs L hr.s D

ANDREM - Event Log Service min min (0.00%] (0.00%) (0.00%) (0.00%] min min min
(000%) (000%) : : : (1.08%) (9592%)  (D.00%)
ANDREM - GFI Cortert.~ © :Ii b ::Iﬁ Y OhrsOmin OhrsOmin  ObrsOmn ObrsOmin O hn:iSnM ?SSH:LS 180 ::Iﬁ o
o Securtty Attendant ©00%) ooy ©@D0%)  (000%) (0.00%) (000%) e (@892%)  (0.00%)
ANDREM - GFI FAXmaker  ° ’n‘;ﬁ oo ::Iﬁ Y QhrsOmin OhsOmin ObrsOmin  OhrsOmin  © hﬂ:iSnM ?SSH:ES L ::Iﬁ g
i Heaith Check Do) onsy ©OO0%)  (000%) (0.00%) . =
ANDREM - GFI LANguard  © :‘;i o ::; " OhsOmin OhrsOmin  ObrsOmin OhrsOmin © hn:iSnH ?53;;3 98 ::ﬁ "
NSM. B0 attendart service (oo B (100%)  (DD0%) (0.00%) (O00%) .\ Teo emenw)  (0.00%)
ANDREM - GFl LaNguard  © :Iﬁ UL ::Iﬁ D Qhsomn OhrsOmn  OhrsOmn  OhrsOmin O hn:iSnM ?53;;3 L ::Iﬁ o
M.5 M. B.0 engine service (0.00%) (0.00%) (0003 (0.00%:) (0.00%) [0.00%:) (108%)  (9BO2%)  (D.00%)
ANDREM - GFI L&Nguard  © :Ii bo ::Iﬁ " OtesOmin OtesOmn  OkrsOmin OhrsOmin  © hn:iSnM ?53;‘? @0 ::Iﬁ .
NSS.60aftendart service ot ot (00%)  (0.00%) (0.00%) (O00%) e (@B92%)  (0.00%)

— ARIDRFR - 3FLL SR Eedd Ohrs 0 Ohrs 0 N hrs Nmin N kes 0 omin N k= 0 min N ks N omin Shre 14 7S53hrs19 Ohrs 0 ;I

|@ Done ’_ ’_ ’_ ’_ ’_ | -_e My Computer v

Screenshot 145 - The availability summary report
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12 Network tools

12.1 Enumerate computers

This tool searches for domains and/or workgroups on your network. Once the domains are
defined, you can scan their contents to catalog the constituent computers and their relative
details (e.g., OS, other information from NETBIOS). Computers can be enumerated from:

» The Active Directory dFast method which will also enumerate computers that are
currently switched off.

» The Windows Explorer interface d This method is slower and will not enumerate
computers that are switched off.

When performing scans, you must use access accounts that have rights over the Active
Directory.

1)1

GFI Network Server Monitor 7.0 [_ (O]
Fle  Tools Help

=

Toaols Explorer j: 1 |
GFI Metwork Server Maritor

Enumerate computers in domain: Igfimalta j Betiieve

EI‘E konitaring Checks Configuratic Computer | Dperating system | Type || Options [
SRes] gaﬂ&sw Sl ALEXC DEVMCH1 windoms XF Workstation General | Advanced
(5 (1 DEF LTD & ANDREIDEV-4205C “windows <P wiorkstation fE I
0wz to 2l ANDREIZ windows XP workstation * Enumerate ol computers.
8 Manitaring Ch‘acks Status 2 ANDREWZ Windows XP Workstation " Only these:
3 . AUTORESPOMDER Windows $P Wwiorkstation
- Program Corfiguration sl =] i
‘% Users and Eroups 50 BARBARA windows KF workstation PR S <
el Users S BRIENAZ Ywindows <P Workstation | windows NT False

Groups gcomy Windows XP Workstation Windows 2000 Fek
lerting Options S CHRISY indows #P Wark station windows 2003 False

General Options & DDy Yindows KP Wwork station windows XP Fek
- Databass Maintenance Of | B DENNISM “windows <P work station Mavell False
=% Toals S EDwaRD indows P Workstation Linuz False
% Enumerate Computers 5 EMMANUELG-DEV windows 4P Wwarkstation Bl Services
%% Enumerate Frocesses G EMMANUELG-DEV2 “windows server 2003 Server Microsaft SAL Serv False
] DNS_LOOk“D S FaxsRY ‘windaws server 2003 Server Frimary Domain Ce False
% Whois Sl FILESERVER Wwindaws server 2003 Server Backup Domain Cc Fale
5 ;:;T:[O:t:' S FSERVER indows 2000 server Wark station Apple file P"j_l”EDI_S False
- SNMP\; ‘:: S GFILAPTOP Windas 4P ‘workstation Servers sharing piir False
& n,;)'“"éineml d S HP 2100 Windows 35/98/ME Workstation Servers sharing dial False
= SAHP LASERIET 5 wafindows 95/98/ME ‘warkstation B Types
{E8 Version Information ‘wiorkstations False
S1sazks Windows server 2003 Server
£ Liensina Sl 1545ERVER wind 2003 5 Servers Falee
4 How to purchase - indaws server Srver hd ‘windows far workg False
488 Suppart Center 4 | E

8 Knowledge Base Start gathering information. ..
48 GFI LANguard N.5.5 Getting the computers of gfimalta ..
(é GFI LANguard P.S C. Ready. Found 69 computers.
48 GFI L&Nguard 5 E LM

-4 GFI Metwork Server Morit

N |
[ [ 1.z

Screenshot 146 - Enumerate computers - General Tab options
To setup the required parameters:

1. Click on the general tab.
2. Specify the domain where a search is to be made (e.g. GFIMALTA).
3. Specify the computers which need to be listed:
» Sel eecntunder at e Al to disptayrghl stomputess th the domain.

» Sel eOnt y 6 t to specdydwhich computers to look for. Define selection criteria
parameters to be used from the Operating System, Computer services and Computer type
options available.

4 . Click on the 6Advanced Tabd andEnaneratefsom t he sea
Active directoryd® or O6Enumerate using Windows Exp
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GFI Network Server Monitor 7.0 H=1E3
Fle  Tools Help
=
Tools Explarer a | . e - etiieve
I p—— Enumerate computers in domain: Igflmalta J Eet
EI‘E Monitoring Checks Configuratic Computer | Dperating system | Tupe :I Options
= ABCLTD. S ALEXC-DEYMEH-1 W‘?ndowsXP \:oprksnanon General Advanced
3 THIASON 6 ANDREIDEY-4205C windows XP Workslation
B g 25; Hg ol ANDREIZ wwindaws %P \work station e e
e . 2 ANDREWZ windows ¥P Wwarkstation Specify how you want to enumerate the fist
[—]é; groor;lrt:;;ngD?:i:fll:astii:ﬂatus Bl AUTORESPONDER Windows <P whorkstation S GRS
-Gy Lisers and Groups B BARBARA windows P Workslation % Enumerate from Active Directory.
'-2 Users S BRIANAZ Wwindos <P Warkstation [~ Determine computer role in network.
,@ Groups %EEE{SV xinjnws is xorts:at\on [required for non-05 type filkers)
Alerling (Iptions !n e orkstaton [ Determine whether computer is tumed on.
General Options & DDy “findows =P Wwork station -
& Datahasai‘:aintenanceﬂl S DENMISH wwindows ¥P ‘winrkstatinn " Enumerate using Wwindows Explorer Interface.
=% Toals & EDwaRD indows P Warkstation Aol
- Enurmerate Computers 3 EMMANUELG-DEV windows P Workstation uthenticate ;
%% Enumerate Frocesses B EMMANLELG-DEVZ Windows server 2003 Sarver User Name:  fizson
= DNS_LOOk“D 3 FaxsRY wiindows server 2003 Server Password; [ |
z \T”hms t S FILESERVER Windows server 2003 Server
tacerouta S FSERVER Windows 2000 server Workstation
B SHMP Audi 5 GFILAPTOR windows }P Workstation
% SHMPWak glHP 2100 Wdindows 35/98/ME ‘Workstation
= Qg;j:n\jzlslon \nfarmation S HP LASERJET 5 ‘windows 95/98/ME workstation
:% Licensing F1sa2Ka Windows server 2003 Server
How to purchase S I545ERVER ‘indows server 2003 Server -
g SupporlDCentar ‘T | _’lJ
428 Knowledge Base — =
---g G LaigumdNG s [ dotheting iformation...
(é GFI LANguard P.S C. Ready. Found 69 computers.
48 GFI L&Nguard 5 E LM
(é GFIl Metwork Server bMonit
o1
[ 1.z
Screenshot 147 - Enumerate Computers - Advanced tab options
5. Define additional informat i on t o be di splayed by marking 6Det «
net wor kd and/ or o06Determine whether computer is tu
— | Should it be required, enter authentication details in the fields located at the bottom.
:,]
The list of constituent computers in the specified domain will be displayed. Status details of the
operation carried out is displayed in the bottom window
E.g. To look for ALL computers which run on Windows 2003 OS in a domain called JASONTEST:
(a) Select / enter domain name.
(b) Clickonthed Gener al 8 tOnH,y eaopteomkleed 6
(c) SE uthdvalue near Windows 2003 in the Operating System selection area.
(d) Click on the 6Advancedd Tab
(e) Emabilimer@te from Act i v éDetBrmineecontpoteryoeinas wel |
networkd n al Defermine whether computeris on 0 .
6. Click on O6Retrieved to start enumerating compu
12.2 Enumerate processes
This tool is used to catalog processes running on a remote computer. Amongst other tasks, this
tool searches and displays information on the CPU and Memory resources consumed by each
process found running on the specified target computer. You can also highlight / a particular
process or indicate processes which are consuming more than a defined percentage (%) of CPU
usage. Thesetup windowlayout is simil ar to the enumerate comp

list of processes is displayed in the top-middle window, whilst the status/details of the operation
carried out are displayed in the bottom-middle window. Icons on the left of each process
indicate the state of the process in relation to the specified CPU usage value.

r'i“blndicates that the process is using more than the specified CPU usage limit.
@Indicates that the process is using less CPU resources than the specified limit.
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GFI Network Server Monitor 7.0 H=1E3
Fle  Tools Help
=
D‘SGIET:IZ:DIkSewerMonilor & || Get the processes unning on the Hostname/|P: Iiasnn j| Start | |
=2 Monitoing Checks Configuratic [Ty [P0 [ %CPUUsage | Physical Mem | % Physical | Witusl Mem | Options |
5@ gaﬂ&sw wmiprise H® 0% 1.85 b 0.36% 384 Wb General | Advanced
& nsmrepit 012 0% .63 Mb 1.3% 8.85 Mb
® g 2\5; Hg & mepaint 33200 0% 2023 Mb 3.95% 3011 Mb ¥ Retieve the CFU usage per process
- B8 Monitoring Ch‘acks Status & StatusClient 832 0 1.86 Mb 0.36% 1.11 Mb [TJDTE: will slow down list retrieval)
= rograr Confiquration Phatoshaoy 3|2 0% 58.95 Mb 19.33% 168.06 Mb o
i %;...guserf anLgG,DLDS DUTLDDE 4384 0% 1271 Mb 2.49% 1213 Mb ' Highiight procssses using mare than
D Users hEmui 1624 13.45% 3262 Mb 754% 4381 Mb 5 ={zcru
A Groups & alg 2424 0% 014 Mb 0.03% 1.06 Mb T —
lertin ions cisve 1832 0% 0.33 Mb 0.08% 415 Mb =
élar:erg\ﬂﬂiinns B javaw 1396 0% 612 Mb 1.2% 19.38 Mb
@ Databaze Maintenance Of Cirss E40 0% 1.56 Mb 0.3% 1.92 kb [ Refresh list once evar_l,ll 5 3: seconds
[—]--lﬂ Tools & nsmwebsry 8536 0% 0.83 Mb 0.16% 7.E9Mb
% Enumerate Computers KwSProd 4020 0% 2Mb 0.39% 372 Mb
%% Enumerate Processes & wuauch! ¥*’ 0% 0.5 Mb INRES 4.36 Mb I” Connect to host using credentials:
& DNS Laokup Isass 700 0% 251 Mb 0.49% 3.6 Mb ;
e Whis & PureText >e 0% 0.21 Mb 0.04% 0.52 Mb Usemame: |
% Trscerouts. svchast 184 0% 0.03 Mb 0.02% 232 Mb Password [
5% SHMP Audi @ rom_atendant 4108 0% 243 b 0.43% 1241 Wb
Bk SNMP Wk System 4 0% 0.04 Mb 0o 0 Mb
E(‘\?g"\jzlsmlnrmatm 3 wdlimar w0 0% 0.2Mb 0.04% 1.4 Mb
Idle 1) 70.01% 0.02 Mb 0% OMb
% h.;;ntsompgumhase &Iwmpla}lar 60 14_032 2793 Mb 5./45% 42 b _IZ
-4 Support Center d D
8 Wiipass |Com s e e
g g;: S:Etﬁ:: : g E.M Please wait alls;vx?seconds V’\'hrﬂB ca\culatlr‘{g‘ CPU usage values...
(é GFI Metwork Server bManit E?;:}g;.tl‘:gg E,[DDE:SS: |“js?_t_al‘s o
<| I j Total Piocesses = 58 j
| \ .2
Screenshot 148 - Enumerate Processes setup window - General Tab
This tool requires the foll owing parameters in th
» Hostname/IP d The name of the remote computer whose processes will be enumerated.
» Retrieve CPU usage per process dIndicate that the process list should include the
percentage (%) CPU usage value.
» CPU % usage dSpecify the maximum percentage (%) CPU usage allowed. This option will
then highlight processes using more than the specified limit.
» Refresh list frequency dSpecify the time interval in seconds, at which the list of
processes will be refreshed.
» Logon Credentials dSpecify logon credentials (if any), required to connect to host
computers.
The foll owing parameters are required in the 6Adv
» Highlight processes dSpecify the list of processes which you need to highlight in the
derived list of processes. This is convenient to find any known unwanted process, such as
viruses, which are running on a remote computer, or vice versa to confirm if a particular
process, such as a virus, shield is running.
» Hide Processes dSpecify the list of processes that you do not want to display in the
derived list of processes.
To retrieve the list of running processes:
1. Specify the name/IP of the computer from where to retrieve the processes.
2. Specify if you want to display the percentage (%) CPU usage and indicate if processes using
more than a specified CPU usage value are to be highlighted. Specify the percentage (%) CPU
usage value to be used as reference.
3. Set the refresh rate at which the list will be updated.
4. Specify logon authentication details (if any).
5. To highlight particular processes, click on th
one for each line. The specified processes will be highlighted in yellow and displayed in the list.
6. To hide any known processes from being display
process names in the 6Hide processes 06list, one p
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7 . Click on 6Startdé to start enumerating processe

Marne | PID | % CPU Usage | Phusical Mem | % Phosical | vitual Mem |
—— 2436 0% 1.55 Mb 0.363% 394 Mb
hmreprt B2 0% £.E2 Mb 1.3% £.95 Mb
mspaint 10 0% 2023 Mb 3.95% 30.11 Mb
StatusClient 02 0% 1.6 Mb 0.796% 1.11 Mb
Photoshop T2 0% 59,95 Mb 19.33% 162,06 Mb
OUTLOOK, 4384 0% 1271 Mb 2,483 1213 Mb

/N nsmui 1624 13.45% 35,62 Mb 7543 43,51 Mb

alg 2424 0% 0.14 Mb 0,033 1.0 Mb

cigve 1532 0% 0.33 Mb 0.063% 415 Mb
javaw 195 0% £.12 Mb 1.2% 15,38 Mb
carss B40 0% 1.56 Mb 0.3 1.92 Mb
e BRI 0% 0.83 Mb 0.16% 7.9 Mb
K\wWSProd 4020 0% 2 Mb 0,293 172 Mb
wuaLel W/ 0% 0.55 Mb 011% 4,75 Mb

lsass 720 0% 251 Mb 0,493 .95 Mb
PureT ext 2588 0% 0.21 Mb 0.043 0.52 Mb
svchost 184 0% 0.09 Mb 0.02% 232 Mb
rem_attendant 4188 0 249 Mb 0,493 12.41 Mb
Systemm 4 03 0.04 Mb 0.013% 0 Mb

wilfrngr 260 0% 0.2 Mb 0.043 1.45 Mb

A lde 0 70013 0.02 Mb 03 0 Mb |
&I., wrnplayer EED 14.09% I 27.93 Mb 5 453 2Mb
4 3

Screenshot 149 g List of Highlighted Processes

12.3 DNS lookup

This tool helps resolving domain names to their corresponding IP address. During the DNS lookup
process, this tool also enumerates additional information such as Aliases, MX and NS Records.

5| GFI Network Server Monitor 7.0 | _ (O] x|
File Toolz Help
=
Tools Explorer
B S - Hostname/IP to resolve: [T ason j Retrieve
. GFI Metwark Server Monitor
- Monitoring Checks Configuratic i
%--D AEC ETD o Starting DMS Lookup Reguest for jason: 15/ 02005 09.00 34 +|[Options 2]
: : General
[0 THJASON |
&1 DEFLTD Performing DHS Lookup operation through DHS Server 130.16.130.15 Retrieve the Fallawing Infarmation
""" O XYZ LTD. v Basic informatian
----- B Monitoring Checks Status Resolving host jason ...
Elfﬁ Program Configuration Flease wait .. [V Host information
=%y Users and Groups :
2 Users " Basic information results: IV Alisses
Groups & 1301613065 (T azon) [ M Records
p Alerting Dptlpns Host information results: ¥ M5 Records
- General Options o HIMFO Records found
----- [atabaze Maintenance Of DMS Server(z] to queny:
(5 Tools Aliases results:
..... & Enumerate Computers o CHAME Records found * Use default DNS server
= Uze alternative DNS zerver(s)
MX Records results:
. Mo b Records found I el
----- &g Traceroute HS Records results: Hemaye
----- #e SHMP Audit __I
----- &g SNMP Walk
[]..{;_9 General Completed DM Lookup Request for jason : 151052005 09:00:35
KT E—— [
[ [ 2

Screenshot 150- DNS Lookup- setup Window
To obtain information about a domain name:

1.GototheTool s > O6DNS | ookupd node.
2. Specify the hostname to resolve.
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3. Specify the information to be retrieved.
» Basic Information di.e. host name and what IP this resolves.

» Host Information - known technically as the HINFO, usually includes information such as
hardware and what OS runs on the specified domain (most DNS entries do not contain this
information for security reasons).

» Aliases - return information on any A Records the Domain might have.

» MX Records - known also as Mail exchangers records, show which mail server(s) in order,
are responsible for this domain.

» NS Records - indicate which hame servers are responsible for this domain.
In addition it is possible to specify alternative DNS servers.

12.4 Whois

This tool looks up information on a domain or IP address. You can select a specific Whois Server
from the options area, or you can use the 'Default’ option which will select a server for you.

Starting YWho!S operation for: gfi.com

[ GF1 Network Server Mondtor 7.0

Whois Server Version 1.3

Domajn names in the .com and .net domains can now be registered
any different competing registrars. Go to hitp:ffwww internic net
oy .<tailed information.

Domain Name: GFLCOM

# [ DEFLTD
LA%ZLTD
B Monitoning Checks Status
=8 Program Configuration

-y eans Registrar: THE NAME IT CORPORATION DBA NAMESERVICES.NET
L Groups Whois Server. whois.aitdomains.com
G Alesting Dplicns Referral URL: hitp://w ww atdomains com

Name Server: SERVER1.GFL.COM
Name Server. SERVERS GFL.COM
Status: ACTIVE

Updated Date: 22-mar-2005

@ Dalsbace Maintenanc:
= (8 Took

& Enumerats Complleds

& Enumerate Processes

% DNS Lockup -

=% Name Server SER) Creation Date: 03-aug-1585

% Tracerouts Stats: ACT Expiration Date: 02-aug-2007

% SNMP Ak _||| Uesated Date: 2

% SNMPWak Crestion Date: 0

= ,_9 Genaral _IL, Expiration Date: 02-aug-2007

4 L === Last update of whois database: Fri, 14 Oct 2005 14:04:28 EDT <<«
| | NOTICE: The expiration date displayed in this record is the date the
Whois tool configuration and results interface  |registrar's sponsership of the domain name registration in the registry is

currently set to expire. This date does not necessarily reflect the expiration
date of the domain name registrant's agreement with the sponsoring
registrar. Users may consult the sponsoring registrar's Whois database to
view the registrar's reported date of expiration for this registration.

TERWS OF USE: You are not authorized to access or query our Whois

dobelewo e doee. el dow o me od slesbeseie cosme oo beed soe biek o elieee mad

Whois query results

Screenshot 151 - Whols tool re sults
1. Specify the parameters required for this tool:

» Domain Name/IP Address 6 The hostname/IP to resolve and retrieve details for.

»  Whois Server 8 The server which will process the query and supply the information related
to the defined host.

2.Clickon6 Retrieved to start t he search.
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12.5 Traceroute

This tool shows the network path that GFI Network Server Monitor followed to reach the target
computer. When you perform a trace route, each hop has an icon next to it which indicates:

v A successful hop taken within normal parameters.
& A successful hop, but time required was quite long.

& A successful hop, but the time required was too long.

X The hop failed / timed out. (i.e. it took longer then 1000ms).

GFI Network Server Monitor 7.0 M=l E3
Ele  Toolz: Help
-
Toolz Expl
Teze Epl 2] Trace [domaind|P4name): Iallltheweb.com
GFI Mebwork Server Monitor
Eg Muaonitaring Checks Comfic Hop | Itelationl IP [Haostharne] :|| Options o |
=0 ABCTLJ&SDN V2 o1 101301301 Gieneral |
. DgF s V3o 1052104113 0 ol
vz LD Vi 105250169 ol e et vz 7
_____ 8 Manitoring Checks Status j 5 1 80859310 [~ Repeat hace evel_l,lISD seconds
[—]fﬁ Program Configuration E 1 19513132
F_!--- Users and Groups V7o 80.84.18.137 E Traceroute responze settings
8 Users ve 1 130.117.025 Fieturn timeaut after 1000
‘@ Groups v'a o 130.117.1.158 Slaow rezponse icor 250
Alerting Options v 1 130117110 Timeaut steps befor 3
General Options v 11 1 1301171922 ey slow response GO0
Database Maintenan | ' 12 1 B6.28.4.206
iy Data
=% Took V131 BE.28 4161
%% Enumerate Computer | w14 1 G.250.15.62
- %& Enumerate Processe: | o/ 15 1 205.198.2.162
% DNS Lookup v 1B 1 £6.35.174.117
gk Whois V7 BE.35.17413
5 ;:;‘;[th V1 1 £6.0.246.254
% SNMPM\;J Illi X131 216107105 165[FR equest timed out)
O Eeeneral s v BE.184.128.34
v 21B.83.239.110
v 22 1 2B107.10813H
Mz Z16.107.105.165 =
1] | = | o
| | [ 4

Screenshot 152 - Traceroute Setup window
1. Specify the following parameters:

» Domain/IP/Name dSpecify the targeted destination.

» Do Not resolve IPs dEnable this flag to indicate that only the IP Address is required to be
displayed.

» Repetition Frequency - Define if the function is to be run more than once and specify the
interval between each run.

2. Click on 6Tracerouted to start the trace.

12.6 SNMP audit

The SNMP audit tool, allows you to perform an SNMP audit on a device and audit for weak
community strings.

Some network devices will have alternative or non-default community strings. The dictionary file
contains a list of popular community strings to check for. The default file it uses for the
dictionary attack is called snmp-pass.txt. You can either add new community names to this file,
or direct the SNMP audit to use another file altogether.
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3 GFI Metwork Server Monitor 7.0
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The list of strings included in the default
dictionary file

Screenshot 153 d The SNMP Audit tool

1. Specify the following parameters:

» IP Address 8 The IP address of the computer running SNMP

» String List dlhe list of strings/parameters to be checked (can be left as default). This
property is by default set to the dictionary file included in GFI Network Server Monitor.
This dictionary file called snmp-pass.txt contains the list of strings which forms the query
data fields to be displayed in the result window, being the window on the right of the
SNMP Audit setup window. Should more/less information be required, user can either edit
the mentioned default file or create a new one using a text editor.

» Resolve computer names dEnable this option to resolve IP addresses and display the
computer name.

» Scan Query Timeout d Timeout value in ms which defines the time that a query is allowed
to run before being stopped

2. Click on O6Retrieved to start SNMP audi t .

12.7 SNMP walk

The SNMP walk allows you to gather SNMP information. The right pane contains a list of names
symbolizing specific Object | D06s o nforindtien pobvdded c e .
by the SNMP walk, you will have to check with the vendor. Some vendors provide great details
on what each piece of information means, others, though their devices support SNMP, provide no
documentation on it at all.
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— | SNMP will help malicious users learn a lot about your system, making password guessing
—.1 and similar attacks much easier. Unless this service is required it is highly
recommended that SNMP is turned off.

GFI Metwork Server Monitor 7.0 [_ O]
File  Tool: Help

&
Tools Expl |
S _ 1 || IP addigss: [178.16.130.15 =] ObjectID: [i Retrieve
GFl Metwork Server Monibor

Er;_!. MDon';;rénETCgecks Configuration | Dptionz 7|

- .
L[ THUASON -

-(Z] DEFLTD = _lﬁ

----- [ ®YZ LTD. B o

----- B Monitoring Checks Status E‘—‘ dold.

Elfﬁ Pragram Configuration =M internet ¢ |ze atemative community string

47 directon
|_:_|... Ilsers and Groups : _‘ .
8 Users EHD mam Jivae =

DRy mb2
) ewperimental 124 Remove I

- General Options —l plwat,a all Trivate
[atabase Maintenance Options = secunty router
(% Tools B snmph2 clsca
----- #¢ Enumerate Computers
----- %& Enumerate Processes

Diescription: igo |
General |

Name Commurity sting o quen:

= Usze default commurity string (public)

w Alerting Options

----- e SMMP Audit
----- e SHMP Walk
-5 General

1 [ +] ElN| i
[ [ [ 4

Screenstot 154 - SNMP Walk Setup window

— | In most cases SNMP should be blocked at the router/firewall so that Internet users
.—1 cannot SNMP scan your network.

It is possible to provide alternative community strings.
1. Specify the following parameters:
» IPaddressdEnt er the | P address of a computer or de

» Community String & (can be left as default) Define if the default Community string
(public) or an alternative community string is to be used. Should it be required, key other
alternative community strings.

2. Click on O6Retrieved to start SNMP scan.
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13 Other features

13.1 Export configurations

You can export a copy of your GFl Network Server Monitor configuration settings, including

checks, folders alert settings, users/groups and general parameters to a specified XML file. This

function can be used to backup your current configuration settings or to use the same
configuration settings on another computer running GFI Network Server Monitor (e.g. to avoid
reconfiguration when changing the computer on which GFI Network Server Monitor is running).

— | The Export Configuration function will export all configuration settings present in the
—.1  GFI Network Server Monitor setup EXCEPT THE LICENSE KEY.

To export your configuration settings:
1. Go on File > Export Configurations.

Export Configurations...

]|

Save exparted file az
IE:"\F'ngram filezBak M Sk_Conf_balk. =ml

Browse. . |

(] I Cancel |

Screenshot 155 - Export Configuration settings

2. Specify the location where the exported XML file will be placed (e.g. C:\Program
FilessGFN\c onf i gBackup. xml) or click on O6Browseb@

3. Click on 60OKO6 to save the file.

13.2 Import configurations

You can import all configuration settings (except for the license key) of another GFI Network

t

Server Monitor setup (e.g., from another server) by using the Import configuration function. This

function conveniently avoids having to re-configure the settings of GFI Network Server Monitor
when you need to change the computer on which your current version of GFI Network Server
Monitor is running.

— | Since importing a configuration will overwrite all your current configuration settings,
—1 we strongly recommend that you export a copy of your current configuration settings
and keep it as a backup.

1. Go on File > Import Configurations.
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Import Configurations... |

LConhiguration file location:

Iu::'\pru:ugram files\baknsm_conf_bak. xmi

Browse... |

k. I Cancel

Screenshot 156 - Import configuration settings

2. Specify the complete path to the XML file containing the configuration settings (e.g.
\\NSM_Server2\Program Files\GF\c onf i g_Backup. xml ) or click on ©6Br

3. Click on O60OK®d to import the specified configur

13.3 Version information

GFI Metwork Server Monitor 7.0 [_ O]
File  Tool: Help

@

Toaolz Explarer a | " -
"8 Monitoring Checks Status A mcrl SECURITY & MESSAGING SOFTWARE
E@ Pragram Canfiguration
-8y Users and Groups Version Informaticn
oo Users
g Graups GFI Network Server Monitor 7.0
----- 5% Alerting O ptions .
..... 5‘% Giereral Options Copyright () 2000-2005 GF1 S oftware Lid.
----- Q‘i Database Maintenance Opti Wersion: 7.0
(% Tools Build: 20054007

----- #¢ Enumerate Computers

----- & Enumerate Processes i i i i i
DNS Lok MOTE : To check for newer builds of GFI M.5.M., right click on Generalversion Infor mation and select "Check
----- f’e ook Up for mewser build...".

----- e SMMP Audit

..... e SHMP Walk

B General

{8 Version Infarmatian
----- f;] Licensing

----- # How to purchase

----- & Support Center

..... & ¥nowledge Baze

----- & GFI L&Nguard M5 5.
----- & GFl LANguard P.5.C.
----- & GFI LaNguard S.E.LM. -
----- & GFl Network Server Maritor
« r

[ [ [ 4
Screenshot 157 - Version Information
Check the version of GFI Net wor k Server Monitor f
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¥ersion Information Properties |

Yerzion |nformation

Fl Metwark. Server Moritar 7.0
Copyright [c] 2000-2005 GF| Softvare Lid.

F Metwark Server bonitor 7.0

A Windaws PAIMINET] emrar has accurred whils retrieving product
updates information (Emrar code: 1217717

Yerzsion: 7.0 Build: 20051007

LCheck faor latest verzion on webszite

Build Update=
’V V¥ Check for newer builds on startup

k. I Cancel Apply

Screenshot 158 8 Check for Newer Builds

To check for newer builds, right c¢click on 6Versio
selecting 6Check for Newer Buil déad

13.4 Licensing

GFI Metwork Server Monitor 7.0 _ (O]

File  Toolz  Help

& = B

| Tools Explorer | - -
GFI Metwork Server Monitor EIGFI SECURITY & MESSAGING SOFTWARE

l;!' Monitaring Checks Configuration

i B Manitoring Checks Status Licensing
@ Frogram Configuration
(5 Tools GFI Network Server Monitor 7.0
B3 General .
@ “ersion Infarmation Copyright (=) 2000-2005 GF Software Lid.
----- Licenzing Product status: Evalustion Yersion
----- (é Haow to purchaze Ewaluation wersion: 30 days, 15 days passed
----- (é Support Center Humber of IPsComputers limit: Unlimited
""" (é Knowledge Base License key: Evaluation

----- (é GFI LAMguard N.5.5.

""" & GFl LANguard PS.C NOTE : Ta li installation of GFIN.S.M., right click onthe G ILi i d
_____ {é GFI LANguadeELM e license wour Instal {{=ln] = P e | ClICE on 2 beneral |CEnSINg Node

. and select "Enter license key...".
----- 4% GFI Metwork Server Maonitor

NOTE: Your present configuration makes use of nested folders which is an
Erterprise/Consultant Edition only festure.

05. Al rights

Screenshot 159 - Licensing details

To check your I|licensing details, click on 6Licens
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14 Writing your own monitoring functions

14.1 Introduction

— | GFI Support cannot assist you in the writing and debugging of custom scripts. You must
—.1 be familiar with VBscript to write your own functions and you must debug them
yourself.

GFI Network Server Monitor is designed to let operators write their own monitor functions and
use them in the product. GFI uses VBScript because it is the most popular scripting language in
Windows environments.

GFI Network Server Monitor uses VBscript itself to perform a number of checks. In fact, during
installation, five VBScript files are installed:

» ads.vbs dincludes monitor functions based on ADSI (Active Directory Service Interfaces);
» exchange.vbs dincludes monitor functions that can check Exchange 2000/2003 servers;
» hardware.vbs dincludes hardware related monitor functions;

» 0s.vbs dincludes Operating System related monitor functions;

» sample.vbs dincludes some sample functions.

14.2 Writing a script/function

GFI Network Server Monitor functions should always return:

» -1 (True); Return -1 in case the Monitor Function is successful. For instance, if your
function checks the existence of a certain directory, and it does exist, then return -1;

» 0 (False); Return 0 in case the Monitor Function is not successful. For instance, if your
function checks the existence of a certain directory, and it does not exist, then return 0;

» 1 (Unknown); Return 1 in case the Monitor Function cannot determine True or False. For
instance, if your function checks the existence of a certain directory on a server, but it
cannot find the server at all (for instance because the computer is down), return 1;

Itdéds very easy to write your.Useuwhe following gtidelinesiwhenct i on
writing a new function:

» The routine must be a Function, not a Sub;
» The Function must return True (-1), False (0) or Unknown (1);

» Optionally, use the EXPLANATION system variable to add your own explanation to the
result of the function; this EXPLANATION is shown in the client program each time the
check is made;

» All variables must be 'dimmed’, except EXPLANATION. EXPLANATION is a GFI Network
Server Monitor system variable automatically dimmed by the GFI Network Server Monitor
service.

The function must be written according to the following template:
Const retvalUnknown = 1
Function Function_i( varl, var2, ... ,varn)
If ( Not Pre - condition ) Then
EXPLANATION = "Unable to determine..."
Function_i = retvalUnknown
Else
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If( condition ) Then
EXPLANATION = "Yes it is true because ..."
Function_i = True

Else
EXPLANATI ON = "No itds eadt
Function_i = False
End If
End If

End Function
where Function_i is an arbitrary name for the function.

true

becaus

You can save this function in either one of the standard VBS files (i.e. ads.vbs, exchange.vbs,
hardware.vbs, os.vbs or sample.vbs), or in a new VBScript file. In case of a new file ensure that

your VBS file is accessible via the GFl Network Server Monitor Share.

14.3 Adding a monitor function written in VBscript

After you have written a monitor function in VBscript, you must add it in the Network Server

Monitor Manager as a check. To do this:
1. Right Click on 6Monitoring

Mew Check

YBScnpt
Ilze your own function in WBzcrpt az a monitoning check.

Checks

=

Scrpt location: IE:"-.P'ru:ugram FilezhGFI\Metwark, Server Monitar B.0NScript | L. |

WHB Function to execute: IGetEpuLlsage

WB Function parameters [Double click on the parameter line to zpecify a value for it]

F'arameterl W alue | D'ezcriptian | -
51 ECHECK_TAR... | Pasz on Tamget Computer M ame
&p2 "CPUD" Fazz on CPU number
m Ilzage Threshold valus
ol
&5 b
B |
Edit zcript.. |
| @ [MPORTAMT: String parameter walues muzt be enclozed into double quotes [,
¢ Back | MHest » I Cancel
Screenshot 160 - VBscript check parameters dialog
2. Select 6Generic VB Scriptd and

Configuratio

specify the fol

» Script location dSpecify the path to the VBScript file which will be used. The script
should contain the function specified in the Function name field and should return True (-

1) in case of success, or False (0) in case of an error;
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» Function name 90 Specify the function that GFl Network Server Monitor service will be
calling from the specified script file.

» VB Function Parameters d Double click on the line where the additional parameter values
required by this function are to be specified.

— | Parameters will be passed to the function according to their position in the list,
—.1 starting from 1.

Edit Parameter |

Parameter value: |CHECK_TARGETX |L|

Farameter description; ITarget Computer Mame

@ String parameter values muzt be enclozed into double quates [,

k. I Cancel |

Screenshot 161 - Add Parameters dialog
» Specify the parameter value and description. Parameter values can be extracted from
system variables (e.g. %USERNAME%) upon execution of the function or directly specified
as a striampn(Md.)g. 01J

Enclose string parameter values within

!

—| You can make changes to the selected scr

14.4 WMI (Windows Management Instrumentation)

If you plan to write monitor functions based on WMI (Windows Management Instrumentation), be
sure you have WMI installed on the GFI Network Server Monitor server and on the target
computer/server that you want to monitor.

WMI is by default included as part of the Windows 2000/2003 operating system only. For NT4
systems download the file (for free) from the Microsoft website;

GFI has collected more than a hundred WMI samples. You can use these samples as a base for
new monitor functions that you write yourself. You can find them on the GFI website.

14.5 ADSI(Active Directory Service Interfaces)

GFI Network Server Monitor can check several Directory Services including Active Directory, and
NTDS (NT4 SAM database) directory services.

You can program GFl Network Server Monitor to check user accounts (locked out, disabled, etc.),
computer accounts, groups, group membership, organizational units, and so on.

If you plan to write monitor functions based on ADSI (Active Directory Service Interfaces), be
sure you have ADSI installed on the GFI Network Server Monitor server and on the server that you
want to monitor. ADSI allows you to access Windows 2000/2003 Active Directory, but also NT4
User information from the SAM database, and other User Databases. ADSI is part of the Windows
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2000 operating system; and itds not part of NTA4.
Microsoft website; ADSI is available for free.

GFl includes a sample script that uses ADSI, called ads.vbs. In addition, GFI provides some
sample ADSI scripts on the website. You can use these samples as a base for new monitor
functions that use ADSI.
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15 Troubleshooting

15.1 Introduction
The troubleshooting chapter explains how you should go about resolving any software issues that
you might encounter. The main sources of information available to users are:

» The manual d most issues can be solved by reading this manual.

» GFl Knowledge Base articles

» Web forum

» Contacting the GFIl Technical Support

15.2 Knowledge Base

GFI maintains a Knowledge Base, which includes answers to the most common problems. If you
have a problem, please consult the Knowledge Base first. The Knowledge Base always has the
most up-to-date listing of technical support questions and patches. To access the Knowledge
Base, visit http://kbase.gfi.com/

15.3 Web Forum

User to user technical support is available via the web forum. The forum can be found at:
http://forums.gfi.co m/.

15.4 Request technical support

If you have referred to this manual and our Knowledge Base articles, and you still cannot solve
issues with the software, contact the GFI Technical Support team by filling in an online support
request form or by phone.

» Online: Fill out the support request form on:
http://support.gfi.com/supportrequestform.asp. Follow the instructions on this page
closely to submit your support request.

» Phone: To obtain the correct technical support phone number for your region please visit:
http://www.gfi.com/company/contact.htm

— | Before you contact our Technical Support team, please have your Customer ID
— 1 available. Your Customer ID is the online account number that is assigned to you when
you first register your license keys in our Customer Area at: http://customers.gfi.com

We will answer your query within 24 hours or less, depending on your time zone.

15.5 Build notifications
We strongly suggest that you subscribe to our build notifications list. This way, you will be

immediately notified about new product builds. To subscribe to our build notifications, visit:
http://www.gfi.com/pages/productmailing.htm
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