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1. Introduction

1.1 About GFI ReportCenter

£
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Figure 1 - Centralized reporting framework

GFI ReportCenter is a centralized reporting framework that allows you
to generate various reports using data collected by different GFI
products. GFI releases specialized reports for each of its products,
referred to as a ReportPack; for example, the GFI LANguard
ReportPack. A ReportPack can be downloaded as an add-on to the
GFI product.
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Figure 2 — Several Report Packs plugged into the GFI Report Center framework

A ReportPack plugs into the GFI Report Center framework; allowing
you to generate, analyze, export and print the information generated
through these reports.

1.2 About the GFI LANguard 9.0 ReportPack

The GFI LANguard ReportPack is a full-fledged reporting companion
to GFI LANguard (GFI LANguard). It allows you to generate graphical
IT-level, technical and management reports based on the network
security audits carried out by GFI LANguard

From trend reports for management (ROI) to daily drill-down reports
for technical staff; the GFI LANguard ReportPack provides you with
the easy-to-view information required, to fully identify any vulnerability
on your corporate network.

The GFI LANguard ReportPack allows for the creation of various
graphical and text based reports related to:

¢ Vulnerability assessment reports
¢ Network and software auditing reports
e Results comparison reports.

1.3 Components of the GFI LANguard 9.0 ReportPack

When you install the GFI LANguard 9.0 ReportPack, the following
components are installed:

e GFI Report Center framework
e GFI LANguard 9.0 default reports
¢ Report scheduling service.
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GFI Report Center framework

The GFI Report Center framework is the management console
through which you can generate the specialized product reports which
are shipped with a product ReportPack. The GFI Report Center
framework offers a common application interface through which you

can navigate, generate, customize and schedule reports.
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Screenshot 1 — The GFI ReportCenter management console

The GFI ReportCenter management console is organized as follows:

buttons/configuration options provided with GFI ReportCenter.

Navigation Pane - Use this pane to access the navigation

Product Selection drop-down list — Use this drop-down list to select the GFI
product for which to generate reports. The Product Selection drop-down list

© © 6 6 0 00

displays all the products for which you have installed a ReportPack.

Favorite Reports — Use this navigation button to access your favorite/most
used reports. For more information on how to add reports to this list refer to
the ‘Adding default reports to the list of favorite reports’ and ‘Adding custom
reports to the list of favorite reports’ sections in this manual.

Default Reports — Use this navigation button to access the default list of
reports which can be generated for the selected product. For more
information on default reports refer to the ‘GFI LANguard default reports’
section in this manual.

Custom Reports — Use this navigation button to access the list of
customized reports which can be generated for the selected product. For
more information on how to create custom reports refer to the ‘Custom
reports’ chapter in this manual.

Scheduled Reports — Use this navigation button to access the list of
scheduled reports for automatic generation and distribution. For more
information on how to create scheduled reports refer to the ‘Scheduling
reports’ chapter in this manual.

Options — Use this navigation button to access the general configuration
settings for the GFI product selected in the Product Selection drop down list.

GFI ReportCenter
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Help — Use this navigation button to show this Quick Reference Guide in the
Report Pane of the GFI ReportCenter management console.

Report Pane - Use this multi-functional pane to:
View and analyze generated reports

Maintain the scheduled reports list

Explore samples and descriptions of default reports.

Export — Use this button to export generated reports to various formats
including HTML, Adobe Acrobat (PDF), Excel (XLS), Word (DOC), and Rich
Text Format (RTF).

m Send email — Use this button to instantly distribute the last generated report
via email.

6 00

GFI LANguard 9.0 default reports

The GFI LANguard 9.0 default reports are a collection of specialized
pre-configured reports which plug into the GFI ReportCenter
framework. These reports present the results of network security
scans performed by GFI LANguard and allow for the generation of
both graphical and tabular IT-Level, technical and management
reports. Default reports can also serve as the base template for the
creation of customized reports which fit specific network-reporting
requirements.

Report scheduling service

The report scheduling service controls the scheduling and automatic
distribution of reports by email. Reports generated by this service can
also be saved to a specific hard disk location in a variety of formats
which include DOC, PDF, RTF and HTML.

1.4 Key features

Centralized reporting

GFl ReportCenter is a one-stop, centralized reporting framework
which enables the generation and customization of graphical and
tabular reports for a wide array of GFI products.

Wizard assisted configuration

Wizards are provided to assist you in the configuration, scheduling
and customization of reports.

Report scheduling

With GFI ReportCenter you can schedule reports to be generated on a
pre-defined schedule as well as at specified intervals. For example,
you can schedule lengthy reports to be generated after office hours.
This allows you to maximize the availability of your system resources
during working hours and avoid any possible disruptions to workflow.

Distribution of reports via email

GFl ReportCenter allows you to automatically distribute generated
reports via email. In scheduled reports, this can be achieved
automatically after the successful generation of a scheduled report.

4 e Introduction GFI ReportCenter



Report export to various formats

By default, GFI ReportCenter allows you to export reports to various
formats. Supported formats include HTML, PDF, XLS, DOC and RTF.
When scheduling reports, you can optionally configure the preferred
report output format. Different scheduled reports can also be
configured to output generated reports to different file formats.

Default reports

The GFI LANguard ReportPack ships with a default set of graphical
and tabular reports. These reports can be generated without any
further configuration effort immediately after the installation. The
default reports in this ReportPack are organized into three different
report-type categories:

e Vulnerability assessment reports
¢ Network and software auditing reports
e Results comparison reports.

Report customization

The default reports that ship with every ReportPack can serve as the
base template for the creation of customized reports. Report
customization is achieved by building up custom data filters which will
analyze the data source and filter the information that matches
specific criteria. In this way, you create reports tailored to your
reporting requirements.

Favorites

GFI ReportCenter allows you to create bookmarks to your most
frequently used reports — both default and custom.

Printing

By default, all reports generated by GFI ReportCenter are printer
friendly and can be printed through the windows printing services
provided by the system where GFI ReportCenter is installed.

GFI ReportCenter Introduction e 5






2. Installation

2.1 System requirements

Install the GFI LANguard ReportPack on a computer that meets the
following requirements:

e Windows 2000 (SP4), XP (SP2/SP3), 2003, 2008, VISTA (SP1),
operating system.

Internet Explorer 5.1 or higher
e .NET Framework version 2.0
MDAC 2.8

GFI ReportCenter 3.6

NOTE: The GFI LANguard ReportPack only allows you to generate
reports for data contained in scan results databases which were
created and maintained by GFI LANguard

2.2 Installation procedure

The GFI LANguard ReportPack includes an installation wizard which
will assist you through the installation process. During the installation
process this wizard will:

e Verify that you are running the latest version of the GFlI
ReportCenter framework; if you are installing the framework for the
first time or the currently installed framework version is outdated,
the installation wizard will automatically download the latest one
for you.

e Automatically install all the required components distributed
including the GFI ReportCenter framework, the GFI LANguard
default reports and the Report Scheduling service.

To start the installation:
1. Double-click LANguard9rp.exe.
2. Select the required language.

3. Setup will next list all the missing prerequisites (if any). Install any
missing prerequisites by selecting the prerequisite and choosing Next.

NOTE: If the current version of your GFI ReportCenter framework is
not compatible with the GFI LANguard ReportPack, you will be
prompted to download and install an updated version.

4. From the welcome screen, click Next.

5. Read the End User License Agreement, check the | accept the
license agreement radio button and click Next.

6. If prompted enter your registration details and license key. Click
Next to continue setup.

GFI ReportCenter Installation e 7



NOTE: If GFI LANguard is already installed, GFI ReportPack
automatically registers the license key of GFI LANguard.

7. Select installation path or leave it as default and click Next.

8. Select Launch GFI LANguard 9.0 ReportPack to launch
ReportPack on setup completion.

2.3 Launching the GFI LANguard reports for GFI ReportCenter

Following the installation, launch the GFI LANguard Reports for GFI
ReportCenter from Start » Programs » GFI ReportCenter » GFI
LANguard 9 ReportPack.

2.4 Selecting a product

When more than one product ReportPack is installed, use the
Product Selection drop down list to select the GFI product
ReportPack to be used.

Product Selection

GFI LAMguard 5.0 ReportPack -

. JlLc A dc
ALL PRODUCTS
Screenshot 2 — Product Selection drop down list

For example, to run the reports provided in the GFI LANguard

ReportPack:

1. Launch GFI ReportCenter from Start » Program Files » GFl
ReportCenter.

2. Select GFI LANguard 9.0 from the Product Selection drop down
list.

NOTE: Select the ALL PRODUCTS option to display and navigate all
the ReportPacks that are currently installed in GFI ReportCenter.

8 e Installation GFI ReportCenter



3. Getting started: Default reports

3.1 Introduction

After installing the GFI LANguard ReportPack, a number of
specialized pre-configured reports can immediately be generated on
the data stored in the database backend of GFI LANguard These
default reports are organized into the following categories:

e Vulnerabilities Assessment reports: Use the reports in this
category to identify vulnerabilities detected on the network as well
information on network patches and service packs installed or
awaiting deployment The reports include vulnerability details such
as host machines, operating systems affected and severity.

e Network and software audit reports: Use the reports in this
category to display detailed information on hardware and software
present on the network. These reports help management in
analyzing conformance with corporate security policy.

e Results comparison reports: Use the reports in this category to
compare results of consecutive network scans that have a
common profile and target, and of computer scans against a
computer used as benchmark.

GFI LANguard default reports are accessed by clicking on the Default
Reports navigation button provided in the navigation pane.

3.2 Generating a default report

To generate a default report:

1. Click on the Default Reports navigation button to bring up the list
of default reports available.

GFI ReportCenter
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Screenshot 3 — Selecting the data set

2. Right-click on the report to be generated, select Run and specify
the scan date/time period that will be covered by the report.

Example 1: Generating a “Network Vulnerability Summary” report
based on the last scan.

This example demonstrates how to generate a network vulnerability
summary report based on the last network security scan carried out:

1. Click on the Default Reports navigation button to bring up the list
of available reports.

2. Right-click on Network Vulnerability Summary and select Run »
For Last Scan.

Example 2: Generating a “Network Vulnerability Summary” report
based on scans made on a particular day.

This example demonstrates how to generate a network vulnerability
summary report based on the scan performed on May 11, 2009.

1. Click on the Default Reports navigation button to bring up the list
of available reports.

2. Right-click on Network Vulnerability Summary and select Run »
For Custom Date.
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Specify Customn Date

Date Time o
Select the date/time period on which to base the report @J

Reports based on date and time will gather all scans made during the selected time period and
will generate results based on information found during these scans.

Relative
@ Day
Monday . May 11,2009 [
K May, 2009 y
Sun Mon Tue Wed Thu Fri  Sat —

| 26 27 22 29 30 1 2
3 4 5 6 71 8 9 oo
10 12 13 14 15 16 |
17 18 19 20 21 2 23 [ZFM
24 25 % 27 2B 29 2
1 1 2 3 4 5 & (—
[ Today: 5/11/2009 = Net> | |

Cancel

Screenshot 4 - Configuring custom date/time period

3. Select the Day option and expand the provided drop down. This will
bring up the date selection calendar.

4. Navigate to the required month (i.e. May) and select the required
day (i.e. 11).

5. Click Next to generate the report.

Example 3: Generating a “Network Vulnerability Summary” report
based on data collected over a specific date/time period.

This example demonstrates how to generate a network vulnerability

summary report based on network security scans carried out between
May 1, 2009 and May 11, 2009.

1. Click on the Default Reports navigation button to bring up the list
of available reports.

2. Right-click on Network Vulnerability Summary and select Run »
For Custom Date.

GFI ReportCenter Getting started: Default reports e 11



Specify Customn Date

Date Time e
Select the date/time period on which to base the report @J

Reports based on date and time will gather all scans made during the selected time period and
will generate results based on information found during these scans.

Relative

Day

Month

@ Date range
From: 3 1/2009 [E 12:00:00 AM

To: 5112009 [Ew 12:55:55 FM

4]

Ll L

<Back |[ Ned: || Cancel

Screenshot 5 - Configuring custom date/time period

3. Select the ‘Date range’ option and specify the required parameters:
e ‘From’ —5/1/2009 12:00:00 AM.
e ‘To’ —5/11/2009 12:59:59 PM.

NOTE: Date and time format are based on the regional settings
configured on your computer.

4. Click Next to generate the report.
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3.3 Analyzing the generated report

GFI ReportCenter 3.6
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(P eE BN ODH L

Panes

1

Product Selection

Default Reports

GFl LANguard 5.0 Report Pack -

bl Ss)

N4 r MEXS =0 &0

Vulnerability Assessment

'
Netwark Yulnerability Trend
Wulnerability Distribution by Host
Wulnerability Distribution by Operating Syster
Security Scans Histony
Wulnerability Listing by Category
Wulnerability Listing by Host
i igh Wulnerability Listing by Product

m

'i:‘g Favorite Reports

W Default Reports

ED Custom Reports

|% scheduled Reports

[l Options

2) Help

[
[
[

m

Current Page Mo, : 2 Total Page Mo, : 16

Screenshot 6 — Generated reports are displayed in the right pane of the management console

Generated reports are shown

in the right pane of the GFlI

ReportCenter. Use the toolbar at the top of the report pane to access

common report related functions:

Report browsing options

Yy Browse the generated report page by page.

Zoom in/Zoom out.

W
Ll
34 Search the report for particular text or characters.

[ Go directly to a specific page.

| Print report.

= Breakdown the report into a group tree (e.g. by date/time).

Report storage and distribution options
= Export the generated report to a specific file format.

rl, Distribute the generated report via email.

NOTE: For information on how to configure report storage and
distribution options refer to the ‘Configuring Advanced Settings’

section in this manual.

GFI ReportCenter
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3.4 Adding default reports to the list of favorite reports

Default Reports

=95 Vulnerability Assessment

Run

Add To Favontes List

Mew

Mg Oy L diegary
----- ,g';. Vulnerability Listing by Host
----- @ Vulnerability Listing by Product

*

m

Screenshot 7 — Favorite Reports navigation button

You can group and access frequently used reports through the
Favorite Reports navigation button. To add a default report to the list

of favorite reports:

1. Click on the Default Reports navigation button to bring up the list

of available reports.

2. Right-click on the default report that you to be added to favorites

and select Add to favorites list.
3. Click Yes to confirm.

14 e Getting started: Default reports
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4. Custom reports

4.1 Introduction

GFI ReportCenter allows you to create custom reports which are
tailored to your reporting requirements. This is achieved by building up
custom data filters which will analyze the data source and filter out the
information that matches the specified criteria.

4.2 Creating a new custom report

To create a custom report:
1. Click on the Default Reports navigation button.

2. Right-click on the default report to be used as template and select
New P Custom Report. This will bring up the ‘Custom Report
Wizard'.

Custom Report Wizard

Scan or date/time range e
Specify the scan or date/time range on which to base the report @J

Reports are based on the securty scan results collected during past network security scans.

Select the scan results on which this repart will be based:

@) Last Scan:
IUse this option to generate reports based on data collected during the latest netwark
security scan.
Particular Scan:
IUse this option to generate reports based on data collected during a particular
network securty scan.
Scans over a date.time range:

IUse this option to generate reports based on the scan results data collected during a
specific date/time period.

Screenshot 8 - Selecting the scan data source to use

3. Specify the data source option that will be used to generate the
custom report. This data source refers to scan results from:

e thelast scan
e particular scan(s)

e scans carried out over a specific date/time period.
Click Next to continue.

GFI ReportCenter Custom reports e 15



Custom Report Wizard

Past scan —
Select one or mare scans on which to base the report

From the list below, select the network securty scan(s) an which this report will be based.

Target Profile Date Completed G
A localhost My Profile B11/2009 1:4541 PM True

2 localhost My Profile 5/11/2009 8:5747 AM True

) 192.168.2.85-152.... Ful Vulnerabilty ... 5/8/200% 2:48:16 FM True

o localhost My Profile h/8/2005 1:58:12 FM True

2 localhost My Profile 5/8/2009 1:50:59 FM True 1
2l 192.168.3.66 Full scan B/8/2009 12:3542 PM True 5
 192.168.3.66 Full scan 5/8/2005 12:33.08 PFM  True

2l localhost Full scan 58,2009 11:00:14 AM  True

F] i ¥

<Back || MNet> || Cancel

Screenshot 9 — Selecting the scan data source to use

4. If using the Particular Scan option, select the required scan(s) from
the list of network security scans carried out on the corporate network.
Click Next to continue.

Custormn Report Wizard
Add Filter Properties =]
Data Flters

Specify any fiters that sh @ Filter Condition Properties

Fiter Property Infarmation

Filter condition to add

Property: Hostname

Fitters
& Operating system Equal Conditions:  Equal to -
Walue: Mark
Filter property condttion when added
Iand v]
Summary:

Determine if hostname is equal to [Mark]

c<Back || Add || Cancel

Screenshot 10 — Specifying data filter conditions

5. Configure the data filter conditions that will be applied against the
selected data source. Click Next to continue.
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Customn Report Wizard

Date Time Lo,
Select the datetime period on which to base the report @J

Reports based on date and time will gather all scans made during the selected time perod and
will generate results based on irformation found during these scans.

@) Relative

Today -

_) Day

~1 Morth

| Date range

Screenshot 11 - Configuring custom date/time period

6. If using the Scans over a date/time range option, select the
date/time period from which network security scan results will be
gathered. Click Next to continue.

NOTE: For more information on how to configure filter conditions,
refer to the section ‘Configuring data filter conditions’ in this manual.

7. Specify a name and description for the customized report. Click on
Next to continue.

8. Click on Finish to finalize your configuration settings.

GFI ReportCenter Custom reports e 17



4.3 Configuring data filter conditions

Use data filter conditions to specify which network security scan
data/results will be included in the report. Only scans which match the
specified criteria will be processed and presented within the report.

Custom Report Wizard

Data Filters Lo,
Specify any fitters that should be applied on the report @J

Fitters | Ad

< Back | Mext = Cancel

Screenshot 12 - Custom Report Wizard: Filters dialog

Click on the Add... button to bring up the ‘Edit filter properties’ dialog
and configure the following conditions:

e Filter condition — Specify the data source area on which the filter
will focus (for example, select ‘Operating System’ to filter the
events data related to a specific operating system).

¢ Condition — Specify the condition comparison parameter.
¢ Value — Specify the string to which source data will be compared.

For example to generate a report which contains only information
related to Windows XP, configure your filter parameters as shown
below:

18 e Custom reports GFI ReportCenter



Customn Report Wizard

Data Filters
Specify any fitters that sh

Filters
B Operating system Equal

Add Filter Properties

@ Filter Condition Properties

Fiter Property Information

Filter condition to add

Property: Hostname

Conditions:  Equalta

Value: Mark
Filter property condttion when added
Iand - I

Summary:

Determine if hostname is equal to [Mark]

<Back || Add

I I Cancel

Screenshot 13 - Filter conditions configuration dialog

For more specific reports, you can limit the range of information to be
displayed by tightening your conditions/search criteria. This is
achieved by configuring and applying multiple data filters against the
selected data source. When more than one filter is used, specify how
these filters will be logically linked. This is achieved by selecting a
logical grouping condition from ‘Filter property condition...” drop down
list.

Select And to include ALL the scan data information that satisfies
ALL of the conditions specified in the filters.

Select Or to include ALL the scan data information that matches at
least one of the specified filter conditions.

GFI ReportCenter
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Example: Using multiple filters
Consider the situation where a custom report has 2 filters configured

as follows:
Add Filter Properties [#3=] | Add Filter Properties (=3
Filter Condition Properties o Filter Condition Properties

Filter Property Information Fiter Property Information

Filter condition to add Filter condition to add

Property: Hostname Property:  Operating system

Conditions:  Equalto = Conditions:  Equalto -
Value: Mark Value: Windows Vistal

Fitter property condition when added
|and A |

Summary: Summary:

Determine if hostname is equal to [Mark] Determine if operating system is equal to [Windows

Vista]
| < Back | | Add | | Cancel | < Back | | Add | | Cancel

Screenshot 14 - Using multiple filters

Filter 1 Filter 2

Filter condition Hostname Operating System
Logical relation Is equal to Is equal to
Value ‘Mark’ ‘Windows XP’

The data which will be included in this custom report will vary
according to how these filters will be applied against your data. This is
defined through the ‘Filter property condition...” drop-down.

Filters applied Data output

Filter 1 and Filter 2 The report will show:

All scan data which is related to a host called
‘Mark’ which runs on ‘Windows XP’.

Filter 1 or Filter 2 The report will show:

All scan data related to ‘Windows XP’ — (no
matter which host it belongs to)

AND

All scan data related to a host called ‘Mark’ —
(no matter which operating system it has
installed).

Example: Creating a custom report based on network security
scans performed during a particular month
This example demonstrates how to generate a network vulnerabilities

summary report called ‘Network vulnerabilities summary on hostname
Mark for January 2009’. This report will be based on scans:

e Related to a host named ‘Mark’
e Corresponding to operating system ‘Windows XP’
e Performed during the month of ‘January 2009’.

20 e Custom reports GFI ReportCenter



To create this report:
1. Click on the Default Reports navigation button.

2. Right-click on the report to be customized and select New »
Custom Report. This will bring up the ‘Custom Reports Wizard'.

3. As soon as the welcome dialog is displayed, click Next.

Customn Report Wizard

Scan or datetime range Lo
Specify the scan or datetime range on which to base the report @J

Reports are based on the securty scan results collected during past network security scans.

Select the scan results on which this report will be based:

Last Scan:

IUse this option to generate reports based on data collected during the latest network
securty scan.

Particular Scan:

|Use this option to generate reports based on data collected during a particular
netwark security scan.

@) Scans over a datetime range:

lUs& this option to generate reports based on the scan results data collected during a
specific date/time period.

Screenshot 15 — Selecting the data source to use

4. Select the Scans over a date/month range option and click Next.

Customn Report Wizard

Date Time Lo
Select the datetime period on which to base the report @J

Reports based on date and time will gather all scans made during the selected time period and
will generate results based on irformation found during these scans.

) Relative

_) Day

@ Month
January w | Year 2009

) Date range

Screenshot 16 — Selecting the date/time period

5. Select the Month option and specify the following parameters:

GFI ReportCenter Custom reports e 21



e Month: ‘January’.
e Year: 2009
6. Click on Next to proceed to the data filters dialog.

Custorn Report Wizard
Data Filters

Q

Specify any filters that should be applied on the report

Fitters

& Hostname Equal to Mark Edit
B znd Operating system Equal to Windows Vista

Add Filter Properties @ Add Filter Properties @
tl Filter Condition Properties @ Filter Condition Properties
Filter Property Information Filter Property Information
Filter condition to add Filter condition to add
Property: Heostname Property: Operating system
Conditions:  Equalto = Conditions:  Equalto =
Value: Mark Value: Windows Vistal
Filter property condition when added
and - —
Summary: Summary:
Determine if hostname is equal to [Mark] Determine if operating system is equal to [Windows
Wista]
[ <Back |[ Add ][ Cancel | [ <Back |[ Add ][ Cancel

Screenshot 17 - Filter conditions dialog(s)

7. Click on the Add... button and configure the parameters of filter 1
as follows:

Filter condition: ‘Hostname’

Condition: ‘Equal to’

Value: ‘Mark’.

8. Click Add to finalize your filter configuration settings.

9. Click again on the Add... button and configure the parameters of
filter 2 as follows:

e Filter condition: ‘Operating system’

¢ Condition: ‘is equal to’

e Value: ‘Windows Vista’

Filter Property condition...: ‘and’.

10. Click Add to finalize your filter configuration settings.

11. Click Next and specify the following parameters:

e Report Name: ‘Network Vulnerability summary for November

2008’
¢ Report Title: ‘Network security scans of hosthame Mark’
e Report Description: ‘This report shows a summary of

vulnerabilities found on hostname Mark during November 2008.’
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12. Click Next to proceed to the final dialog.
13. Click Finish to finalize your custom report configuration settings.

4.4 Run acustom report

To run a custom report:
1. Click on the Custom Reports navigation button.

2. Right-click on the custom report to be generated and select
Generate.

4.5 Editing a custom report

To edit the configuration settings of a custom report:
1. Click on the Custom Reports navigation button.

Custormn Report Wizard

Welcome to the LANguard
Custom Report Wizard

NI

This wizard will help generate a new customized report based on
the following report:

| Metwork Vulnerability Summany (1)

This report is an executive summary showing vulnerability counts
for differert categories. The report also identifies the top mast
vulnerable host machines and products, as well as the most
common vulnerabilties detected on the networc ...

You will be asked to select which securty scan data source to
use and which fitters to apply to this new custom report.

Click next to continue.

| MNeat = || Cancel

Screenshot 18 - Custom Report Wizard: Welcome dialog

2. Right-click on the custom report to be modified and select Edit. This
will bring up the ‘Custom Reports Wizard’ through which you can
make the required changes.

NOTE: For more information on how to configure the parameters of a
custom report refer to the ‘Creating a custom report’ section in this
chapter.
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4.6 Deleting a custom report

To delete a custom report:
1. Click on the Custom Reports navigation button.

2. Right-click on the custom report to be permanently removed from
the list and select Delete.

3. Click Yes to confirm.

4.7 Adding custom reports to the list of favorite reports

Custom Reports

=-[8] GFI LANguard 9.0 ReportPack

Run

Edit

Delete

Add To Favorites List

[

Mew 3

Screenshot 19 - Favorite reports navigation button

You can group and access frequently used reports through the
Favorite Reports navigation button. To add a custom report to the list
of favorite reports:

1. Click on the Custom Reports navigation button to bring up the list
of available reports.

2. Right-click on the custom report to be added to favorites and select
Add to Favorites List.

3. Click Yes to confirm.
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5. Scheduling reports

5.1 Introduction

GFI ReportCenter allows you to generate reports on a pre-defined
schedule as well as at specified intervals. This way you can automate
the generation of reports that are required on regular basis/
periodically.

Further to this, GFI ReportCenter can also be configured to
automatically distribute scheduled reports via email. For every
scheduled report, you can configure custom emailing parameters
including the list of report recipients and the file format (e.g. PDF) in
which the report will be attached to the email.

Use the report scheduling feature to automate your report generation
requirements. For example, you can schedule lengthy reports after
office working hours and automatically email them to the intended
recipients. This way, you maximize the availability of your system
resources during working hours and avoid any possible disruptions to
workflow.

Both default and custom reports can be scheduled for automatic
generation.

5.2 Scheduling areport

To schedule a report:
1. Click on the Default/Custom Reports option pane.

2. Right-click on the report to be scheduled and select New »
Scheduled report. This will bring up the ‘Scheduled Report Wizard'.
Click on Next to continue.

3. Select the network security scan(s) data to be covered by this
report.
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Schedule Report Wizard

Time Schedule Lo,
Specify the time schedule to be used to automatically generate the report

Scheduled reports can be generated either once using a specific date and time or else
re-generated using a time frame, starting from a specific time.

Generate this report (pnce) on the following day.time:

@) Generate this report every:

Interval: 1 Days -

Start datestime: 5¢/11/2009 [E~ | 5:19:56 PM =

cBack || Net> || Canesl

Screenshot 20 — Report Scheduling Wizard: Time schedule dialogue

4. Specify the report scheduling parameters (date/time/frequency).
Click on Next to continue.

Schedule Report Wizard

Advanced Settings g
Customize report distribution and storage options. @J

You can send the generated report by email to a target recipient list or save the generated report
in a folder on your file system. Click on the Settings button of the relevant section in the dialog to
further corfigure report sending/saving options .

/| Export to file

qu"-] Click on the Settings button to customize the report storage options and specify the file
format and destination folder where this report will be stored.

Settings
| Send by mail

5 Click on the Settings button to customize and corfigure the email settings which will be
used for report distribution

Settings

<Back || MNet> || Cancel

Screenshot 21 — Report Scheduling Wizard: Advanced Settings dialog

5. To export the generated report to file, select the Export to file
option. To customize the report export configuration settings click on
the Settings button underneath this option.

NOTE: For information on how to configure export-to-file settings refer
to the ‘Configuring report export to file options’ section in this chapter.
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6. To automatically distribute generated reports via email, select the
Send by mail option. To customize the email settings used for report
distribution click on the Settings button underneath this option.

NOTE: For information on how to configure email settings refer to the
Configuring report emailing options in this chapter.

7. Specify a name and description for this scheduled report. Click
Next to continue.

8. Click Finish to finalize your settings.

5.3 Configuring advanced settings

GFI LANguard ReportPack allows you to export scheduled reports to
a specific file format as well as to automatically distribute these reports
via email. This is achieved using either a set of parameters (e.g.
recipient’'s email addresses) which are specified on the fly during
scheduled report configuration or using the default set of report export
and distribution parameters configured during the ReportPack
installation.

NOTE: The Report Scheduling Wizard is by default configured to use
the default set of report export and distribution parameters.

Report export formats

Scheduled reports can be exported in a variety of formats. Supported
file formats include:

|| Format | Descripton

Use this format to allow distribution of a report on
1 Adobe Acrobat (.PDF) different systems such as Macintosh and Linux
while preserving the layout.

Use this format if you want to further process the
report and perform more advance calculations
using another (external) program such as
Microsoft Excel.

2 MS Excel (.XLS)

Use this format if you want to access this report

3 MS Word (.DOC) using Microsoft Word.

Use this format to save the report in a format that
Rich  text format is small in size and which allows accessibility
(.RTF) through different word processors in different
operating systems.
5.3.1 Configuring report export to file options

To configure the report export to file settings of a scheduled report do
as follows:

V| Export to file

JH.:‘_‘_&h’-_] Click on the Settings button to customize the report storage options and specify the file
format and destination folder where this report will be stored.

| Settings |

Screenshot 22 - Advanced Settings dialog: Export to file settings button

1. From the Advanced Settings dialog, click on the Settings button
underneath the Export to file option.
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Report Storage Options [=5]

Folder Options

fou can ovemide the default folder options faor this scheduled

g epor

Crvemide the default folder options far this report:
c:program filescommon files gfitreportcentersframewars v3. E]

Report fomat :
| Adobe Acrobat {* pd) -

[ ke ][ Cancel ] Apph

Screenshot 23 - Advanced Settings: Export to file options

2. Select the option Override the default folder options for this
report:

3. Specify the complete path where the exported report will be saved.
4. Specify the file format in which the exported report will be saved.
5. Click OK to finalize your configuration settings.

NOTE: For information on how to configure the default export to file
settings refers to the ‘Configuring default scheduling options’ section
in this manual.

5.3.2 Configuring report emailing options

To configure the report emailing options of a scheduled report do as
follows:

Send by mail

% Click an the Settings button to customize and configure the email settings which will be
used for report distribution.

Screenshot 24 - Advanced Settings dialog: Send by email settings button

1. From the Advanced Settings dialog, click on the Settings button
underneath the Send by email option.
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Email Alerts Options ==

Email Options

& Tou can ovemde the default email options for this scheduled
J report

Cwvemide the default email options for this report:

To: RC_Admin&gfi com

CC:

From: IT_manager@gfi.com

Server:  120.11.120.11 Port: 25

[] SMTP Server requires login

Report format:
lidobe Acrobat [ pd) |

o) Coomes J [

Screenshot 25 - Report distribution options

2

. Select the option Override the default email options for this

report:

3

N

. Specify the following parameters:

To/CC: Specify the email address (es) where the generated report
will be sent.

From: Specify the email account that will be used to send the
report.

Server: Specify the name/IP of your SMTP (outbound) emalil
server. If the specified server requires authentication, select the
option SMTP Server requires login and specify the logon
credentials in the User name and Password fields.

Report format: Reports are sent via email as attachments. Select
the file format in which to send out your report.

. Click OK to finalize your configuration settings.
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5.4 Viewing the list of scheduled reports

GFI ReportCenter 3.6 =neEE==

Fle Toolz Help

«»r t[=E

Panes % || Scheduled reports list
Product Selection

Schedule Name Report Mame

Schedule for report ‘Metwork Vulnerabilty Summarny” Metwork Vulnerability Summarny
Schedule for report "Network Vulnerability Summarny’ (1) Metwor Vulnerability Summary
Scheduled Reports
=-{@] GFI LANguard 9.0 ReportPack

Scheduled Reports List
Scheduled Reports Activity

< | i +

f? Favorite Reports

i Default Reports

@ Custom Reports
% Scheduled Reports

s ;:) 4 i 3

Screenshot 26 - List of Scheduled reports

Click on the Scheduled Reports navigation button to show the list of
scheduled reports which are currently configured for automatic
generation. This information is displayed in the right pane of the
management console and includes the following details:

e Schedule Name: The custom name that was specified during the
creation of the new scheduled report.

e Report Name: The names of the default or custom report(s) that
will be generate.

e Last Generation: Indicates the date/time when the report was last
generated.

e Next Generation: Indicate the date/time when the report is to be
next generated.

e Description: The description that you have entered for each
schedule.

e Report Pack: The GFI LANguard version that created the report.
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5.5 Viewing the scheduled reports activity

GFI ReportCenter 3.6
He Toolz Help

< » B[=|E

Panes

== ]=d

Product Selection

GFI LANguard 9.0 ReportPack -

Scheduled Reports

Scheduled reports activity list

=-{#] GFI LANguard 5.0 ReportPack
[ Scheduled Reports List

'i_':? Favorite Reports

s Default Reports

) Custom Reports

|4 Scheduled Reports

Gy 2

Date

r

(i)5/12/2009 8:56:04 AM
(i)5/12/2009 8:56:04 AM
£35/12/2009 8:55:59 AM

(i)5/12/2009 8:55:59 AM
(i)5/12/2009 8:55:51 AM

e

(i)5/12/2009 B:55:51 AM
{£3)5/12/2009 8:55:45 AM

{1)5/12/2009 B:55:45 AM

-

{i)5/12/2009 8:55:38 AM
(i)5/12/2009 8:55:38 AM
{£4)5/12/2003 8:55:33 AM
(i)5/12/2009 8:55:33 AM

(i)5/12/2009 B:55:26 AM

-

(i)5/12/2009 B:55:26 AM
{&4)5/12/2009 8:55:20 AM

e

(i)5/12/2009 8:55:20 AM
(i)5/12/2009 8:55:14 AM

ey

(i)5/12/2009 B:55:14 AM
£35/12/2009 8:55:09 AM
(i)5/12/2009 8:55:09 AM

e

(i)5/12/2009 8:55:02 AM

.

4 | [

L3

ProductMame

GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LAMguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LAMguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack  _

l.m

3

Screenshot 27 - Schedule activity monitor

GFI ReportCenter also includes a schedule activity monitor through
which you can view events related to all scheduled reports that have

been executed.

To open the schedule activity monitor, click on the Scheduled
Reports navigation button and select the Scheduled Reports
Activity node. This will bring up the activity information in the right
pane of the GFI ReportCenter management console.

The activity monitor displays the following events:

) Information: The scheduled report was successfully executed and sent
by email and/or saved to disk.

Ay Warning: The scheduled report was not executed because product
license is invalid or has expired.

@ Error: The scheduled report was not executed due to a particular
condition/event. Typical conditions include:

e Errors when attempting to save the generated report to a specific
folder (for example, out of disk space).

e Errors when attempting to send the generated report via email (for
example, the SMTP server configured in the GFlI ReportCenter

settings is not reachable).

GFI ReportCenter
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The activity monitor records and enumerates the following information:
e Date: The date and time when the scheduled report was executed.

e Product name: The name of the GFI product to which the report
belongs.

e Type: The event classification - error, information, or warning.

e Description: Information related to the state of a scheduled report
that has been executed. The format and contents of the activity
description vary, depending on the event type.

NOTE: The description is often the most useful piece of information,
indicating what happened during the execution of a scheduled report
or the significance of the event.

5.6 Enable/disable a scheduled report

Scheduled reports can be enabled or disabled as required. Use the
Scheduled Reports navigation button to view the list of scheduled
reports as well as to identify their current status. The status of
scheduled reports is shown through the icon included on the left hand
side of each schedule:

@ Indicates that the scheduled report is disabled.

| Indicates that the scheduled report is enabled/pending.

To enable or disable a scheduled report, right-click on the respective
report and select Enable/Disable accordingly.

5.7 Editing a scheduled report

To make changes to the configuration settings of a scheduled report:
1. Click on the Scheduled Reports navigation button.

2. Right-click on the scheduled report to be re-configured and select
Properties. This will bring up the ‘Scheduled Reports Wizard'.
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Schedule Report Wizard

Welcome to the LANguard
Schedule Report Wizard
This wizard will help generate a new scheduled report based on

the following report:

| Schedule for report "Metwor Vulnerability Summany”

This report is an executive summary showing vulnerability courts
for different categores. The report also identifies the top most
vulnerable host machines and products, as well as the most
common vulnerabilties detected on the networs ...

Click nexd to continue.

| Mex || Cancel

Screenshot 28 - Scheduled Reports wizard

3. Click on Next and perform the required changes. For information on
how to configure the parameters of a scheduled report refer to the
‘Creating a scheduled report’ section in this chapter.

Deleting a scheduled report
To delete a scheduled report:
1. Click on the Scheduled Reports navigation button.

2. Right-click on the scheduled report to be permanently removed
from the list and select Delete.

5.8 Example: Scheduling a report

This example demonstrates how to schedule a software audit report
which will:

e Generate the first report on 5/12/2009 at 8:00:00 PM.
¢ Continue generating the same report on a monthly basis.

e Export the generated report(s) to folder ‘C:\Monthly Reports’ in
PDF format.

¢ Email the generated report using the following custom parameters:
¢ Send from email account: ‘RC_Admin@gfi.com’

e Send to email account: ‘IT_manager@dgfi.com’

e SMTP server details: “120.11.120.11.

To create the scheduled report:

1. Click on the Default Reports navigation button.

2. Right-click on Network Vulnerability Summary and select New »
Scheduled Report. As soon as the welcome dialog is displayed click
Next.
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Schedule Report Wizard

Scan or date/time range e
Specify the scan or date/time range on which to base the report @J

Reports are based on the securty scan results collected during past network security scans.

Select the scan results on which this report will be based:

(™) Last Scan:
IUse this option to generate reports based on data collected during the latest netwark
security scan.

() Particular Scan:
IUse this option to generate reports based on data collected during a particular
network security scan.

(@) Scans over a date/time range:

Iz this option to generate reports based on the scan results data collected during a
specific date/time period.

| <Back || Net> || Cancel

Screenshot 29 - Select network security scan(s) data

3. Select the option Scans over a date/time range for data to be
covered by this report and click Next.

Schedule Report Wizard

Date Time o
Select the date/time period on which to base the report @J

Reports based on date and time will gather all scans made during the selected time period and
will generate results based on information found during these scans.

(@ Relative
[Last manth v]
= |T|:u:la1_.r
= Yesterday
Last seven days

Thig month
Last manth

May 23

(") Date range

Screenshot 30 - Select date/time of network scan

4. Select the option Relative and from the provided drop down list
select Last month. Click on Next to proceed to the next dialog.
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Schedule Report Wizard

Time Schedule o
Specify the time schedule to be used to automatically generate the report

Scheduled reparts can be generated etther once using a specific date and time or else
re-generated using a time frame, starting from a specific time.

Generate this report (once) an the following day.time:

@) Generate this report eveny:
Interval: 30

Start datetime: 5/12/2009 [E~ | 8:00:00 PM =

Screenshot 31 — Specifying the scheduling options

5. To generate this report on a monthly basis, select the option
Generate this report every: and set the interval to 30 Days.

6. Set the start date to ‘5/12/2009’ and time to ‘8:00:00 PM'’. Click
Next to continue.

Schedule Report Wizard

Advanced Settings g
Customize report distribution and storage options. sﬁu

You can send the generated report by email to a target recipient list or save the generated report
in a folder on your file system. Click on the Settings button of the relevant section in the dialog to
further corfigure report sending/saving options.

| Export to file

,;q'-_] Click on the Settings button to customize the report storage options and specify the file
format and destination folder where this report will be stored.

Settings
| Send by mail

5 Click on the Settings button to customize and corfigure the email settings which will be
used for report distribution

Settings

Screenshot 32 - Advanced Settings dialog

7. From the Advanced Settings dialog, click on the Settings button
underneath the Export to file option.
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Report Storage Options (=53]

Folder Options

- fou can ovemde the default folder options faor this scheduled
g report

Cwvemide the default folder options faor this report:

c:\monthly reports E]
Report fomat :

Adobe Acrobat (" pdf) -
Adobe Acrobat [ pdf]

Microsoft Excel ("ads) 4

Microsoft Word (*.doc)
Rich Teat Fomat ()

o) Ccomos J [ owh

Screenshot 33 - Advanced Settings: Export to file options
8. Select the option Override the default folder options for this
report:

9. Specify the complete path where this report will be saved i.e.
‘C:\Monthly Reports’.

10. From the report format drop down select PDF and click OK.
Send by mail

ﬂ Click on the Settings button to customize and configure the email settings which will be
i used for report distribution.

Screenshot 34 - Advanced Settings dialog: Send by email settings button

11. From the Advanced Settings dialog, click on the Settings button
underneath the Send by email option.
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Email Alerts Options

Email Options

=]

Cwvemide the default email options for this report:

& Tou can ovemde the default email options for this scheduled
J report

To: RC_Admin&gfi com

CC:

From: IT_manager@gfi.com

Server: 1201112011 25

[] SMTP Server requires login

Report format:

lidobe Acrobat [ pd) |
e (s ) oo ]

Screenshot 35 - Report distribution options

12. Select the option Override the default email options for this

report:

13. Specify the following parameters:
e To: ‘RC_Admin@gfi.com’

e From: ‘IT_manager@gfi.com’

e Server: 120.11.120.11".

14. From the report format drop down select PDF and click OK to

finalize your email settings.
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Schedule Report Wizard

Mame and Description o
Specify the name and description for this custom report @J

The name, title and description of a custom report will be used to uniguely identify the report
through the set of custom reports. The custom report name must be unique.

Report name:
Morthhy Repart: "Software Audit”

Report title:
Software Audit - Bxecutive Reports

Report description:

This report is generated on monthly basis and shows an executive summary of -
softwere installed on the networlc.

<Back || MNet> || Cancel

Screenshot 36 — Custom report name and description

15. Click Next and specify the following parameters:
e Report Name: ‘Monthly report: ‘Software Audit’
e Report Title: ‘Software Audit — Executive reports’

e Report Description: This report is generated on a monthly basis
and shows an executive summary of software installed on the
network.

16. Click Next to proceed to the final dialog.
17. Click Finish to finalize your custom report configuration settings.
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6. Configuring default options

6.1 Introduction

The GFI LANguard ReportPack allows you to configure a default set
of parameters which can be used when generating reports. These
parameters are first set during installation. However, you can still
reconfigure any of these parameters via the Options navigation
button and the Tools menu provided in the GFI ReportCenter
management console.

GFI ReportCenter 3.6 E@

Fle Tools Help

4 2=}

Fanes * GFILANguard
Product Selection

Database Source Selection

GFl LANguard 5.0 ReportPack -

Options GFI LANguard 9.0 ReportPack
Copyright (c) 2008 GFI Software Lid.

=78 GFI LANguard 5.0 Report Pack
i J Database Source Database Type: M5 Access

= . : Database Path: C:\Program FilesVGFNLANguard 5.0
B Exp
=l Import/Export Corfiguration \Data\scanresults.mdb

T Version Information

- ;3‘1 Licensing
HOTE : To change the database backend between different

database types, right click on Database Source and select
"Set Database Source. .

f.? Favorite Reports
il Default Reports
6') Custom Reports
| Scheduled Reports
[ui Options

.2) Help

2008. All rights reserved. GFl Software Ltd.

Screenshot 37 - Options navigation button and Tools menu

Through the Options navigation button you can configure the
following parameter:

Database source: Use this node to specify the database backend
from where the ReportPack will extract the required reporting data.

Through the Tools menu you can configure the following parameters:
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e Default scheduling settings: Use this menu option to configure
the default export to file parameters and report emailing
parameters of scheduled reports.

You can also backup your configuration settings for the ReportPack
through the Import/Export Configuration node in the Options
section. Exported configurations may be imported into a separate GFI
ReportCenter instance, provided that the same ReportPacks are
installed on both instances.

6.2 Configuring database source: Microsoft SQL Server

To configure MS SQL Server your database source:
1. Click on the Options navigation button.

2. Right-click on the Database Source node and select Set Database
Source... This will bring up the database source configuration dialog.

Database Source [=5]

Database Source |

Database settings

Database Type:
_J | MS SQL Server v

Please specify the name or IF of the machine containing the S0L
Server ! MSDE database to use:

Server: SQL Server -

Ise SQL Server Authentication

User: 33

Password:

OK || Cancel || Apply |

Screenshot 38 - Database source configuration dialog: SQL Server

3. Select MS SQL Server as the database type from the provided list
of supported databases.

4. Specify the name or IP address of your MSDE/MS SQL Server
database backend.

5. To use the credentials of an SQL Server account, select the Use

SQL Server authentication option and specify the user name and
password in the provided fields.

NOTE: By default, the GFI LANguard ReportPack uses Windows
logon credentials to authenticate to the SQL Server.
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6. Click on OK to finalize your configuration settings.

6.3 Configuring database source: Microsoft Access
To configure Microsoft Access as your database source:
1. Click on the Options navigation button.

2. Right-click on the Database Source node and select Set Database
Source... This will bring up the database source configuration dialog.

Database Source ==

Database Source |

[latabase settings

Database Type:
_J | M5 Access -
Please specify the full path (including filename) of the database
backend:

C:Program Files"GFI"LANguard 9.0%Data‘scanres. | Browse...

|. OK | | Cancel Apph

Screenshot 39 - Database source configuration dialog: MS Access

3. Select MS Access as the database type from the provided list of
supported databases.

4. Specify the complete path to the database backend. If the database
source is not stored locally, specify the complete path using Universal
Naming Convention (UNC).

(e.g.\Security _Server\Program Files\GFI\LANguard9\
Data\scanresult.mdb).

5. Click on OK to finalize your configuration settings.
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6.4 Viewing the current database source settings

GFI ReportCenter 3.6 E@

Fle Tools Help

<« » 2=k

s * GFILANguard
Product Selection
Database Source Selection
GFl LANguard 5.0 ReportPack -
Options GFI LANguard 9.0 ReportPack
— Copyright (c) 2008 GFI Software Lid.
=% | GFI LANguard 9.0 ReportPack

[ J Database Source Database Type: M5 Access

= . : Database Path: C:\Program FilesVGFNLANguard 5.0
o> E:q:l

—= Import/Export Corfiguration \Data\scanresults.mdb

| Wersion Information

- ;“J Licensing

MOTE : To change the database backend between different

database types, right click on Database Source and select
"Set Database Source. .

fg Favorite Reports

||"_ Default Reports

E:) Custom Reports
| Scheduled Reports
f4i Options

.2) Help

2008. All rights reserved. GFl Software Ltd.

Screenshot 40 - Database source configuration settings

After configuration, you can view the current database source settings
by clicking on the Database Source node.

6.5 Configuring default scheduling settings

To configure the default settings to be used by scheduled reports:

e

GFI ReportCenter 3.6
File | Tools | Help

4 | Default Scheduling Options '\J
lag
Panes LANguard 9 ReportPack

Screenshot 41 - Default scheduling options node

1. From the pull-down menu, click on the Tools P Default
Scheduling Options.

2. Configure the required parameter as described in the ‘Configuring
Advanced Settings’ section of the Scheduling Reports chapter.
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6.6 Importing/Exporting the configuration

GFI ReportCenter 3.6
File | Toolz Help
Import/Export Corfiguration...
| N
Exit Alt+F4

Screenshot 42 — Import/Export Configuration node

The GFI ReportCenter allows you to backup your configuration
settings for the ReportCenter and all ReportPacks through
Import/Export Configuration... in the File pull-down menu. Settings
are exported for:

e Default scheduling options
e Custom reports

e Scheduled reports

e Favorite reports.

The configuration is backed up into an XML file which may be
imported into a separate GFI ReportCenter instance, provided that the
same ReportPacks are installed on both instances.

You can also import/export the configuration for a particular
ReportPack through the Import/Export Configuration node in the
Options section of the ReportPack
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Exporting the configuration
To export the GFI LANguard configuration:

Import/Export Configuration (=5

Impart/Export

E Import/Export ReportCenter and ReportPacks configurations.

The import'export configuration functionalities can be used to perform
backups of scheduled reports, custom reports, favorite reports and other
options. The exported configurations can also be imported into a
separate ReportCenter instance, provided that the same ReportPacks
exist on both instances.

Specify the action to perform:
() Import configuration options
i@ Export configuration options

Specify which configuration options to import'export;
ReportCenter options
ReportPacks’ custom, scheduled and favorite reports + options

Specify the path and filename of the file to import/export:

]

oK || cancel |

Screenshot 43 — Import/Export configuration dialog

1. From the pull-down menu, click on the File » Import/Export
Configuration... . This will bring up the configuration dialog.

2. Select the option Export configurations options.
3. Specify which configuration options to export.

4. Specify the path and filename of the XML file to export. Click on OK
to proceed with the export.
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GFI ReportCenter
1 Export process completed successfully.

Details:

----- @ Exporting RC Scheduling settings.

EI@ Exporting settings for GFl LANguard 8.0 ReportPack.

@ Exporting custom reports.
@ Exporting scheduled reports.
@ Exporting favorite reports.

----- @ Exporting connection string.

OK || Detais

Screenshot 44 — Export configuration success
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Importing the configuration
To import the GFI LANguard configuration:

Import/Export Configuration (=5

Impart/Export

E Import/Export ReportCenter and ReportPacks configurations.

The import'export configuration functionalities can be used to perform
backups of scheduled reports, custom reports, favorite reports and other
options. The exported configurations can also be imported into a
separate ReportCenter instance, provided that the same ReportPacks
exist on both instances.

Specify the action to perform:
@ Import configuration options
i) Export configuration options

Specify which configuration options to import'export;
ReportCenter options
ReportPacks’ custom, scheduled and favorite reports + options

Specify the path and filename of the file to import/export:

]

oK || cancel |

Screenshot 45 — Import configurations dialog

1. From the pull-down menu, click on the File » Import/Export
Configuration... . This will bring up the configuration dialog.

2. Select the option Import configurations options.
3. Specify which configuration options to import.

4. Specify the path and filename of the XML file to import. Click on OK
to proceed with the import.
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GFI ReportCenter

Import process completed successfully_In order to see
the wamings that occumed during import . please dick
on the Details button.

Details:

----- Q Importing RC Scheduling settings.
E| @ Importing settings for GFI LANguard 9.0 ReportPack.
----- u Importing custom reports.
----- u Impaorting scheduled reports.
----- Q Impaorting favorite reports.
----- Q Importing connection string.

OK || Detais |

Screenshot 46 — Import configuration success

GFI ReportCenter [5]

I.-/'_ Importing from Ch\Program Files\Common

' Files\GFT\ReportCenter\Framework v3.5 5avedReports\ Omar.xml file
completed successfully, Mote that some of the settings could be only
partially imported, Please see the debug logs for more details,

Please close and restart GFI ReportCenter to load up with the imported
itermns.

Screenshot 47 - Import configuration success - restart notification

5. Close and restart GFI ReportCenter to activate the imported items.
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/. General options

7.1 Viewing the product ReportPack version details

To view the version information of your product ReportPacks:

1. Select the product ReportPack from the Product Selection drop
down list.

2. Click on the Options navigation button and select the Version
Information node. The version details will be displayed in the right
pane of the management console.

7.2 Checking the web for newer builds

Periodically GFI releases product and ReportPack updates which can
be automatically downloaded from the GFI website. To check if a
newer built is available for download:

Program Version Properties [=5]

General
i i Yersion Information

GFI LaNguard 5.0 ReportPack
Copyright (c) 2008 GF| Software Ltd.

GFl LAMguard 9.0 ReportPack

Checking for newer builds...

Yersion: 9.0 Build: 20030608

m

Build Updates
[] Check for newer builds on startup

| ok || Cancel |

Screenshot 48 - Version Properties: Check for newer builds dialog

1. Select the respective product (for example, GFI LANguard 9.0
Reports) from the Product Selection drop down list.
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2. Click on the Options navigation button.

3. Right-click on the Version Information node and select Checking
for newer builds...

NOTE: GFI LANguard 9.0 ReportPack is configured by default to
check for newer builds on startup.
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8. Appendix: GFI LANguard default
reports

8.1 Vulnerability assessment reports

8.1.1 Network vulnerability summary

Hosts Severity LevelDistribution Top 10 Vulnerable Hosts (by Severity)

IP Address Host Name Severity
High | Med. | Low
Andy 70 11

8014332233 5
80.143.32211 Andrew 70 10 1
80.14332140  Jane 58 9 3
80.143.32221  Joe2 40 4 2
80.143.32226 GamesFC 2 0 1
82.168.102.175  Julia 1 2 5
82.168.102176  Steve 0 0 5
v 27 2)

Hosts Vulnerability Level Distribution

Low

Vulnerability Level
ost

H

Medim High 5
Medium 1

Low 1

Mot Assigned 0

Total T

Screenshot 49 — Sample report showing network vulnerability summary

Chart displaying vulnerability severity distributions

List showing the top 10 most vulnerable host machines ordered
by severity

Chart displaying vulnerability level distributions across host
machines on the network

000
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Vulnerability Count by OS Distribution

Windows
2000
Windows XP
Windows XP
34
0 40 80 120 160 200 240

4]

Operating System Severity Distribution

Total High Med. Low
Windows 2000 81 70 10 1
Windows XP 214 172 26 16
Windows XP x64 5 0 0 5

Screenshot 50 — Sample report showing network vulnerability summary

o Chart displaying the vulnerability distribution for each operating
system on the network

Vulnerability Distribution (by Category )

Backdoors
Missing
Updates
Registry
RPC

Services

WHMINet

WMIUSB

Severity Distribution

Low
Backdoors 5 5 0 0
Missing Updates 262 225 32 5
Registry 24 3 4 17
RPC 1 1 0 0
Services 3 3 0 0
WMINet 3 3 0 0
WMIUSE 2 2 0 0

Screenshot 51 — Sample report showing network vulnerability summary

e Chart displaying vulnerability categories and their distribution
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Vulnerability Distribution (by Timestamp)

Last Three
Months
Last Year
Older than
One Year

J 40 80 1z0 160 00 40 180 30 e

Vulnerability Category Severity Distribution

Total High Med. Low
Last Three Months 0 0 0 0
Last Year 7 7 0 0
Older than One Year 288 230 36 22

Screenshot 52 — Sample report showing network vulnerability summary

e Chart displaying the vulnerability distribution over time

Top 10 Most Common Vulnerabilities

Product Timestamp References Type Severty  Count
Windows 20070109 MN/A Missing Update  High 5
Product Timestamp References Type Severty  Count
MNIA 2002-01-01 N/A Registry Low 3
Product Timestamp References Type Severty  Count
Windows 20030217 MN/A Missing Update  High 3
Product Timestamp References Type Severty  Count
Windows 2006-02-14 MN/A Missing Update  High 3
Product Timestamp References Type Severty  Count
Windows 20060912 MNIA Missing Update Medium 3
Product Timestamp References Type Severty  Count
Windows 20030909 MN/A Missing Update  High 3
Product Timestamp References Type Severnty  Count
Windows 20060105 MN/A Missing Update  High 2
Product Timestamp References Type Severty  Count
Windows 2006-02-14 MNIA Missing Update  High 2

Top 10 Most Vulnerable Products

Product Severity Distribution

Total High Med. Low
Windows 262 225 32 5 e
Microsoft Windows NT 1 0 0 1

Screenshot 53 — Sample report showing network vulnerability summary

e Chart displaying the 10 most common vulnerabilities

6 Chart displaying the 10 most vulnerable products

Use this report to:

Display vulnerability counts for different categories
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e |dentify the 10 most vulnerable host machines
e Identify the 10 most vulnerable products
e |dentify the 10 most common vulnerabilities.

8.1.2 Network vulnerability trend

- Vulnerability detections over time

) P —
: R

t
=
-]
O 200
=
E 150
£
E}
=

100

50

0 ? E
PastScans
B Hign Wedium Low W Totsl |

This trend report was generated from data in the following scans : o
[scan date & fime - Scan Profile Scan fargetreference
10/24/200 54PN Full Sean 50.143.32.12¢
10/27/2008 54PM Full Scan 80.143.32.124
10/28/2008 2:07:54PM Full Scan 50.143.32.124
10/20/2008 2:07:54PM Full Sean £0.143.32.124

Screenshot 54 — Sample report showing network vulnerability trend

o Chart displaying past scans and vulnerability totals for each scan

e List of past scans and respective scan profiles

Use this report to:

e Graphically illustrate how the number of vulnerabilities on the
network has changed over a given time span.

8.1.3 Vulnerability distribution by host

Scan reference : 80.143.32.1/24
Scandate & time : 10/30/2008 2:07:54FPM
Sewverity Distribution Vulnerability Categories
Operafing System | 5P Total Low Med. High Mal FTP W Reg. Sav. RFC DNS Soft Rik Mim. Bkr. 5 Unaulh USS Netws. Misa.
Prod . Appa. Updt

Bi4zzze 7 3 3 L [ [ [ 1 1 [ [ ] ] PR [ 2 3 &
Jane
BD.i4zzzam 3 1 10 0 [ [ [ 31 0 [ [ [ [ [ [ [ 1 T
Andrew
BD.143.32.20 = 2 '] 0 0 0 0 3 1 0 [ 0 0 1 0 0 0 [
Joed
80.143.32256 3 1 0 2 0 0 0 2 0 0 [ 0 0 [ 0 0 [ 1
GamesPC
Bliazizzm S 5 1 0 [ [ [ 3 1 1 [ [ [ [ [ [ I
Andy
£2.182.102.173 3 5 2 1 ] ] ] 7 ] ] | ] ] | ] ] ] 1
Julia
82.168.102.77% 5 5 0 0 0 0 0 5 0 0 [ 0 0 [ 0 0 [ 0
Steve

Totals | 30 = E3 2 L L T T 4§ @ @ § @ @ 2z 3§ =
| ] [} ] " »

of -

o 2] (3]

Screenshot 55 — Sample report showing vulnerability distribution by host

List of IP addresses and host names on which vulnerabilities were
detected

The number of low, medium and high severity vulnerabilities detected on
each host

The number of vulnerabilities detected on each host distributed by
vulnerability category

00
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Use this report to:

e Generate statistics showing vulnerability counts for each host
machine.

8.1.4 Vulnerability distribution by operating system

Scan reference : 80.143.32.1/24
Scan date & time : 10/30/2008 2:07:54PM

Severity Distribuion Vulnerability Categories
Total Low Med. High Mal FTP Web Reg. Sev. RPC DNS  Soft Rbt Misc. Bkdr. . Unauth USE Matwsc Miss.

Prod. _Apps.

SF: 2
Windows XF
SP: 1

Windows XP x64
SP: 1

Tomis| W@ | Z ® = |0 ¢ @ ® 5 1 @ @& 1§ @ 5 @ 1§ 2z 3 =
w W ¢ J
2]

Screenshot 56 — Sample report showing vulnerability distribution by operating system

o List of operating systems and service packs affected by one or more
vulnerabilities

e The number of low, medium and high severity vulnerabilities detected on
each operating system

e The number of vulnerabilities detected on each operating system
distributed by vulnerability category

Use this report to:

e Generate statistics showing vulnerability counts for each operating
system.

8.1.5 Security scans history

Most Scanned Systems Least Scanned Systems

IP address Haost Name Count i IP address Haost Name Count
8014332233 Andy 82.168.102.176 Steve

8 4
80.143.32.228 GamesPC 5 #2.188.102.176  Julia 4
80.143.32.221 Jog2 5 §0.143.32.228 GamesPC 5
80.143.32.211 Andrew & 80.143.32.221 JogZ )
50.143.32.140 Jane 5 80.143.32.211 Andrew 5
82.168.102.176  Steve 4 80.143.32.140 Jane 5
82.168.102.175  Julia 4 80.143.32.233 Andy B

Most Used Profiles

Profile Coun]
Full Scan 4
Ping them All 2

Ping e m Al

Ful San e

Screenshot 57 — Sample report showing security scans history

o List showing the host machines with the highest number of scans and
the respective scan count

e List showing the host machines with the lowest number of scans and the
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respective scan count

Chart displaying scan profile usage

Last Scan for Each System

1P address
82 168.102.176 Steve 10/30/2008 2:07-54PM
82.168.102.175 Julia 10/30/2008 2:07:54PM
80.143.32.233 Andy 10/30/2008 2:07:54PM
80.143.32.226 GamesPC 10/30/2008 2:07:54PM
80.143.32.221 Joe2 10/30/2008 2:07:54PM
80.143.32.211 Andrew 10/30/2008 2:07-54PM
80.143.32.140 Jane 10/30/2008 2:07:54PM

0

Scans Listing

Start Date/Time

10/25/2008 2:07:54PM
10/26/2008 2:07:54PM
10/27/2008 2:07:54PM
10/28/2008 2:07:54PM

- = =
80.143.32.1/24 Ping them All Y'es
80.143.32.124 Ping them All Yes
80.143.32.1/24 Full Scan Yes
80.143.32.1/24 Full Scan Yes

(5]

Screenshot 58 — Sample report showing security scans history

List showing date and time of the last scan performed on each host

List showing all scans performed

Use this report to:

e Display information and statistics on all network security scans
performed.

8.1.6 Vulnerability listing by category

Vulnerability :

Product :
Timestamp :

Affected Hosts:

Vulnerability :
Product :
severity
Timestamp :

Affected Hosts:

Vulnerability :
Product :
Timestamp :

Affected Hosts:

814078: Security Update (Microsoft Jscript version 5.6, Windows 2000, Windows
XP)

Windows

2003-11-21

IP address
80.143.32.221  Jo=2 Windows XP Gaold

816093: Security Update Microsoft Virtual Machine (Microsoft VM)

Windaows

Critical

2004-08-08

80.143.32.211 Andres Windows 2000

50.143.32.233  Andy Windows XP 1
817787: Security Update Windows Media Player for XP e
Windaows

2004-01-12

IP address
50.143.32.233 Windows XP

Screenshot 59 — Sample report showing vulnerability listing by category

Vulnerability details including name, description and severity
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e List of host machines affected by each vulnerability detected

Use this report to:

e List detected vulnerabilities grouped by category, and the host
machines affected by each vulnerability.

8.1.7 Vulnerability listing by host

80.143.32.140 - Jane

Operating System : Windows XP o
Service Pack : 2 23ET%
Total Host Vulnerabilities : Lk
Total Network Vulnerabilities : 300
Total Host [ Total Network : 2367%
76.33% o
Category : Missing Updates
Product : Windows
Timestamp : 2006-12-12
Severity : Critical
Cumulative Security Update for Internet Explorer for Windows XP (KB925454) ©
Category : Missing Updates
Product : Windows
Timestamp : 2006-12-12
Severity : Important

Cumulative Security Update for Qutlook Express for Windows XP (KB923694 )

Screenshot 60 — Sample report showing vulnerability listing by host

Host machine details on which vulnerabilities were detected

Vulnerability count for each host, also shown as a percentage of total
vulnerabilities detected on the network

List of vulnerability details for each host, including name, description and
severity

Chart displaying percentage of vulnerabilities detected on each host
compared to total vulnerabilities detected on the network

0000

Use this report to:

e List the vulnerabilities detected for each host machine on the
network.
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8.1.8 Vulnerability listing by product

Vulnerability : A connection could be opened using account Administrator without o
password! -You MUST seta password for the administrator account
andfordisable guest logons

Category : Services
Severity : High
Timestamp : MIA
St 1P address  [Host Name __|Operating System [ _SP |
80.143.32.221  Joe2 Windows XP Gold
80.143.32.233  Andy Windows XP 1
2
Vulnerability : Auto Logon - Automaticlogonuses the domain, user name, and

password stored in the registry to log users on to the computerwhen the
system starts. The problem with automatic logonis the fact that any user
can start yourcomputer and log on using your account. Automatic logon
proceeds differently from authenticated logon, and can cause timing
conflicts. For exampleif oneis loading several network transport protocols,
automatic logon might cause Windows 2000 to attemptto connectto some
network resources before the protocols’ network transports are completely

Category : Registry

Severity : High

Timestamp : 2002-01-01

Affected Hosts : “
80 143.32.226  GamesPC WmdowsXF'
82.168.102.173  Julia Windows XP 2 e

Screenshot 61 — Sample report showing vulnerability listing by product

o Name of product for which vulnerabilities were detected

e Vulnerability details for each product, including name, description and
severity

e List of host machines affected by each product vulnerability detected

Use this report to:

e List detected vulnerabilities grouped by product, and the host
machines affected by each vulnerability.

8.1.9 Vulnerability listing by severity

Vulnerability : 814078 : Security Update (Microsoft Jscript version 5.6, Windows 2000, o
Windows XP)

Category : Missing Updates

Product : Windows e

Timestamp : 2003-11-21

SO DEU T P address |[HostName _ |Operating System | _SP |
80.143.32.221  Joe2 Windows XP Gold

Vulnerability : 816093 : Security Update Microsoft Virtual Machine (Microsoft VM)

Category : Missing Updates

Product : Windows

Timestamp : 2004-06-08

Affected Hosts : “
8[] 143.32.211  Andrew Windows 2000
80.143.32.233  Andy Windows XP 1

Screenshot 62 — Sample report showing vulnerability listing by severity

Severity level

Vulnerability details for each severity level, including name and
description

List of host machines affected by vulnerabilities detected for each
security level

o000
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Use this report to:

e List detected vulnerabilities grouped by severity, and the host
machines affected by each vulnerability.

8.1.10 Open Trojan ports by host

Operating System : Windows XP

Service Pack : 2

Open Port Count: 4 o
Err0r32

Eclipse 2000, Sanctuary

Exploiter, Freddyk, Kid Terror, Schwindler, Sensive, Winsp00fer 9
Ducktoy

Screenshot 63 — Sample report showing open Trojan ports by cost

o Details of host machines having open ports associated with Trojans

e List of open ports for each host and the names of Trojans targeting each
port

Use this report to:

e List open ports, grouped by host machine, which could potentially
serve as a backdoor for Trojans.

8.1.11 Open Trojan ports

Port Description
Exploiter, FreddyK, Kid Terror, Schwindler, Sensive, Winsp00fer 2

Ducktoy 1

Eclipse 2000, Sanctuary 1

Er0r32 1 o

Screenshot 64 — Sample report showing open Trojan ports

o List showing the most common open Trojan ports detected on the
network

Use this report to:

e List the 20 most common open ports found on the network, which
could potentially serve as a backdoor for Trojans.
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8.1.12 Top SANS vulnerabilities status

82.168.102.175 - Julia

Operating System Service Pack o
Windows XP 2

GANS Report Year : 2006
SANS Report Chapter : W1

Vulnerabilities

Name : Auto Logon
Product : MNIA
Description : Automaticlogon uses the domain, user name, and password stored in the registry to

log users on to the computer when the system starts. The problem with automatic

logonis the fact that any usercan start your computer and log on using your account
Automaticlogon proceeds differently from authenticated logon, and can cause timing
conflicts. For example if oneis loading several network transport protocols, automatic
logon might cause Windows 2000 to attemptto connect to some network resources
before the protocols’ network transports are completely loaded. In orderto solve this
wulnerability one should set AutoAdminLogonto 0, and delete the value of
DefaultPassword. The latteris stored and displayed in the registry editorin plain,
unencryptedtext. e

Screenshot 65 — Sample report showing top SANS vulnerabilities status

o Host machine details on which vulnerabilities reported by SANS were
detected

e List showing SANS vulnerability details, including name, description and
product affected. SANS vulnerabilities are grouped by year and chapter

Use this report to:

e List the vulnerabilities detected for each host machine, based on
the SANS top-20 report of vulnerabilities.

8.1.13 Vulnerable hosts based on open ports

Top 20 most vulnerable hosts

IP address Host Name Operating System Service Pack Open Ports
80.143.32.140 Jane Windows XP 2 4
8014332221  Joe2 Windows XP Gold 1 o

Screenshot 66 — Sample report showing vulnerable hosts based on open ports

o List showing the top 20 host machines most likely to be compromised by
Trojans

Use this report to:

e List the 20 most vulnerable host machines, based on the number
of open Trojan ports found.

8.1.14 Vulnerable hosts based on vulnerability level

Top 20 hosts based on Vulnerability Level

Operating System Service Vulnerabilities Missing Patches
Totdl _ High Medium Low _ Total Crific. _Imp Low
ey B Hich Windows XP 2 noow 0 g0 27 22 8 3
B0 14352221 B High Windows XP Gold 5 2 1 2 41 31 7 3 0
B0.143.3223% B High Windows XP 1 5 2 0 3 81 38 30 11 2
i?j';rgfzﬂ 1 B High Windows 2000 4 3 1 1 1 78 38 34 g o
i0.143.32.228 M High Windows XP 2 2 1 o 1 1 1 o i] 0
Ba188.102.78 CIMediur Windows XP 2 7 1 1 5 1 0 0 1 0
gesn O Low Windove XPx54 1 5 0 0 5 0 0 0 0 o

Screenshot 67 — Sample report showing vulnerable hosts based on vulnerability level
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o Host machine details showing the number of vulnerabilities and missing
patches detected according to criticality

Use this report to:

e List the 20 most vulnerable host machines for each network
security scan, based on vulnerability level.

8.1.15 Network patching status

B Installed 3
B Missing 2
Total 5
3

Missing And Installed Patches by Severi

& Installed
m Missing

s ¥ & 2 8 B H
I\\

Ciritical Imiportant Modzrate Low

Totals Severity
Critical Important Moderate
Installed 13 7 2 i 4
Missing 260 130 93 32 5
Totals | 273 | 137 95 32 9

(2]

Screenshot 68 — Sample report showing network patching status

Chart displaying the number of installed and missing service packs

e Chart displaying the number of installed and missing patches, grouped
by severity
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Top 10 missing security updates

Bulletin ID Description Posted Date
Mot Available  Windows Malicious Software Removal Took January 2007 (KB830830) 2007-01-09
MS04-003 Security Update for Microsoft Data Access Components (KBB32483) 2005-02-17
MS03-034 Security Update for Microsoft Windows (KB&24105) 2003-09-09
MS06-006 Security Update for Windows Media PlayerPlug-in (KE911564) 2006-02-14
MS06-053 Security Update for Windows XP (KB920685) 2006-09-12
MS03-011 816093 : Security Update Microsoft Virtual Machine (Microsoft ViVl 2004-06-08
MS03-018 Q811114 : Security Update (Windows XP or Windows XP Service Pack 1) 2005-03-25
MS03-041 Security Update for Microsoft Windows (KB823182) 2003-10-13
MS03-043 Security Update for Microsoft Windows XP (KB828035) 2003-11-20
MS06-078 Secunty Update for Windows MediaPlayer 6.4 (KB325398) 2006-12-12
©

IP address Host Name Severity
Critical Important Moderate Low
80.143.32.233 Andy 38 30 " 2
80.143.32.211 Andrew 35 34 9 0
80.143.32.221 Joe2 k)| 7 3 0
80.143.32.140 Jane 27 22 8 3
80.143.32.226 GamesPC 1 0 0 0
52.168.102.173 Julia 0 0 1 0
52.168.102.176 Steve 0 0 0 0

©

Screenshot 69 — Sample report showing network patching status

e List showing the top 10 missing security updates

List showing the top 20 most vulnerable host machines, as a result of
o missing patches and service packs. The number of vulnerabilities
detected is split according to severity

Use this report to:

e lllustrate the status of patches and service packs for host
machines on the network.

8.1.16 Missing patches grouped by host

80.143.32.140 - Jane
Operating System Service Pack Patch Count

Windows XP 2 60 (1)
Bulletin ID Description Posted Date  Severity
MS07-004 Security Update for Windows XP (KB929969) 2007-01-09 Critical
Mot Available  Windows Malicious Software Removal Tool - January 2007 2007-01-09 Critical
(KB830830)
Mot Available  Windows Intermet Explorer 7.0 for Windows XP 2007-01-02 Critical
MS06-078 Security Update for Windows XP (KB923689) 2006-12-12 Critical
MS06-078 Security Update for Windows Media Player 6.4 (KB925398) 2006-12-12 Critical
MS06-076 Cumulative Security Update for OQutlook Express forWindows XP - 2006-12-12 Important
(KB923694)
IMS06-075 Security Update for Windows XP (KB926255) 2006-12-12 Important
MS06-066 Security Update for Windows XP (KB923980) 2006-12-12 Important
MS06-072 Cumulative Security Update for Internet Explorer for Windows XP 2006-12-12 Critical
(KB925454)

e

Screenshot 70 — Sample report showing missing patches grouped by host

o Host machine details on which missing patches were detected

e List of missing patch details for each host, including severity and URL
link for further information

Use this report to:

¢ List missing patches grouped by host machine, including URL links
providing further information on each missing patch.
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8.1.17 Missing patches grouped by operating system

Patch : 929969 Bulletin ID : MS07-004

Posted Date : 2007-01-09 Severity : Critical

Description : Security Update for Internet Explorer 5.01 Service Pack 4 (KB929969) 0
80.143.32.211 Andrew 4 e

Screenshot 71 — Sample report showing missing patches grouped by operating system

o Missing patch details for each operating system

e List of host machines on which specific patches were found to be
missing

Use this report to:

e List missing patches grouped by operating system, including the
host machine names for each missing patch.

8.1.18 Missing patches grouped by severity

Patch : 890830 Bulletin ID : Mot Available

Posted Date : 2007-01-09

Description : Windows Malicious Software Remowal Tool - January 2[][]?‘r (KB B30830) o
Host IP address
80.143.32 233 Andy WlndowsXP

B80.143.32 226 GamesPC Windows XP 2
80.143.32 211 Andrew Windows 2000 4
B0.143.32.221 Joe2 Windows XP Gold
80.143.32.140 Jane Windows XP 2 e
Patch : 925398 Bulletin ID : MS06-078

Posted Date : 2006-12-12
Description : Security Update for Windows MediaPlayer 6.4 (KB925398)

Host IP address
80.143.32.140 Jane Windows XP 2
B0.143.32. 211 Andrew Windows 2000 4

Screenshot 72 — Sample report showing missing patches grouped by severity

o Missing patch details for each severity level

e List of host machines on which specific patches were found to be
missing

Use this report to:

e List missing patches grouped by severity, including the host
machine names for each missing patch.

8.1.19 Installed patches grouped by host

Operating System Service Pack Patch Count

Windows XP P 3 o

Bulletin ID Description Posted Date Severity Uninstallable

Mot Available  Windows XP Service Pack 2 2006-04-25 Critical Mo
MS06-009 Security Update for Windows XP (KE201190) 2006-02-14  Important Mo
Mot Available  MDAC 2.8 Service Pack 1 2006-02-1 Critical Mo o_

Screenshot 73 — Sample report showing installed patches grouped by host
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o Host machine details on which installed patches were detected

e List of installed patch details for each host, including severity, URL link
for further information and indication if the patch can be uninstalled

Use this report to:

e List installed patches grouped by host machine, including URL
links providing further information on each installed patch.

8.1.20 Installed patches grouped by operating system

Windows 2000

Patch : 911365 Bulletin ID : MS06-005

Posted Date : 2006-02-14

Severity : Crtical Uninstallable : Mo

Description : Securty Update for Windows MediaPlayer 9 (KB911565) o
Host IP address Host Name Service Pack
80.143.32 211 Andrew 4
Patch : 330994 Bulletin ID - MS03-014

Posted Date : 2004-04-09

Severity : Crtical Uninstallable : No

Description : 330994 : Aprl 2003, Secunty Update for Outlook Express 5.5 Service Pack 2
Host IP address Host Name Service Pack
80.143.32.211 Andrew 4

Screenshot 74 — Sample report showing installed patches grouped by operating system

o Installed patch details for each operating system

e List of host machines on which specific patches were found to be
installed

Use this report to:

e List installed patches grouped by operating system, including the
host machine names for each installed patch.

8.1.21 Installed patches grouped by severity

Critical

Patch : 811113 Bulletin 1D : Mot Available

Posted Date : 2006-04-25 Uninstallable : Mo

Description : Windows XP Service Pack 2 o
Host IP address Host Name Operating System  Service Pack

80.143.32 140 Jane Windows XP

 2)

Screenshot 75 — Sample report showing installed patches grouped by severity

o List of installed patches grouped by their severity level, including
information on each patch

e List of host machines on which specific patches were found to be
installed

Use this report to:

e List installed patches grouped by severity, including the host
machine names for each installed patch.
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8.1.22 Remediation history by host

Target Host : Jane r1-1
S Patch install

Date Started Date Ended Completed Status Is Scheduled

10/29/2008 12:14:27PM 10/29/2008 12:15:2TPM  Successfully Yes

Installed Patches
MS08-062 (953155) - Security Update for Windows 2000 (KBE353155)
MS08-063 (957095) - Security Update for Windows 2000 (KB957095)
MS08-065 (951071) - Security Update for Windows 2000 (KE351071)
MS08-067 (958644) - Security Update for Windows 2000 (KE958644)
Mot Available (890830) - Windows Malicious Software Removal Tool - October 2008 (KBS30830)
Mot Available (956391) - Cumulative Security Update for ActiveX Killbits for Windows 2000 (KB956391)

Screenshot 76 — Sample report showing deployment history by host

o Host machine on which deployments were made

e List of deployment details for each host, including file names deployed,
and deployment status

Use this report to:

e Display patches deployment information grouped by host machine,
including deployment details such as date and status.

8.1.23 Remediation history by date

1
S Service Pack install

Target Date Ended Completed Status Is Scheduled
Jane 10/20/2008 6:20:23PM  Successfully Yes
Installed Service Packs

MDAC 2.8 Service Pack 1 e

Screenshot 77 — Sample report showing deployment history by date

o Deployment starting date

e List of deployment details grouped by host, including file names
deployed, and deployment status

Use this report to:

e Display patches deployment information by date and time,
including details such as host machine names for each
deployment.

8.1.24 Remediation history by patch/application

S Patch install

MS08-062 (953155) - Security Update for Windows 2000 (KB953155) o
Target : Date Started Date Ended Completed Status  |s Scheduled
Jane 10/29/2008 12:14:27PM 10/28/2008 12:15:27PM Successfully Yes

MS08-063 (957095) - Security Update for Windows 2000 (KB957095) e
Target : Date Started Date Ended Completed Status  |s Scheduled
Jane 100292008 12:14:27PM 10/29/2008 12:15:27PM Successfully Yes

Screenshot 78 — Sample report showing deployment history by patch
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o Name of patch deployed

e List of host machines on which the patch was deployed and deployment
details, including deployment status

Use this report to:

Display patch deployment information grouped by patch applied,

including details such as host machine names for each
deployment.

8.2 Network and software audit reports

8.2.1 Software audit
op 10 Systems with Unauthorized Applications

IP address Host Name Unauthorized Applications
80.143.32.140 Jane 3

op 10 Unauthorized Applications

Application Name Application Count]
Mero Suite 1

Winamp (remove only) 1

“ahoo! Toolbar 1 e_
Systems with Security Applications

Systene With
Updated
Security
Applications
Systems Without
Any Security
Application

ategory of Systems Systems Count
Systems Without Any Security Application 6

Systems With Updated Security Applications 1

op 20 Most Installed Applications

VMware Tools 4
Publisher : Whiware, Inc.

Wersion : 3.1.0000

Ocourrence : 4

Screenshot 79 — Sample report showing software audit

List showing the top 10 host machines with unauthorized applications

e List showing the top 10 unauthorized applications
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o Chart displaying the status of security applications on host machines

o List showing the top 20 installed applications

Use this report to:

e |dentify unauthorized applications installed on host machines,
detected during network security scans

o |dentify the top 10 host machines with unauthorized applications

¢ Identify the top 10 unauthorized applications with highest number
of installations

o |dentify the top 20 installed applications

e Graphically represent the number of host machines without
security applications, or with security applications not updated.

8.2.2 Operating system and service pack distribution

Operating System Distribution

Windows XP x64 Windows 2000

B Windows 2000 14.3%

W Windows XP T1.4%
= Windows XPx54 143%
Total: 100.0%

Windows XP- o

Operating System Number of Hosts
Windows 2000 1

Windows XP 5

Windows XP x64 1 e

Service Pack Distribution

23
24
2
16
12
08
0.4
0
e e 7
ﬁ@’ g s@f’;ﬂ o
Operating System Service Pack Number of Hosts
Windows 2000 4 1
Windows XP 1 1
Windaows XP 2 3
Windows XP Gold 1
Windows XP x64 1 1 o

Screenshot 80 — Sample report showing operating system and service pack distribution
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Chart displaying distribution percentage of each operating system on the
network

List of operating systems, including the number of host machines on
which they are installed

Chart displaying service pack distribution for each operating system

List of operating system service packs, including the number of host
machines on which they are installed

000 e

Use this report to:
e Graphically represent operating systems detected on the network
e List the number of host machines for each operating system

e Graphically represent service packs detected on the network for
each operating system

e List the number of host machines for each service pack installed.

8.2.3 System information

80.143.32.140 - Jane

Operating System SP
Windows XP 2

Computer Properties e
80.143.32.140 -[ Jane ] Windows XP Service Pack 2

MAC Address : 00-DE-2E-56-AF-AE ("Edimax Technology Co.. Ltd.")
Time to live : 128 (128)

Network role : Workstation

Domain : WORKGROUP

LAN manager : Windows 2000 LAN Manager

upimes —

No Uptime Information found.

Disk Utilization (4]

Name Total Space Free Space File System Type

C: 14.65 GB 5.20 GB NTFS
D: 2362 GB 312.30 MB NTFS

Groups and Users o

Name Description

Administrators Administrators have complete and unrestricted accesstothe
computer/domain
Members: HX3'Sorin, HX3Wdministrator, HX3\LNSS_MONITOR_USR

Backup Operators Backup Operators can override security restrictions for the sole
purpose of backing up orrestoring files

Guests Guests have the same access as members of the Users group
by default, except forthe Guest account which is further
restricted

Screenshot 81 — Sample report showing system information

Host machine IP and name

Host machine details, including MAC address and domain

Uptime details for each host machine, including time of day and uptime
value

0000

Disk utilization details for each host machine, including drive name, file
system type, total storage space and free storage space
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e Group and user details for each host machine, including group name,
group members, user privileges and user bad password count

SMMP Infor mation @

De=scription
Object I 1364413191412 23 (NT Domain Condalled
syshescr Hardware: =35 Family 15 odel 4 Stepping 1 AT/AT COMPAT
sysHame FROJECT
sesllpTime 18 minutes, 45 seconds
Wendor hlicrosoft
“arter
Senice Mame Status Startup Type AccountMame
Alerter Running  Automatic HT AUTHORIT\Local 5 e nice
ALG
Senice Name Status Startup Type AccountHame
4pplication Layer & ateway S enica Running Manual NT AUTHORIT Lo cal S e wica
Semice Mame Status Startup Type AccountMame
4pplication Management Stopped  Manual LocalSystem

aspnet_state

Semice HMame Status Startup Type AccountMame

45P . HNET State Senvica Stopped  Manual HT AUTHORIT WM etwo kS e rvice
Semice Mame Status Startup Type AccountMame

Mindows Audio Running  Automatc LocalSystem

Senice Mame Status Startup Type AccountMame

Jackground Intelligent Transfer Senica Stopped  Manual LocalSystem

T oS er

Senice Mame Status Startup Type AccountMame
Zomputer Browser Running  Autom atic LocalSystem
= 8)

FID: 2404

FFIC : 1042

User Mame: LOCAL SERVICE
Domain: NT AUTHORITY
Handle Count 107

Thread Count &

Friority: &

PIC: 2236

FFRIC : 2072

User Mame: Administrator

P ath : AN D OWEShsyste m3 2 atiptae exe
Camain: MARK

Command Line: "C:WTH DO S syste m32hatipt s end'
Handle Count 52

Thread Count 1

Friarity: 8

Screenshot 82 — Sample report showing system information

e SNMP details for each host machine, including name and description

e Service details for each host machine, including name, description,
status, startup type and account name

6 Process details for each host machine, including process ID and account
name
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LIS E Dew =
USE Root Hub

I:Iescriptiu:un: USH Root Hub

hanufacturer (Standard USB Host Controllen
USE Root Hub

Description USBE Root Hub

hBnufacturer (Standard USB Host Contrallen
USE Root Hub

Description USE Root Hub

hanufacturer (Standard USB Host Controllen

There were no Blacklisted USE Devices wvulnerabilities deteded

WaN Minipart [L2TP)

OHCP Set: Falze

WAN Miniport (PPTF)

WAL Address: A0:A0:54:50:20:20
OHCP Set: Falze

WaN Miniport (PPPOE]

haC Address: 23:80:6F 446:20:20
OHCP Set: Falze

There were no Blacklisted Wireless Dewvices wulnerabilities daected

o

Rermnark
ADMIMNE Femote Admin
G share
CEH Crefaultzhare
CD Drive (F) MiA
& share
ek Drefaultzhare
E share
E% Crefaultshare
IPCH Remote IPC
AP Prof- SPZ2 - WXPGE MIA

Open Ports

CF Ports
3,593 Full Port Lisg
2,107 [ Full Fort Lisg
2,105 Full Port Lisg
2,102 [ Full Port Lisf
1,801[ Full Port List]
139 [Metbiosszn== NETBIOS Session Senvice]

IOF Farts

1,900[ Full Port Li=g
1,843 [ Full Port Lisf
AR [Full Pard | ish

Screenshot 83 — Sample report showing system information

e List showing USB devices, blacklisted USB devices, network cards and
black listed wireless devices

@ Share folder details for each host machine, including name and remarks

m Open port details for each host machine, including port nhumber and
name

GFI ReportCenter Appendix: GFI LANguard default reports e 69



lIn=talled F

n=talled Applications

“oplication Name Fublisher

Ad-Auware SE Personal Edition Lawazoft 1.
Adobe Flash PlayerS ActiveX, Adobe Systems a
Adobe Reader?.08 Adobe Systems Incorparated .08
ATI Display Driver

CCleanerremowe onhi

F-Frot Antivirus farwind ons

zadwin Print5creen Zadwin Systems, Inc. 3.8
GFl Eventshdanagery Report Pack Fl Sofhuare Ltd 1020060207
GFl LAMguard Hebwot Security Scanner20 GFI 2.0
GFlReport Centar Framewa b Fl Sofhware 3.5
nauthorized Applications

“oplication Hame FPublisher

Ad-Auware SE Personal Edition Lawazoft

Adobe Flash Player Activer, Adobe Systems

ATI Display Driver

CCleaner(remowe onhi

Gadwin Print5creen Gadwin Systems, Inc. 345

®

0 chars 42 days, 22 hours, 47 no delay newver force no histony
minutes, 31seconds

Audit account logon ewents True True
Audit account management True True
Audit directony zenrice access False False
Auditlagon evenk True True
Auditobject acce= False False
Audit policy change True True
Audit privilege usa True True
Audit processtracking True True
Auditsystemn events True True

W Infor rnation

~hHz : 2733

CSDWersion @ Sernvice Pack2
CurrentBuildMumber: 2600

CurrentType : Multiprocessor Fres
CurrentWersion ;5.1

Default: 0409

Driverbresec: Media Contral Dewices
Crrivarbes: : RAGE XL PCI

Identifier: =236 Family 15 Model 4 Stepping 2

Fun ATIPTA : atiptare.ee
Run FRISK FP-Scheduler: CAPragram
Files\FSPhFFProtF- Schedexe STARTUR
Fun F-Stoput’ : C:AWProgram Files\FSIF-ProtF-Stapi’. EXE
Run Intel Serverbdanager Chprogram
filestinte VS enverhd anagens e nve thirueam exe
Run ISUSPM: "CAProgram Files\Common
Filest\installShieldWpdate S enicelSUSPR exe’ schaduler
Run MzmqlntCeart: regswr32 iz mart.dil
Fun FROMatdgrifired: C:AFrogram

Filesinte NP ROSetifiredWNCSWP RO S et PROMOMgr. exe

Screenshot 84 — Sample report showing system information

@ Installed application details for each host machine, including name,
publisher and version

@ List showing password policy details security audit policy details

@ List of registry entry details for each host machine

Use this report to:

e List detailed technical information for each host machine, including
services, installed applications, policies and devices.
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8.2.4 Computer properties

80.143.32.211 -[ Andrew ] Windows 2000 Service Pack 4

MAC Address 00-0C-29-55-72-FB ("VMware, Inc.")

Time to live : 128 (128)

Metwork role : Member Server

Domain : MG

LAN manager : Windows 2000 LAN Manager e

Screenshot 85 — Sample report showing computer properties

o Host machine IP and name

e Host machine details, including MAC address and domain

Use this report to:

e List information for each host machine, including MAC address,
network role and domain.

8.2.5 Uptimes

82.168.102.175 - Julia

Operating System Service Pack

Windows XF P

Time of Day Up Time

07 Fek 2007, 17:37:00 1 day, 12 hours, 26 minutes, 8 seconds

82.168.102.176 - Steve

‘.

Operating System Service Pack

Windows XP x64 1

Time of Day Up Time

07 Feb 2007, 17:48:18 8 hours, 41 minutes, 13 seconds

Screenshot 86 — Sample report showing uptimes

o Host machine IP and name

e Uptime details for each host machine, including time of day and uptime
value

Use this report to:
e List uptime for each host machine, grouped by network scan.

8.2.6 Disk utilization

80.143.32.140 - Jane

Ch
Operating System Service Pack
Windows XP 2
Name Total Space Free Space File System Type
C: 14 65 GB 5.20 GB MNTFS
D: 2362 GB 312.30 MB MNTFS

Screenshot 87 — Sample report showing disk utilization

o Host machine IP and name
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e Disk utilization details for each host machine, including drive name, file
system type, total storage space and free storage space

Use this report to:

e List disk utilization information for each host machine, including file

system type, total space and free space.

8.2.7 Groups and users

Dparating 3yctsm Barvics Pack
Vindaons 37 i

adminictraiaon Adrrindstrtors hans complets and) onnes rced aooex T
[=l=gy =¥ _fi:l=nt® g
Aefhamigenss - NS S o, FIXEWADmilnis trator, HIEILMSE: MOMITOR, LUER!

EsciupOparaion Bacikmp Cpemicrs can ovemide sty msicios triesde
prpose cibacking mp s torg fe
Guscic Goests hae e SamE ACCEST 25 memiers of e ke pop
oy disfank, except forthe Guestaccount which i ke
res il
Melasmnizenrss - 02 Clomt
Hetarori Configuration Dperaiat Mfemieers i Bl growp ciam Ranne s omme adminds ek phileges
tomansage configumion of netwonking e
Poaner Ut FowerUsers possegs mostadminis e poves Wi soTe
msicios. Thes, FowerUsers can o legacy appiicdos Ik
eddifon o cefifed appioias
Femote DecidopUcer Nasrizenss [mitRls groiD ane grached the dgintbo logom reroeks
Relasmnizenrss - D02 Audimniinisesior
Replicatr Suppors Sl rpllcata hadomen
Licar Ui 29 jare peveneniterd Sroen raiking accidental orireios

symEHyide cnanpe . Thos, Usars cam s st
ol Dt mot ot legacy apolosas
Aeflamisenss, - T AUTHORITY Aaitenficated Us s MTALTHORITYINERACIVE

Help 3ardlcs chmp G for e Heip and Support Carier

Aefharmizenrs - XSS UF FORT_3535450
__WTTAaR_ Wiy UsenGmup

efheninees -GS WTTIwans psey e
adminlctraiar

Frliege Agminis o

Flags A

Commet wlitin accowunt for adminlsbesting fhe CompumtioTen
Liax s ogan =5 Jan 2007, D0arE

Famgyomige Zdgays E Rows, 1T minutes, {0 saoo

ZLogoms ES

San Fasmwon Cort
Busdt])

Flrlege:- et

Flags - ACOOUNT _ DS AR BN FASSWNORD_ MNOT_REQUIRED FASSWWIRD_CANN

O _BE_CHANGED NORMAL,_ACOOUNT

Coemmet Sulitin account for guestaccess i e compustiaTn
Liastogan: Neer

Fasswomige -
Helpacclehnt (Feamote Deskion Help AssisET Ao

Frall Masre Temiote Deskiop Help Assis et Aooort

Frivilge Shoest

Screenshot 88 — Sample report showing groups and users

o Host machine IP and name

description and members

e List showing group details for each host machine, including name,

logon and bad password count

e List of user details for each group, including user name, privilege, last

Use this report to:

e List group and user information for each host machine.
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8.2.8 SNMP information

80.143.32.211 - Andrew r1"!
Operating System Service Pack

Windows 2000 4

Name Description

Object_ID 1.3.6.1.4.1.311.1.1.3.1.2 (NT Server)

sysDescr Hardware : x86 Family 15 Model4 Stepping & AT/AT

COMPATIBLE - Software: Windows 2000 Version 3.0 (Build
2195 UniprocessorFree)

sysMame MGT
sysUpTime 4 hours, 22 minutes, 25 seconds e
Vendor Microsoft

Screenshot 89 — Sample report showing SNMP information

o Host machine IP and name

e SNMP details for each host machine, including name and description

Use this report to:

e List SNMP information for each host machine, including name,
description and uptime.

8.2.9 Services

80.143.32.140 - Jane Y

Operating System Service Pack

Windows XP 2

Description Status Startup Type AccountName

Alerter Stopped  Disabled NT AUTHORITY\LocalService
Description Status Startup Type AccountName

Application Layer Gateway Service Running  Manual NT AUTHORITY\LocalService
AppMgmt

Description Status Startup Type Account Name

Application Management Stopped  Manual LocalSystem e

Screenshot 90 — Sample report showing services

o Host machine IP and name

e Service details for each host machine, including name, description,
status, startup type and account name

Use this report to:

e List service information for each host machine, including
description, status, and startup type and account name.
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8.2.10 Processes

80.143.32.140 - Jane

Operating System Service Pack
Windows XP P

System ldle Process

Thread Count : 1

PID:4

User Name - 3YSTEM
Domain : NT AUTHORITY
Handle Count : 540
Thread Count : 60

Priorty - 8 e
FID - 160

FPID : 948

User Mame : SYSTEM

Path : C:WWINDOWS\system32\spoolsv.exe

Domain : NT AUTHORITY

Command Line : C:WINDOWSsystem32'\spoolsv exe
Handle Count - 114

Thread Count : 11

Priority : 8

Screenshot 91 — Sample report showing processes

o Host machine IP and name

e Process details for each host machine, including process ID and account
name

Use this report to:
e List process properties for each host machine.
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8.2.11 Hardware Audit

B0.14332.140- Jane

Operating System
Windows ¥P

Service Pack
2

Intel(R) Core(TM)2 Quad CPU Q&E00 @ 2 40GHz

Vendor: Genuine el

Speed: 2405 MH=z

Vendor: Genuine el

Speed: 2405 MHz

Vendor: Genuine el

Speed: 2405 MH=z

Vendor: Genuinelmel e
Speed : 2405 MHz

Mame : FPaK

Manufactumer : ASUSTek Computar IMC.

Version : Fav 1.0

Sernal Mumber : MSGCTAB34400944

BIOS name : BIOS Date: 07/03/0710:01:10 Ver. 080012

BIO5 vendorname :
BIOS version :

BIOS5 release dat= :
BIO5 Senal Mumber:

Physical memory :
Free physical memory :
Virtual memaory

Free virtual memorny :

Display Adapters

NVIDIA GeForce TEODGT

Manufactuer :
Cument resolution :

Amerncan Megatrends Inc

0803
2007707703 00:00:00
System Serial Murnber e
Memoy |
4.000CB
2.05 GB
8.22CB
5.81GB o
DisplayAdapters
MDA
12B0x 1024 x32x0 Hz e
198281672672624

Senal Mumber :
Storage Devices

Floppy disk drive
Descrption :
Manufacturer :
Medis type

Floppy disk drive
[Standard floppy diskdrives)
Floppy disk drive

ASUS DH‘W—IED 14L1T ATADevice

Description : CO-ROM DriveDWD Writer

Manufacturer : [Standard CO-ROM drives)

Interface type : 5C5I1

Media type : Optical disk drive

Dirive(s) : F:

Senal Mumber : 1118283277-2035
LVD403T FVZ043D SC51CdRom Device e

. Descriotion :

CD-ROM Drive DV D-ROM

-

Name Total Space Free Space File System Type
G: 15.00GB 3.61G8 NTFS
O MIA A MIA

Screenshot 92 - Sample report showing hardware audit - part 1 of 2
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USE Devices

USE Root Hub

Descrpiian © USE Root Hub

Manutacturer : [Standard USE Host Controller)
USE Root Hub

Descripiian USE Root Hub

Manufacturer © (Standard USE Host Controller)
USE Root Hub

Descrpiian © USE Root Hub

Manutfacturer : [Standard USE Host Controller)
USE Root Hub

Descrpiian USE Root Hub

Manufacturer © (Standard USBE Host Controller)
USE Root Hub

Descrpiian : USE Root Hul

Manufacturer - [Standard USE Host Controller) 6

Blackisted USE Devices

Matwork Devices

: ical Devices
Mareall Yukon SSES001/8003/8010 PCI Glg-a.hlt Ethernat Controlier
iendor - Marvel
MAC Adgdress 00:11-08:80:8C:72
[F Addressies) 182.188.100.27
Hosiname : chm
DHCF Set - Falze
CNE Senvens) 182 188.100.26, 212.83.140.1
Gatewayis) : 182.188.100.1
Status : Plugged in
1334 Met Adapter
endor - Microsoft
MES Address - B-18:2D:46:AC:78
DHCP Set - True
Status : Unplugged
‘Windows Moblle-based Davice
DHCF Set - True
Status Unplugged

WAN Minlport (L2TP)
endor - Microsoft
DHCP Set - Falza
Status : Unplugged
WAM Binlport (12}
\fendor - Microsoft
DHCP Set: False
Status Unplugged
WM Minlport [PPPOE)
endor - Microsoft
MAC Address 3:50-6F 45:30:30
DHCP Set - False @
Status : Unplugged
Blackisied Network Davices

Other Davices

ACPIFleed Featura Button

Descrpiian © ACPI Fixed Feature Button
Marufachrer : [Standard system dewices)
Dievice Class Systern Devices

Programmable interrupt controller
Desoriptian - Programmabie infemupt controller
Marufachrer - (Standard system dewices)
Device Class Systemn Devices

System timer
Diesorptian - Systern timer @
Marufachrer : [Standard system dewices)
Device Class | System Devices

Direct memory accass controllar
Desoriptian - Direct memory access controller
Marufachrer - (Standard system devices)
Device Class Systemn Devices

Screenshot 93 - Sample report showing hardware audit - part 2 of 2
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Host machine IP and name

Processor information

Motherboard information

Physical and virtual memory

Display adaptors

Storage devices

Drive name, space allocation and file system type

USB device information

Blacklisted USB devices

Physical and virtual network devices

Blacklisted network devices

Other devices

0068000000000

Use this report to identify all devices detected on the network for scan
computers

NOTE: Devices are grouped by categories. Categories with no
devices detected are not displayed.

8.2.12 Shares

80.143.32.211 - Andrew

Operating System Service Pack
Windows 2000 4 o
Name Remark

ADMINE Remote Admin

Ch Default share

IPCE Remote IPC Q

Screenshot 94 — Sample report showing shares

o Host machine IP and name

e Share folder details for each host machine, including name and remarks

Use this report to:
e List information on shared folders for each host machine.
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8.2.13 Open ports

192.168.3.85 - ESM_DEMO

Operating System Service Pack
Windows Vista 1 1
TCP Ports

80 [ Hypertext TransferProtocol (HTTF) ]

80 [ Full Port List ]

135 [ DCE endpoint resolution ]

135 [Full Port List ]

139 [ NetBIOS NetBIOS Session Service ]

139 [Full Port List ]

445 [Full Port List ]

445 [ Microsoft-D5 Active Directory, Windows shares |
1,170 [ LNS5 attendant]

1,170 [ Full Port List ] e

Screenshot 95 — Sample report showing open ports

o Host machine IP and name

e Open port details for each host machine, including port nhumber and
name

Use this report to:

e List open ports detected for each host on the network including
port number and name.

8.2.14 Installed applications by Host

80.143.32.140 - .Jane

Operating System Service Pack
Windows XP P o

Installed Applications
Adobe Flash Player 9

FPublisher : Adobe SystemsInc.
Version 9
Authorized Yes

AVG AntiVirus
Publisher : AVGTechnologies
Version : 7.1.428
Authorized Yes

GFI LANguard Network Security Scanner 8.0
Publisher : GFI e
Version : 8.0
Authonized : Yes

Screenshot 96 — Sample report showing installed applications

o Host machine IP and name

e Installed application details for each host machine, including name,
publisher and version

Use this report to:

e List installed applications detected for each network host scanned,
including publisher and version details.
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8.2.15 Application Inventory

Adobe Flash Player 9 - Installed on 1 computer(s)

Application Publisher : Adobe Systems Inc.

Version Number : 9

Authorized : es 'o
IP address Host Name Operating System SP
80.143.32.140 Jane Windows XP

Adobe Flash Player 9 ActiveX - Installed on 1 computer(s)

Application Publisher : Adobe Systems

Version Number : 9

Authorized : Yes

IP address Host Name Operating System SP
82.168.102.175 Julia Windows XP 2

Screenshot 97 - Sample report showing applications inventory

o Installed application name and details

e List of computers having application installed

Use this report to:

e Identify all computers which have specific software installed on
them.

8.2.16 Antivirus Applications

80.143.32.140 - Jane

[
[
3

i

Operating System Service Pack
Windows XP 2

ame/Publisher Version
AVG AntiVirus 7.1.428 Yes 2/22/2009 5:31:02AM Mot supported
AW G Technologies

Screenshot 98 — Sample report showing installed anti-virus applications

o Host machine IP and name

e Antivirus application details for each host machine, including name,
publisher and version

Use this report to:

e List installed antivirus applications detected for each network host
scanned, including publisher and version details.
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8.2.17 Auditing Policies

80.143.32.211 - Andrew

Operating System Service Pack
Windows 2000 4

Password Poli

0 chars 42 days, 22 hours, 47 no delay never force no history
minutes, 31 seconds e

ecurity Audit Poli

Auditaccountlogon events True True
Audit account management True True
Audit directory service access True True
Auditlogon events True True
Audit object access True True
Audit policy change True True
Audit privilege use True True
Audit process tracking True True
Audit system events True True Q

Screenshot 99 — Sample report showing policies

Host machine IP and name

e Password policy details for each host machine, including minimum
password length and password history

9 List showing security audit policy details for each host machine

Use this report to:

e List password and security audit policy settings for each network
host scanned.

8.2.18 Registry information

‘

192.168.3.85 - ESM_DEMO

Operating System Service Pack
Windows Vista 1 o
Node Name Registry Entry

~MHz: 6

CSDVersion : Service Pack 1
CurrentBuildNumber : 6001
CurrentType - Multiprocessor Free
CurrentVersion : 6.0
Default - 0409
DenyTerminalServerConnections - 1
DriverDesc : WM Additions 53 Trio32/64
Identifier : x86 Family 6 Model 15 Stepping 13
InstallLanguage : 0409
PathMame : C:\Windows
Productld - 89576-009-0000025-71122
ProductMame : Windows Vista (TM) Business
RegisteredOrganization :
RegisteredOwner - Admin
SoftwareType : System
SystemRoot: C:\Windows
Wendorldentifier - Genuinelntel
Run VPCUserServices : C:\Windows\WMADDWMUSrve exe
Run Windows Defender : ¥ProgramFilesteWindows
Defender'MSASCuiexe -hide

Screenshot 100 — Sample report showing registry information

(M)
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o Host machine IP and name

e List of registry entry details for each host machine

Use this report to:

e List system related registry information for each network host
scanned.

8.3 Results comparison

8.3.1 Network security log by date

Compare Scans from 10/28/2008 2:07:54PM and 10/30/2008 2:07:54PM
Dates :

Scan reference : 80.143.32.1/24

Scan profile : Full Scan

Service vulnerability OWVAL:1073: MS CIFS Spoofed Browse Frame Request Vulnerability has been removed.
Service vulnerability OWVAL:999: Hyperlink Object Buffer Overflow Vulnerability has been removed.
Service vulnerability SNMP service is enabled on this host has been removed. o

Screenshot 101 — Sample report showing network security log by date

o Network security scans to be compared

e Host machine on which the comparison was made

List of differences found between comparisons for each host machine.
e Differences are grouped by category, including backdoors, missing hot
fixes, password policy, USB devices and applications

Use this report to:

e Compare results of consecutive scans that have a common profile
and target, grouped by scan date.
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8.3.2 Network security log by host

Compare Scans from 10/24/2008 2:07:54PM and 10/27/2008 2:07:54PM
Dates :

Scan reference : 80.143.32.1/24
Scan profile : Full 5can

(2]

Host only exists in second scan (skipped).

Compare Scans from 10/27/2008 2:07:54PM and 10/28/2008 2:07:54PM

Dates :
Scan reference : 80.143.32.1/24
Scan profile : Full Scan

Automatic remediation performed: "Patch Installation - MS08-067 (958644)
(KB958644 ).

Automatic remediation performed: "Patch Installation- M308-063 (351071)
(KB9510717)'.

Automatic remediation performed: ‘Patch Installation- M308-062 (953155)
(KB953155)"

Automatic remediation performed: "Patch Installation - Mot Available (9363391)
ActiveX Killbits for Windows 2000 (KB9563917)".

Automatic remediation performed: ‘Patch Installation- M308-083 (957095)
(KB957095)"

Automatic remediation perfommed: "Patch Installation - Mot Available (890830)
Removal Tool - October 2008 (KB8908307.

Screenshot 102 — Sample report showing network security log by host

o Host machine on which the comparison was made

e Network security scans which were compared

Differences are grouped by category, including backdoors, missing hot

E List of differences found between comparisons for each host machine.
fixes, password policy, USB devices and applications

Use this report to:

e Compare results of consecutive scans that have a common profile
and target, grouped by host machine.
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8.3.3 Baseline changes comparison

80.143.32 226 - GamesPC

Scan date & time : 10/30/2008 2:07:54PM
Scan reference : 80.143.32.1/24
Scan profile : Full Scan

Operating System :  Windows XP
Service Pack : 2

Comparing benchmark computer with hosts from scan session

Scan date & time : 10/24/2008 2:07:54PM

Scan reference : 80.143.32.1/24

Scan profile : Full Scan e
80.143.32.211 - Andrew
Operating System Service Pack
Windows 2000 4

Screenshot 103 — Sample report showing security settings comparison

Details of the computer used as comparison standard, including scan
date, and scan profile

2]

List showing host machines with which the standard computer was
compared

©

List of differences found when comparing the host machines with the
standard computer. Differences are grouped by category, including
backdoors, missing hot fixes, password policy, USB devices and
applications

Use this report to compare results between a chosen computer, used
as benchmark, and host machines scanned with the same profile and
having the same target.
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9. Troubleshooting

9.1 Introduction

The troubleshooting chapter explains how you should go about
resolving any software issues that you might encounter. The main
sources of information available to users are:

e The manual — most issues can be solved by reading this manual.
e GFI Knowledge Base articles

e Web forum

e Contacting GFI Technical Support

9.2 Knowledge Base

GFI maintains a Knowledge Base, which includes answers to the most
common problems. If you have a problem, please consult the
Knowledge Base first. The Knowledge Base always has the most up-
to-date listing of technical support questions and patches. To access
the Knowledge Base, visit http://kbase.gfi.com/.

9.3 Web Forum

User to user technical support is available via the web forum. The
forum can be found at: http://forums.gfi.com/.

9.4 Request technical support

If you have referred to this manual and our Knowledge Base articles,
and you still cannot solve issues with the software, contact the GFI
Technical Support team by filling in an online support request form or

by phone.
e Online: Filll' out the support request form on:
http://support.gfi.com/supportrequestform.asp. Follow the

instructions on this page closely to submit your support request.

¢ Phone: To obtain the correct technical support phone number for
your region please visit: http://www.gfi.com/company/contact.htm.

NOTE: Before you contact our Technical Support team, please have
your Customer ID available. Your Customer ID is the online account
number that is assigned to you when you first register your license
keys in our Customer Area at: http://customers.gfi.com.

We will answer your query within 24 hours or less, depending on your
time zone.
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9.5 Build notifications

We strongly suggest that you subscribe to our build notifications list.
This way, you will be immediately notified about new product builds.
To subscribe to our build notifications, visit:
http://www.gfi.com/pages/productmailing.htm.
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