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PewuTte npo6nembl, cCBA3aHHbIE C UCMPABIEHUAMUN YA3BUMOCTEMN

Ob6ecneyeHne 6€30MNacHOCTM Ballelr ceT HaUYMHAEeTCA C OCO3HAHUSA BCEX COCTaBNAOLWNX eé snemeHToB. GFI
LanGuard o6ecneymBaeT Takyto BUOMMOCTb, MO3BO/IAET OLLEHUTb, FAe MOryT ObiTb NMOTEHLUMAbHbIE YA3BMMOCTH,
N 0aét cpenctea ansa nx ucnpaenenua. GFl LanGuard npegnaraet aTm MOLLHbIE BO3MOXHOCTM B BUAE MPOCTOro B

NCMO/Ib30BaHUN U MPOCTOrO B PasBEPTbIBAHWUM NMPUNOXKEHNUS.

PaCCMOTpVITe CBOIO C€Tb U TO MeCTO, KyAla MPOHUKAIOT Yrpo3bl - aBTOMAaTU4YeCKU O6Hapy)KVIBal7lTe BCe 3/1eMEeHTbI
Ballel ceTu: KOMMbIOTEPHI, H0yT6yKI/I, MOOBU/bHbIE Te!'IerOHbI, nnaHweTbl, NPUHTEpPbIl, CepBepbl, BUPTYya/ibHble

MaLUMHbl 1 MapLLPYTU3aToPbI.

Haipgute 6peLum, Kotopbie UCMOMb3YIOT YrPOo3bl - MPOCKaHUPYTE CBOIO CETb Ha NPEeAMET OTCYTCTBYIOLLMX
ncnpaesneHnii. ExxerogHo Beinyckaetca 6onee 5000 vcnpaBnieHuid; noboi MOXET CTaTb Lie/iblo XakepoB. Hangute
npo6esbl B onepaunoHHbix cuctemax Microsoft, MacOS, Linux. BeisBneHne oTCyTCTBYIOLWLNX MCNpaB/eHNA B BEO-

Opay3epax n CTOPOHHEM NMporpaMMHOM obecrneydyeHunmn, TakoM kak Adobe, Java n ewé 60 OCHOBHbIX MOCTaBLLMKOB.

UcnpaBnsaite npo6enbl, KOTopble AenatoT Bac yasBuMbiMu - GFl LanGuard no3BonsgeTt pa3BEpTbiBaTb
ncnpaBneHna LeHTpannM3oBaHHO M aBTOMaTUUYECKN UK NYTEM pPa3BEPTbIBaHMA areHTOB Ha MallnHaX, YToObl OHU
nenanu aTo n 3KoOHOMUIM 06paboTKy cepBepa. He nonaranTech Ha NogeN, KOTOPbIE NCNPaBAT Ball NEPUMETP.
KoHTponupyiTe, Kakme ncnpasneHns Bbl yCTaHaBIMBAaETe, U OTKATbIBaiTe UCNpaBneHns, ecnm obHapyxumTe
npo6seMbl. YcTaHaBnmBanTe 60/blUe, YeM NPOCTO natym 6e30MacHOCTU: MHOIMe UcnpaBeHns UCNPaBAAoT

owmnbku, mnomorasa NMPUNOXeEHNAM paéOTaTb nydyuie.

OTUET 0 Tpe6OBaHUAX COOTBETCTBUSA U YA3BUMOCTU - HOPMATUBHbIE aKTbl COAEPXaT MHOXECTBO TpeGoBaHUii
onsa o6ecnevyeHnsa 6e30MacHOCTU (PUHAHCOBLIX, MEAULIMHCKUX UMW OPYFUX TMYHBbIX JAHHbIX B CETAX U CUCTEMAX.
Monyuynte aBTOMaTU3MpPOBaHHbIE OTPOPMATUPOBAHHbIE OTYETLI, HEOOXOAMMbIE ayaAUTOpaM A9 AeMOHCTpaLun

COOTBETCTBUS MHOIFOYMC/IEHHbIM TpeboBaHNAM HopMaTuBHbIX oKkyMeHToB PCI DSS, HIPAA, SOX, GLBA, PSN n
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MOMHbIA CIMCOK KOHTAKTHbIX A@HHbIX MO BCEMY MUPY MOXHO HaiTh Ha cainTe: www.gfi.com/contact-us



https://www.gfi.com/contact-us

YnpaBneHue ucrnpaB/ieHUSIMU B HECKOSIbKUX oNnepaLuoOHHbIX cMcTeMax

GFI LanGuard coBmecTtnm ¢ Microsoft®, Mac OS X® un Linux®, onepaunoHHbIMM CUCTEMaMMU, @ TaKXKe CO MHOTMMW CTOPOHHUMMW MPUIOXKEHUAMN, TaKUMU
kak Apple QuickTime®, Adobe®, Mozilla® Firefox® n gpyrumun. CkaHupyiite Bally ceTb aBTOMaTUYeCKN UK Mo 3anpocy. ABTo3arpyska OTCyTCTBYIOLLMX
NCNpaBIeHUA NN OTKAaT UCMPaBEHWA.

YnpaBneHue ucrnpasneHusiM1 Asa HeCKOJ/IbKMX Be6-6paysepos

GFl LanGuard - nepBoe pelleHne, aBToMaTusnpyloLlee yCTaHOBKY UCMNpaBeHWiA A5 BCEX OCHOBHbIX Be6-6pay3epoB, paboTaloLmx B cuctemax
Windows®: Microsoft Internet Explorer®, Mozilla Firefox®, Google Chrome ™, Apple Safari® n Opera ™.

OG6HapyXu1BaiTe yS3BMMOCTU A0 TOI0, KaK 3TO CAEeNaloT Xakepbl

CkaHep ceTeBoil 6e3onacHoctn GFl LanGuard moxeT BbigsuTb 6onee 60 000 yassumocTeir. OH CKaHMpyeT YCTPOWCTBA, BbIABNAET U
KnaccucmumnpyeT ya3sBMMOCTU 6€30MacHOCTU, PEKOMEHAYET ASNCTBUS 1 NPeAoCTaBAAeT MHCTPYMEHTbI ANSA pelleHns npobnemsl. Mpaduyeckuit
MHAMKATOP YPOBHS Yrpo3bl 06ecneymBaeT UHTYUTUBHO MOHSATHYIO B3BELLEHHYIO OLIEHKY YSI3BMMOCTM CKaHUPYEMBbIX YCTPOCTB.

NHTepHeT-0TUEThI

Be6-nHTepdeic oT4ETOB ocyLecTBNseTca Yepes 6e3onacHoe (https) coeamHeHne, nogaepXXnBaeMoe BCEMU OCHOBHbIMK Gpay3epamiu.
KnneHTbl ¢ 60MbLINMK CETAMU MOTYT YCTaHOBUTBL HECKO/BKO 3K3eMnnapoB (caintoB) GFl LanGuard 1 ogHy Be6-KOHCO/b, KOTopas obecneymBaeT
LIEHTPanM30BaHHbIN NPOCMOTP U arpernpoBaHHble OTYETbI MO BCEM COObITUSM.

OTcnexuBanTe nocnegHme YA3BUMOCTU U OTCYTCTBYlOLLNE OGHOBNEHUA

GFI LanGuard noctaBnsietcs ¢ 6a30i AaHHbIX TLLATENIbHON OLEHKM YS3BMMOCTEN, BK/IlOYas Takme ctaHaapTbl, kak OVAL (11 500+ npoepok) 1 SANS
Top 20. O1a 6a3a AaHHbIX perynspHo o6HoBnseTcs nHhopmauunen ot BugTraq, SANS Corporation, OVAL, CVE n gpyrux. Cuctema aBTomatmyeckoro
0BHOBNEHNSA MOCTOAHHO OOHOBMAET MHhOPMaLMIO O HeJaBHO BbIMyLLEHHbIX 0OHOBEHUSAX 6e3onacHocTy Microsoft n npoBepkax ya3BMMOCTE.

MHTerpupyetcs co CTOPOHHUMM NPUNOXEHUAMU 6e30MacHOCTH

GFI LanGuard nHTerpupyetcs ¢ 6onee yem 4000 KpUTUYECKM BaXKHbIMN NMPUNOXKEHUSIMU
6e30MacHOCTH, B TOM YKUC/E: aHTUBMPYC, aHTULWMNNOHCKoe MO, MexceTeBo 3alnTHbIR
9KpaH, aHTUMULLMHI, KTMEHT pe3epBHOro konmposaHus, VPN-knneHT, counetpauma URL-
afpecos, ynpaBrieHne ncnpaeneHsmu, Be6-6paysep, 06MeH MrHOBEHHbBIMU COOBLLIEHUSMU,
OfHOpaHroBas CBA3b, LWN(POBaHMe ANCKa, NpeaoTBpaLLeHME NOTEPU AaHHbIX U KOHTPO/b
noctyna K yctpoincteam. OH NpeaocTaBnseT OTHETbl O COCTOAHUM U CMIUCKU NPUIOXEHWI AN
o6MeHa MrHOBEHHbBIMU COOBLLIEHVAMM UM OQHOPAHTOBbIX MPUIOXEHW, YCTaHOBMIEHHbIX

B Bawer cetn. OH TakxXe ycTpaHsaeT nobble npobnemsbl, Tpebytolne BHUMaHUA, Takne Kak
3anyck 0OHOB/IEHUI aHTUBMPYCa UK aHTUWNKOHCKoro MO.

I'Iposepbre YyA3BUMOCTU Ha yCTpOﬁCTBaX, CBA3aHHbIX B CceTn

GFl LanGuard 3alwmuaeT Balln MapLupyTn3aTopbl, TOYKW AOCTYNa U NpUHTEpbl OT aTak. OH TakXXe NoaaepXmBaeT CKaHUpoBaHWe yA3BUMOCTER

Ha cmapTdoHax 1 nnaHweTax nog ynpasnennem Windows®, Android ™ n iOS®, a Takxe Ha psae ceTeBbIX YCTPONCTB, TaKMX Kak NPUHTEPbI U
MapLLpyTM3aTopbl OT Taknx Nnponssoauntenei, kak HP®, Cisco® n MHormx apyrmx.

3Hai7lTe, YTO NpoucxoauT B BalLlen cetn

CeteBoii ayant GFI LanGuard gaét Bam nonHoe npefctaB/eHne o Balle ceTu, BKtoYasa nogkitoveHHble USB-ycTpoiictBa, cMapTOHbl 1 NAaHLWeThI,
a TakXXe yCTaHOB/IEHHOE NporpaMMHoe obecrneyeHune, oTKpbITble 06LLME PecypChbl, OTKPbITbIE MOPTbI, HEHAAEXHbIE Naponu 1 by MHhopMaLmo
06 060pyaoBaHMK. 3alUMTHUTE CBOKO CETb, 3aKPbIB MOPThI, YAANMB yCTapeBLUMX NO/Ib30BaTeNe UM OTKIOYMB TOUKM 6ECNPOBOAHOIO 4OCTyna.
Aypunt 6e3onacHoCTH

MHTepaKT1BHasa NaHe b ynpaBneHus NpefocTaBnseT CBOAKY TEKYLLEro COCTOAHMS 6€30MacHOCTU CETU U UCTOPUIO BCEX COOTBETCTBYOLLNX
N3MEHEHWIT B CETU C TeYEeHNeM BpeMeHU. [ogpoBHO aHanusupyiitTe nHhopmaLmio, OT AaT4MKoB 6e30MacHOCTV B MacluTabe BCei ceTn Ao
pe3ynbTaToB OTAE/bHbIX MPOBEPOK 6€30MacHOCTU.

3anyckaiTe 6e3areHTHbIN UM areHTHbI PeXUMbI

GFl LanGuard MOXHO HacTpouTb AN paboTbl B pexnme 6e3 areHta uam Ha OCHOBE areHTa. AreHtckasi TexHonorus obecneymBaet
aBTOMaTU3UPOBAaHHbIM ayaAnT CeTeBOl 6€30MacHOCTU 1 pacnpeenseT Harpysky CKaHMPOBaHUSA MEXAY KTMEHTCKMMU MaLLMHaMMU.

Monpo6yinTte 6ecnnatHo B TedeHue 30 aHen

© 2021 GFI Software. Bce npaBa 3alyyiieHbl. HazBaHWA peanibHbIX KOMMaHU v MPOAYKTOB, YNOMAHYThIE 34€Ch, MOTYT ObiTb TOBapHbLIMU
3HaKaMu UX COOTBETCTBYIOLLMNX BNafenbLes.
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